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Abstract: The concept of interconnecting smart vehicles and advancements in automotive
automation leads to beneficial outcomes, such as a reduction in road fatalities and congestion.
However, including a chain of automation in the attack surface will expand the attack surface
and expose the security of automobiles to malicious infiltration. The proposed methodology
provides access to specific users while restricting the third party requests. Moreover, it also
makes use of data exchange that takes place between the roadside units and vehicle to track
the vehicle status without compromising the in-vehicle network. To ensure a valid and
authentic communication, vehicles with a proper and verifiable record will only be allowed to
exchange messages in the blockchain network. Using qualitative arguments, we have
identified that the proposed work is resilient to identified attacks. Similarly, quantitative
experimentation indicates that this methodology shows a storage size compatibility and
suitable response time in realistic scenarios. Simulation results indicate that, the proposed
work shows positive results to secure vehicular networks, vehicular forensics and trust

management.
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1. Introduction

The automotive industry has expanded and improved dramatically as a result of
technological advancements. Electronic control units (ECUs) enable vehicles to make
independent decisions and have improved functionality in modern automobiles, which are no
longer just mechanical devices. In order to perform the assigned tasks, ECUs perform
computational operations on the inputs received from the sensors. These automobiles are also
built with more communication and sensing technologies that have the ability to make
decisions. However, this advancement in automobiles has leveraged a negative impact in
terms of exploitation of the vehicle. The ECUs can be compromised when faced with
malicious attacks, wherein the alluring attackers intend to control the internal network of the
vehicle. Communication that takes place between the vehicle and RSUs are known as the
internal network of vehicles. This is generally an indicator of on-board buses like the
controller area network (CAN). Exploitation of connected and autonomous vehicles is
demonstrated in [1] and [2], giving the attackers malicious entities to obtain a complete
control over the vehicle. Authors in [3] conducted an extensive research on smart vehicles to
understand their vulnerability and the risk imposed under threats and attacks. Based on the
impact of the threats on the vehicles, they were categorized into many types by using the
threat vulnerability risk assessment technique. This proposed work presents a number of
mitigation measures that can be taken to prevent ECU exploitation by properly tracking ECU

such that an alert is triggered, when it is compromised.

2. Related Work

A number of security solutions have been proposed for vehicular networks. Trust
management, reputation, privacy preservation and automotive network security are some of
the solutions put forth by multiple authors. Though vehicular networks have enhanced
security due to the generated solutions, they don’t focus on determining the ECU, which has
been compromised to provide access to the vehicular networks. Authors in [4] have used a
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novel message location accountable system that is used to enhance the communication
security. However, the reliability of data communication is not considered, which could
impose a serious threat in compromising the vehicle network operation. Similarly, the authors
in [5] have introduced the blockchain based architecture to enable network security.
However, the insider attacks' impact on the architecture is not investigated and this might
trigger malicious attacks to be executed by authorised entities. Moreover, veracity of data is
not taken into consideration in this work. Security platform for autonomous vehicles has been
introduced in [6-8] which don’t report the possibility of application in practical scenarios.
This methodology also makes use of a centralised intrusion detector to prevent unauthorised
network entry and the subject to single point of failure attack. The authors have not taken into
consideration the malicious tenancies of unauthorised entities. Authors in [9] introduced a
reputation management and incentive announcement scheme with privacy prevention using
Blockchain for the smart automobiles. In this research work, more than one vehicle is used to
send a message and this message is verified [16] by all the vehicles before being sent to the
roadside unit nearby. Apart from the possibility of collusion attacks, the use of blockchain in
the privacy of smart vehicles requires large storage and scalability constraints. Authors in
[10] have surveyed and analysed the various factors required for privacy preservation and the
privacy issues faced by smart vehicles. Blockchain-based solutions that already exist have
also been discussed and a comparative survey is made on the existing privacy preservation
methodologies used. They have not taken into account the integrity of in-vehicle sensors and
security of in-vehicle networks which are responsible for developing the information that is
to be communicated. A novel privacy preservation data integrity checking methodology is
proposed by authors in [11] using blockchain exchange. Multi-party verification is used to
assess integrity of a system and focus is on preservation of data in the cloud [12-15].

3. Proposed Work

3.1 Architecture of the Proposed Work

Figure 1 describes the architecture of the proposed security measures. This architecture
outlines various entities that interact to exchange information and the framework in which

they work. This includes the following entities:
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e Challenge response transaction- how electronic component unit integrity checks are
carried out

e Update transaction- how the ECUs are updated

e Genesis block- how the record for a vehicle is created.

e Genesis transaction- how vehicle is registered to a network

There is need for a continuous system to monitor the behaviour of a vehicle and to keep track
of the changes that occur in the ECU state. Hence the proposed framework is divided into

two tires namely lower tier and upper tier.

The 2 tiers define the role of the entities and make sure that the privacy of the data is
preserved. The upper tier is made up of road transport authorities, legal authorities, insurance
companies, service technicians and vehicle manufacturers. Since these services are well
integrated, it is simpler to keep track of actions like updating [17, 18] which affects the ECU
and verification of the ECU state change is possible by the legal and transport authorities who
are the only trust entities. In this tire, concentration is on maintenance and vehicle
registration. A new block record is created when the vehicle is registered in the upper tier.
This includes hash values of these two components and the state of the vehicle. Validation of
the vehicle is made using these values with respect to the lower tier [19, 20]. The firmware
hashes of the ECU and the current state of the vehicle is compared against the predefined
values saved in the lower tier. Similarly, the diagnostic data and schedule maintenance are
also stored in the upper tier to keep track of service technicians and vehicle manufacturers.
This will play a crucial role in monitoring the vehicle and making liable decisions in testing
scenarios [21]. Communication that takes place between the roadside units (RSUs) and the
smart vehicles is commonly called a vehicular network. This communication takes place
following the standard safety measure as per IEEE 802.11p. When any component of the
ECU is compromised, it will pave the way to malicious entity attacks such as false

information broadcast that will affect the decisions made by the driver of vehicles.

93
ISSN: 2582-2012 (online)
Submitted: 7.05.2021
Revised: 29.05.2021
Accepted: 14.06.2021
Published: 21.06.2021



http://irojournals.com/aicn/
https://doi.org/10.36548/jaicn.2021.2.002

Journal of Artificial Intelligence and Capsule Networks (2021)
Vol.03/ No.02

Pages: 90-100

http://irojournals.com/aicn/

DOI: https://doi.org/10.36548/jaicn.2021.2.002

Insurance company

: I
| Upper Tier I
|
I Reniiect trancartinn I
|
1 Update Genesis transaction I
I -~ ——— -
Service technician - - Vehicle
: i hnici < hicl |
I I Indata trancartinn I
Genesis Block ¢ $ |
| Update Block
I [ ————————— Cloud Lower Tier I
1 1 Storage |
| : Legal Transport : |
| 1 authority authority : Genesis I
1
| m——— | I — I RSU, updates the |
| RSU, updates the [ ] I
I frmil) g = o o o o o o o e —————— (@ D)
(o)) ©mEIIIInSEIIISTIITONY MRRTTIIy PSTRRsIISITEIIS A I
1 I : Merkle | j Pubk :I External 1 | I: Merkle | j Pubk :: External | 1 o 1 : |
I 1 1 Tree 1 1 ey T} Address 11 11 Tree : 1 ey 7] Address : 1 § Ag’ 1 1
IA [ [ S-S I - by T - - | 1 h |
I T I | g - o] 1 I
roli - iy Mo o ' g |l
[ L s========s========20 lhenemeee cooso ool Lol M
: \ 4 |
. o |

Fig.1. Architecture Framework of the Proposed Work

3.2 Transactions

The basic means of communication that takes place between the smart automobiles and the
road side units (RSUs). Information is exchanged during the process of communication

which in turn is facilitated by transactions of different types as discussed below:

Upper Tier: Transaction in this layer is inclusive of relevant information on the different
actions that are operated on a smart vehicle. It also consists of communication that took place
during assembly of the vehicle. In case of an accident, insurance companies could seek for

evidence which can be obtained from this tier.

Genesis transactions: During the assembly of the vehicle, the vehicle manufacturer initiates
this transaction. It determines the Merkle tree root from the smart vehicle’s firmware to

determine the hash values such as time stamp, creation time, and other associated timestamps.
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Update Transaction: This transaction is triggered by either service technician or by the
vehicle manufacturer. While updating the firmware, this transaction is initiated at the time of
diagnostics and maintenance. This will affect the hash values of the components along with
the public key and timestamp. When the upper tyre receives an update on transaction, the
block or record of the smart vehicle in the lower tyre is also subsequently updated. This
updated block is then used for the transactions by the RSU to determine authenticity of the

smart vehicle.

Request Transaction: The insurance company initiates this transaction to facilitate
compensation payments and liability decisions. This transaction will specifically hold the
public key, the data request as well as the signature of the insurance company.

Lower tier: Transactions that take place in the upper tier are reflected in the lower tier and
are further appended to their blocks. It is worth noting that the blocks in the upper tier and
managed by legal and transport authorities while those in the lower tier are managed by the
RSUs. The lower tier communications also provide full information on communication that

took place between RSU and smart vehicles.

Block Updating: The legal authorities or the road transport or the RSU update the blocks of

the smart vehicle.

e Update transaction is received at the upper tire, blocks updated by the legal authorities
and road transport.

e When a challenge request is sent to the smart vehicle blocks updated by an RSU.

Challenge—Response Transaction: To prove that the ECU is not compromised, the RSU
issues a challenge-response transaction. The smart vehicle receives this request, when it falls
in the area of a RSU. Under such circumstances, the smart vehicle faces the challenge of
verifying the identity of its current state and also verifying a random ECU’s hash value.

95

ISSN: 2582-2012 (online) '
Submitted: 7.05.2021 ntificial Tntoll ‘
Revised: 29.05.2021
Accepted: 14.06.2021 :

Published: 21.06.2021


http://irojournals.com/aicn/
https://doi.org/10.36548/jaicn.2021.2.002

Journal of Artificial Intelligence and Capsule Networks (2021)
Vol.03/ No.02

Pages: 90-100

http://irojournals.com/aicn/

DOI: https://doi.org/10.36548/jaicn.2021.2.002

4. Results and Discussion

A common open research emulator is used to evaluate the performance of the proposed work.
The initial experiments are used to determine viability of the project and help to prepare the
work for experimentation in real work. To determine the overhead, we have compared the
proposed work against a similar database. The observed output is represented graphically in
Fig.2, where there is an increase in the time measured, based on the number of vehicles under

consideration.
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Fig.2. Time Taken for Block Creation
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Fig.3. Time Taken for Validation of Blocks
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When the smart vehicle is registered, a corresponding block is created and the upper tier
validators send the information to road side units. Fig. 3 represents the time taken to create a
block for the smart vehicle. Based on the number of vehicles to be updated, the time taken
will also increase accordingly. Similarly, Fig.4 shows the time taken in order to calculate

Merle Time for the smart vehicle and how the components exchange information in the time

cycle.
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Fig.4. Calculation of Merkle Tree Computation Time

5. Conclusion

The proposed research work has incorporated a secure smart vehicle system using blockchain
for framework. The purpose of this paper is to determine when and if electronic component
unit (ECU) fails or is compromised by questioning the internal state of the system. If the
ECU has been compromised, legal authorities as well as road transport are notified
immediately to take preventive measures before the smart vehicle causes any harm. Thus, the
proposed work doubles as a reaction and detection mechanism for enhancing the security of
the smart automobile. Vehicular forensics, secured vehicular network and trust management
are some of the crucial applications that are analysed by using the proposed work and the
output records positive evidence of security enhancement. Moreover by evaluating the

performance of the proposed work, the challenges faced by smart vehicles are also addressed.
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Despite the fact that this work provides protection against a variety of attacks, there is still

need for improvement in a broad range of attacks, such as those carried out by benign internal

entities. Based on the simulation results, we can place on record that this work is applicable

in practical scenarios. This paper has identified a flaw, when a vehicle has been compromised

to protect the vehicle against possible internal adversaries’ exploitation. Interesting future

scope will include securing data transmission while communicating data when the smart

vehicle moves from a road side unit to the other.
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