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Abstract: As cyber physical systems (CPS) has progressed, there are many applications 

which use CPS to connect with the physical world. Moreover the use of cloud in CPS 

revolutionizes the way in which information is stored and computed making it applicable to a 

wide range of applications. On the other hand, it also has questionable concerns over the 

energy consumed applications due to their explosive expansion. Hence in order to increase 

the efficiency of energy utilisation in the cloud environment, applications are hosted by 

virtual machines while resources are managed using virtualized Technology. However 

Quality of Service remains a challenge that is yet to be properly addressed. Hence a virtual 

machine scheduling algorithm which is aware of us is used to save energy in the designed 

CPS. The first step in a proposed work is to formulate the objective of the work. This is 

followed by using a genetic sorting algorithm to identify the apt Virtual Machine (VM) VM 

mitigation solution. MCDM (Multiple Criteria Decision Making) and SAW (Simple Additive 

Weighting) can also be used to pick the app scheduling strategy. Experimental and simulation 

results are observed and recorded based on which concrete conclusions are drawn. 

Keywords: Cyber physical systems, virtual machine, Quality of Service, Simple Additive 

Weighting, Multiple Criteria Decision Making 

1. Introduction 

 In a wide range of enterprises you CPS to incorporate distributed computing in traffic 

control. A collection of sensors used in this proposed work to gather real time information 

which is forwarded to computation platforms for processing [1]. The information received is 
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analysed and based on analysis of feedback is generated to the system. This gathered 

information affects the decision making process. As mobile devices see a significant 

technological development it is possible to integrate mobile devices and CPS [2] on one 

platform to obtain more information. The drawback [3] is that CPS requires large computing 

resources and storage capacity in order to meet their requirements. Hence the limited 

computing capacity and storage of mobile devices highly effective CPS performance in their 

respective applications. Cloud computing [4] plays a major role in helping to meet these 

demands, providing access to a wide range of rich computing resources. Thus it is possible to 

improve the computing capacity of CPS in applications where the need for resources is 

maximum. To optimally use available physical resources virtual Technology [5] plays a 

dominant role to manage available resources in the cloud, making it possible to efficiently 

manage the cloud platform.  

 Using virtual machines paves way to low energy consumption and high energy 

utilisation. Through the aspect of integrating cloud with CPS a number of cloud integrated 

vehicles are deployed to perform efficiently using the vast resources available in the cloud 

platform. To provide better service experience [6], it is essential to migrate applications to the 

cloud by means of reasonable scheduling strategies. Garrison drawbacks include VM 

migration such as delayed transmission, excessive energy consumption and higher resource 

necessity [7, 8]. Hence while designing the system it is essential to take into consideration 

both the positive and negative aspects which might affect the requirements of the users. 

Energy consumption required for the cloud based CPS will decrease battery life [9] and will 

also increase the operating cost. Taking these factors into consideration, reduced energy 

consumption is chosen as the key restricting factor in order to improve user experience when 

using cloud based CPS. On the other hand, due to the increasing service demands and data 

traffic, it is quite difficult to meet the requirements of Quality of Service [10].  It is also a 

difficult task to meet individual users’ preferences of QoS on a global platform [11].  

 Taking these issues into consideration, a VM scheduling method that is QoS-aware is 

used in this proposed work. In this mechanism, a number of applications that are not of 

priority and require a larger bank of resources is transferred to another physical machine [12]. 

This way, some of the workload is transferred out and the server is placed in an energy saving 

mode of idle condition. By accurately monitoring and balancing offloading [13], it is possible 
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to meet the need for computing resources and improving the QoS of the applications in CPS 

[14]. In this work, we have introduced a cloud-based CPS with optimal VM scheduling 

strategy [15-17] to enhance the QoS. Thus an energy conservation mechanism is built as a 

QoS-aware VM scheduling strategy [18]. The major contributions of the paper are:  

● The constraints that are available in the existing methodology [19] are analysed and 

the basic concepts are defined for the proposed algorithm. 

● Optimization of VM scheduling is made possible with non-dominated sorting genetic 

algorithms to ensure enhancement of QoS [20] along with improvement in resource 

utilization, downtime and energy consumption. 

● Multiple Criteria Decision Making [21] and Simple Additive Weighting [22] is used 

to choose the most optimal scheduling strategy. 

● Experimental evaluation is carried out to determine the effectiveness of the proposed 

work.  

2. Proposed Methodology  

2.1 Energy Consumption Analysis 

The virtual machines that are used to run the various tasks consume an amount of energy that 

is represented as AE(X) [23-25]. Here X represents the scheduling policy of the executed 

task. The active VMs with X scheduling policy that consume AE(X) amount of energy for nth 

VM [26] can be determined by eq (1): 

𝐴𝐸(𝑋) = ∑ 𝑎𝑛𝜃𝑛(𝑋). 𝑇𝑚
𝑁
𝑛=1       (1) 

where the running time of CM is Tn(X) [27, 28], energy consumption rate is an(X) and θn 

denotes the number of VMs requested. To identify if a pl is associated with vn, the binary 

variable 𝐼𝑛
𝑙 (𝑋) is expressed in eq(2):  

𝐼𝑛
𝑙 (𝑋) = {

1,   𝑖𝑓 𝑥𝑛 = 𝑝𝑙

0,   𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒
       (2) 
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For an idle VM, the energy consumption is determined using the condition: 

𝐼𝐸(𝑋) = ∑ ∑ 𝐼𝑛
𝑙 (𝑋)𝐿

𝑙=1
𝑁
𝑛=1 𝜃𝑛(𝜏𝑙(𝑋) − 𝑇𝑁(𝑋)). 𝛽𝑛(𝑋)    (3) 

where 𝜏𝑙(𝑋) represents the running time [29, 30] of the VMs and 𝛽𝑛(𝑋) represents the idle 

mode rate of energy consumption. 

 

Fig.1. Fat-Tree Topology 

Due to the occurrence of network hotspots, the issues of hosts, switches and overloading is 

determined by the cloud data centre and fat-tree topology. Due to this, the load that cumulates 

in the core layer is diverted and processed in a timely fashion, leading to the core layer, using 

a number of links. There are three layers involved in the fat-tree topology namely edge, 

aggregation and core. Fig.1. shows a fat-tree topology which follows the topology rules: 

• 𝐾 number of ports per switches in the network 

• (
𝐾

2
)2 number of core switches 
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• 
𝐾

2
 number of aggregate and edge switches inside every pod 

• (
𝐾

2
)2 number of connected servers with pods 

• 𝐾 number of pods 

2.2 Downtime Analysis 

In a typical VM mitigation, access time and switch time of the system is involved. 𝐼𝑚(𝑋) 

times the memory image is transmitted during the mitigation operation.  Let 𝑁𝑁
𝑖𝑁(𝑋) 

represent the access time of the log files that are remaining. Thus the downtime can be 

calculated using the formula: 

𝑁𝑁
𝑖𝑁(𝑋) = ∑ ∑ 𝐼𝑛

𝑙 (𝑋)𝐿
𝑙=1

𝑁
𝑛=1 . 𝑁𝑁

𝑙 (𝑋).
𝐷𝑛(𝑋)

𝐵𝑛,𝑙
     (4) 

The total downtime is calculated using the formula: 

𝐷(𝑋) = ∑ 𝑁𝑁
𝑖𝑁(𝑋) + 𝑂𝑇𝑁(𝑋)

𝐼𝑁
𝑖𝑛=1

      (5) 

2.3 ISSM Controller 

 For scheduling the VM encoding is proposed. A scheduling strategy is used to denote 

a gene in the genetic algorithm. Groups of genes together form a chromosome that denotes a 

group of scheduling strategy of VM. Fig.2 shows the encoding schedule for VMs such that at 

PMs location, V can be represented. Here, migration of v1 takes place to q2, v2 to q1 and qN to 

q3.  
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Fig.2. Encoding Schedule for the VMs 

2.4 VM Optimization using Hybrid Genetic Algorithm 

 The GA parameters like the population size are initialized at the start of the program. The 

parental chromosome is combined at a crossover with respect to the population in order to 

obtain a spring chromosomes. The possibility of mutation and crossover are represented as Cd 

and CC while the iterations can be denoted as I. At the ath schedule, the chromosomes can be 

represented as: 

𝐶ℎ𝑎,𝑒 = {𝐶𝑎,𝑒|1 ≤ 𝑎 ≤ 𝑁𝑝, 1 ≤ 𝑒 ≤ 𝑁}      (6) 

The Fig.3 represents a schedule strategy and an instance of its mutation operation.  
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Fig.3. Instance of Mutation 

3. Results and Discussion 

A comparison is made between the QVMS, ESM and Benchmark to determine the optimal 

resource utilization based on different application scales. Fig.4 indicates that the proposed 

methodology is able to attain a more stable and high resource utilization. Hence a significant 

reduction in the water resources as well the idle VMs can be observed. 

 

Fig.4. Comparison of Resource Utilization 
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The energy consumption of the proposed methodology is made up of four parts: energy 

consumption of switches, PMs energy consumption, idle energy consumption and active 

energy consumption. Fig.5 shows a comparison of the energy comparison in the proposed 

QVMS, ESN and Benchmark.  

 

Fig.5 Comparison of Energy consumption 

When there are VM migrations, it will not only result in resource utilization, but will also 

reduce the cost of downtime. A comparative study is made on the cost of downtime for four 

application scale and it is found that in the Benchmark and ESM, the downtime is longer than 

that of the proposed QVMS for a fluctuation of 40 seconds in the simulation environment.  

4. Conclusion 

In this work, a VM scheduling with QoS aware algorithm is used for conservation of energy 

in a CPS operating on the cloud. A systematic model of the work is laid out with respect to 

the different parameters involved namely energy conservation, resource utilization and 

downtime. This model is defined as a multi-objective optimization issue which is solved 
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using the proposed methodology. A comparative study is made on the previously existing 

methodology and the proposed hybrid genetic algorithm. An optimal scheduling strategy is 

chosen and is incorporated to decrease energy consumption and downtime and to increase the 

resource utilization. Experimental analysis and observation indicates the effectiveness of the 

proposed work. Future work can involve the implementation of more QoS parameters based 

on the requirements of the user. Moreover, the work carried out can also be implemented in 

real-life practical scenarios. A comparative note on the methodologies proposed can also be 

made to identify the best algorithm that is suitable for the application at hand.  
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