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Abstract

Cloud applications that work on medical data using blockchain is used by managers and doctors
in order to get the image data that is shared between various healthcare institutions. To ensure
workability and privacy of the image data, it is important to verify the authenticity of the data,
retrieve cypher data and encrypt plain image data. An effective methodology to encrypt the
data is the use of a public key authenticated encryption methodology which ensures workability
and privacy of the data. But, there are a number of such methodologies available that have been
formulated previously. However, the drawback with those methodologies is their inadequacy
in protecting the privacy of the data. In order to overcome these disadvantages, we propose a
searchable encryption algorithm that can be used for sharing blockchain- based medical image
data. This methodology provides traceability, unforgettable and non-tampered image data
using blockhain technology, overcoming the drawbacks of blockchain such as computing
power and storage. The proposed work will also sustain keyword guessing attacks apart from
verification of authenticity and privacy protection of the image data. Taking these factors into
consideration, it is determine that there is much work involved in providing stronger security
and protecting privacy of data senders. The proposed methodology also meets the requirement
of indistinguishability of trapdoor and ciphertext. The highlights of the proposed work are its
capability in improving the performance of the system in terms of security and privacy

protection.
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1. Introduction

Treatment for patients who are suffering from a particular disease or infection is given
by the doctors based on medical image data sharing [1]. Taking this into consideration, one of
the most crucial component modules of medical is the medical image data that gives a better
view of the image. Hence searching for this medical image is the vital part of smart medical. It
will be easier for the doctors and physicians to search for specific medical image data relevant
to the disease or condition associated with the symptoms shown by the patient [2]. However,
there is also need for privacy protection to secure the image data. Hence it is important that
dependability and authenticity of data is properly explained to the users, without enclosing data
on the original medical image. In general, content based image retrieval methodology is used
to extract details on semantic features, spatial relationship, shape, texture [3] and colour [4] of
the image. According to these parameters, a similar data is searched from the database to
identify the actual image. However, it is also necessary to encrypt the sensitive data before
outsourcing it. The drawback however is that the use of ciphertext embedded with the image

will decrease the efficiency of operation of the system [5].

To address this issue, the authors in [6] proposed a searchable encryption (SE).
This methodology uses a symmetric cryptography environment. In [7], the authors have used
a mechanism of key distribution which makes it easier to use public keys in the work. However,
it results in poor security and low efficiency. This methodology is vulnerable to keyword
guessing attack (KGA) as observed by authors in [8]. Therefore, further methodologies to
improve the resistivity to these attacks were developed [9]. A novel scheme that describes the
encrypted image is present by the authors in [10]. To overcome the drawbacks of the query
mechanism, the authors in [11] introduced a query mechanism that encrypts the images to
enhance security and improve the efficiency of the searching methodology. An outsourcing
search scheme was developed in [12] to encrypt the images such that there is reduction in
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calculation complexity as well as cost of communication. These methodologies and algorithms
are suitable for offline KGA and will be effective when the attack occurs from within. Hence
these algorithms face the issue of certificate management and escrow. A certificateless
searchable encryption scheme is proposed in [13] which address these drawbacks. Moreover
this methodology is not applicable to the KGA offline. In [14] a new certificateless searchable
encryption scheme that is susceptible to keyword guessing attacks from the inside is proposed
along with a searchable encryption technique which uses public key authentication. This

algorithm encrypts as well as authenticates the keyword against inside attacks.

The authors in [15] developed a certificate-based, channel free searchable
encryption algorithm that incorporates the advantage of sustaining KGA, offering a more
secure environment in comparison to the previously existing work. This was further developed
to the use of identity-based encryption algorithms which used tester schemes to withstand
attacks from the KGA using a specific server. However the drawback of key escrow still existed
in this methodology [16]. In 2021, the authors in [17], medical internet of things with
certificate-less encryption algorithm and designated tester is used to address the issues of
certificate management and key escrow to enhance the security of the system. Despite the
various research conducted and experiments done, these schemes and their parallel work could
not completely protect the privacy of the data owner’s identity. Hence in [18], the authors have
addressed this shortcoming using a deniably authenticated encryption (DAE) using encryption

scheme.

In [19], Application and Multimedia tools encryption and identity based
authentication scheme is used which decreases the use of public key certification faced by the
previous algorithm. Later, a certicateless DAE was introduced to address the issue of key
escrow [20]. The methodologies surveyed so far are not easily compatible with blockchain
environment. The design and protocol of Bitcoin’s blockchain make it possible for users to
have multiple private and public keys that are used for doing the transactions. Hence this type

of working will not be apt for developing a medical blockchain. To address these drawbacks,
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a social network-based healthcare is proposed in [21]. Similarly in [22], the authors have used
healthcare blockchain with attribute based signature to improve the security of the system,
protecting the signer’s identity. The disadvantage of this work is that keyword search function
is not application in this methodology. This drawback is overcome in [23] using a symmetric
encryption scheme using blockchain making it susceptible to KGA and establishing sender

privacy.

In this work, we proposed a DAE methodology [24] that works on blockchain
to share the image data. Here the information of data [25] extracted from the image is first
encrypted by the sender and uploaded onto the server. This image as a ciphertext identifier is
further signed and saved onto the blockchain [26]. The following are the contributions made

by the proposed work:

1. A blockchain based Deniably Authenticated Encryption storage of image data
is proposed. The signature is shared between the various terminals using
blockchain technology so that secure transaction between the user and receiver
takes place. The data that is sent in this manner will be traceable, unforgettable
and non-tampered [27]. To further improve practicability of the proposed work,
a storage mode that uses an off-chain server and blockchain together is used,

thereby the limitations of computation and storage by the block.

2. The proposed DAE technology will enable higher privacy protection for the
data sent. When compared with the other methodologies [28], there are some
algorithm that prove to be of higher efficiency that the proposed methodology.
However, the level of security offered by the proposed work remains the best.

3. Issues related to key escrow and certificate management is avoided when using

the certificateless cryptosystem.

4. The proposed methodology is capable of resisting the attacks of KGA and also
satisfies the incompatibility of trapdoor and ciphertext [29].
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2. Proposed Methodology

2.1 System Model

There are five major entities involved in this proposed work namely blockchain, cloud
server, data user, data sender and key generation center. The system mode of the proposed
blockchain-based DAE is depicted in Fig.1. As per the figure, the information from the image
such as semantic features, spatial relationship, shape, texture and colour are extracted. This
extracted data is further encrypted and the ciphertext identifier [30] is also signed. This data
along with the signature is uploaded into the cloud server. Using blockchain, the signature is
stored for broadcasting. On retrieved the ciphertext, the data user will be able to verify the

received ciphertext with the help of the saved signature.
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Figure 1. Blockchain-Based Deniably Authenticated Encryption Architecture
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Accordingly, the ciphertext can be accepted or rejected. The functions of the entities
used in this process are as follows:

(1) Blockchain: When a request is received to determine the authenticity of a
ciphertext, the signature that is stored is verified by Blockchain. A ‘0’ or ‘1’ is

returned indicating ‘False’ and ‘True’ for the verification.

(2) Cloud Server: There are two major roles performed by the cloud server. One
task is to search and return the ciphertext once the trapdoor is received from the
Data user. The other task is to collect the large amount of medical data that is
generated.

(3) Data User: Based on the medical image data, a keyword is chosen. Accordingly,
a trapdoor is generated by the data users like the medical institution and the
doctors. The generated trapdoor is sent to the cloud server to verify the signature

and authenticate the ciphertext that is used.

(4) Data Sender: The extracted medical image data is encrypted using this entity
(inclusive of patients). This data is further uploaded onto the cloud along with
a signature for the ciphertext identifier. Using blockchain, the signature is stored

for later authentication.

(5) Key Generation Center: The major role of this section is to generate partial
private keys, system master keys and system parameters for data users and data

senders.

2.2 Structure of Blockchain

In this proposed work, the blockain is categorized into two parts namely backup node
and primary node. The role of the backup node is to build a new transaction, verify transaction

signature and publish it. On the other hand, the role of the primary node is to collect the
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broadcasted transactions and build a new block. In the proposed blockchain-based DAE, the
retrieved ciphertexts are received by the data user which is verified effectively to ensure the
block’s authenticity. A main block and a block header together constitute the block in the
blockchain, similar to that of Bitcoin system. In particular, the ciphertext identifier and its
signature are saved onto the main record. Timestamp, previous block hash as well as current
block hash are available in the block header. To verify the authenticity of ciphertext, the main
block will hold supporting documents as a collection of records. In this methodology, a

practical byzantine fault tolerance is used as the consensus mechanism.

2.3 Correctness
The following correctness is followed by the proposed Blockchain-based DAE system:

a. The correctness to verify signature. The ciphertext identifier id is present in the

signature ‘sig’ of the block chain.

b. If ® is the keyword such that ®’= , I is the index holding keywork ® and T,

is the trapdoor, then the following equation is satisfied such that:

I, = e(H(a,B.c),7PKg,, 1)

3. Results and Discussion

The changing trend of the running time of trapdoor algorithm is recorded in Fig.2. It is
observed that as the number of ciphertext or keywords in every stage of the algorithm increases,
there is a corresponding increase in the time taken. Similarly, the changing trend of the running
time of the test algorithm is also observed and recorded in Fig. 2. Fig.5 shows the efficiency of
the proposed and its comparison with the other algorithms. It is seen that the proposed
blockchain-based DAE algorithms performs better than the other schemes and are found to
overcome the negative drawbacks of the other methodologies. Moreover, DAE follows a

storage model which uses both a cloud server as well as the blockchain. Though the efficiency
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of the proposed methodology is mildly lower than that of other methodologies, it still offers

the best protection of user data.
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4. Conclusion

In this paper, deniably authenticated encryption and blockchain are combined to
develop an encryption algorithm that is suitable for medical image sharing, incorporating the
advantages of both the algorithms positively. This model using a cloud server with blockcahin,
so that the data that is shared remains traceable, unforgettable and non-tampered. Moreover, it
also curbs the limitation of computing capabilities and storage of the2 blockchain. In this paper,
we prove that the proposed blockchain based DAE will be able to resist KGA in certificateless
cryptography. The proposed methodology is capable of resisting the attacks of KGA and also
satisfies the incompatibility of trapdoor and ciphertext. 1. Issues related to key escrow and
certificate management is avoided when using the certificateless cryptosystem. This algorithm
will enable higher privacy protection for the data sent. When compared with the other
methodologies, there are some algorithm that prove to be of higher efficiency that the proposed

methodology. However, the level of security offered by the proposed work remains the best.
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Future work can involve improving the efficiency of the proposed work to meet the efficiency

of trapdoor algorithm while maintaining its performance in privacy protection.
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