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Abstract

Handwritten signature is considered as one of the primary biometric processes for human
verification in various applications including banking and legal documentations. In general,
the handwritten signatures are verified with respect to the pressure, direction and speed
followed on a plain document. However, the traditional methods of verification are less
accurate and time consuming. The proposed work aims to develop a deep learning -based
approach for handwritten signature verification process through a Modular Neural Network
algorithm. The work utilized the handwritten signatures dataset downloaded from the kaggle
website that consists of original and forged signatures of 30 individuals. The work also
included a set of 20 individual signatures for improving the sample count on training and

verification process.
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1. Introduction

Signature verification software are widely used in many sectors, where a digital
signature image or direct signature is loaded to the software for analyzing its genuineness
over the given original signature. The automation tools are fast and reduces the human error
significantly in the verification process. The algorithm placed in the software generates a
confidence score and a threshold value specified in the software determines the signature as
original or fake. Similarly the software has the ability to process multiple signatures at a time
with a simultaneous estimation approach [1, 2]. However, the signature verification methods

are broadly classified into three types as-

e Digital,
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e Electronic and

e Handwritten signatures.

Digital signature is one of the most secure signing methods that verifies the
authenticity through an encrypted approach named as public key infrastructure. The original
sign is converted into a digital form to generate a digital certificate on the certificate authority
tool. The certificate authority has the provision to store the digital certificate on their software
and can compare the future signatures by creating a corresponding hash value data. The
similarity score estimation among the newly generated hash value to the existing one

confirms the originality of the signature [3].

The electronic signature verification method also works same as of the traditional
method that considers the location, date, time and other more parameters for its analysis.
These kinds of software mostly verify the originality by verifying the overwriting and
alteration made on the signatures. The electronic signature verification tools are less
expensive and that be higher when it is incorporated with encrypted type of certificates and

security checks [4].

The handwritten signature verification model converts the ink signatures into a digital
image for comparing it over the existing signature. It is done by estimating the contours ratio
followed in the signature. The iterative analysis on the signature image is also done in some
e-signature software [5].

Although the signature verification methods are considerably less accurate than the
fingerprint and iris biometrics, it is widely accepted in many institutes due to its simplicity
and cost efficiency. Unless like other biometrics here the individual need to be present at the
institutional office for verification. Similarly, the technology based fraud and forgeries are
less in signature based verifications [6, 7].

2. Related Works

A shallow convolution neural network algorithm was used to verify the handwritten
signatures in GPDS-300 and GPDS-960 datasets. The research outcome indicates an accuracy
rate of 96.87 and 97.19 percentages respectively [8]. An off-line handwritten signature
verification systems was developed with Siamese neural networks with a dense layer count of
500 numbers in GAVAB and MCYT datasets. The experimental outcome indicates an
accuracy outcome of 99.06 and 99.44 percentages in GAVAB and MCYT datasets [9]. A
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Caps-Net based algorithm was designed to verify the handwritten signatures through a data
augmentation process in GPDS and MCYT datasets. The research outcome indicates an equal
error rate of 12.34% in GPDS dataset and 2.58% in MCYT75 dataset [10]. A feature
weighting technique was implemented on relief algorithm to verify the handwritten
signatures in online. An experiment was performed with a self-made dataset and SVC2004
dataset and that indicates a false acceptance rate of 1.2% in the self-made dataset and 5.125%
on SVC2004 dataset [11]. A region restricted adversarial based technique was developed to
address the black-box attacks on handwritten signature verification. The experimental

analysis found an outcome of 92.1% of accuracy in the estimations [12].

An online handwritten signature verification approach was structured with curvature
association and torsion feature technique. The result indicates an equal error rate of 1.2% in
average on MCYT-100 dataset [13]. A wrapper metaheuristic based algorithm was developed
to verify the handwritten signatures at SVC2004 dataset. The experimental outcome indicates
a maximum mean accuracy of 97.58% [14]. A writer-independent dichotomy transformation
model was proposed to verify the offline handwritten signatures in GPDS dataset. The
research outcome indicates an equal error rate of 3.32% when the model is incorporated with
a CNN based SVM model [15]. A secure KNN technique was framed based on combinational
features in MCYT100 dataset. The result indicates an equal error rate of 0.64% on 10 training
samples when the features are combined and 1.10% on utilizing the global features [16]. An
adversarial variation network was structured for handwritten signature verification
application and its performance was verified with four different datasets. The experimental
output gave a maximum accuracy of 96.16% in CEDAR dataset and least accuracy of 90.32%
in GPDS dataset [17].

From the literature study, it has been found that different types of image processing
and machine learning based algorithms were developed for verifying the originality of the
handwritten signatures. However, the research outcomes were not steady and get changes
with respect to dataset to dataset. The proposed work aims to develop an algorithm that suits

a openly available dataset and the self-made dataset using modular neural networks.

3. Proposed Work

The proposed work is employed with a Modular Neural Network (MNN) that
comprises of more than one neural network in its architecture which makes the algorithm to

complete its process on different segregations. In general the modular neural networks
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require a high computational system and memory space for its operation. However, the
modular neural networks are very efficient over the traditional neural networks and the
hybrid network approaches. Figure 1 represents an architectural overview of the modular

neural network.
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Figure 1. Architecture of a modular neural network

Modular neural networks are basically designed with three layers namely task diving
layer, sub-network layer and output combining layer. The task diving layer is structured with
an integrator module that receives all the inputs taken from the dataset and the responsibility
of the integrator is to sub-divide the tasks that are needed to be done by the algorithm. The
sub-divided tasks are forwarded to the sub-network layer that consists of ‘n’ independent

network which equals to the module or problem sub-divided in the task dividing layer.

The independent network layer represents a feed forward neural network in general
that consists of an input, hidden and output layer. A lightweight neural network architecture
is placed generally to reduce the computational complexity of the network. Instead of a
regular output layer an output combining layer is place in the flow to combine all the outputs
received from the independent network layers. The combiner regulates the output to form a

solution for the given problem.

4. Experimental Work

The proposed work is verified with a dataset downloaded from kaggle [18] website

for estimating the efficacy of the proposed modular neural networks. The dataset contains
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original and forged signature images of 30 individuals and that consists of an even number of
images in each category. Therefore, the total number of images available in the dataset is 300
and that is utilized with 60:40 ratio for training and testing process. Figure 2 represents a few

sample images from the dataset.
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Figure 2. Dataset samples

Apart from the dataset images, the work is also incorporated with 200 images that are
developed by the authors with 20 individual signatures consists of equal number of samples
on each class. The experiment was performed in the Google Colab platform with Windows
10 operating system that utilizes the cloud RAM of 32GB.

Table 1. Performance comparison of the proposed work

Kaggle Dataset Self-made dataset
Algorithm = cciracy | EER AUC | Accuracy | EER AUC
CNN 88.3 3.4 92.78 81.62 4.32 92.37
ANN 94.56 1.89 98.1 83.94 3.4 94.3
SVM 90.78 2.6 97.89 90.1 2.04 97.11
MNN 96.29 1.16 99.36 91.13 1.84 98.07
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Figure 3. Accuracy attainment of the verified algorithms
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Similarly, the MNN is structure with a basic artificial neural networks and it is
compared in the work with the traditional Artificial Neural Network (ANN), Convolutional
Neural Network (CNN) and the Support Vector Machine (SVM). To prove the efficacy of the
proposed work the accuracy, Equal Error Rate (EER) and the Area Under the Curve (AUC).
Table 1 represents the research comparison of the proposed model with the existing ones.

The experimental outcome indicates a betterment on the accuracy of MNN algorithm
on both kaggle and self-made dataset. However, the accuracy of SVM reaches almost closer
to the outcome of MNN on self-made dataset category alone. The accuracy differences
among the verified two datasets show a huge variation in the algorithm except the SVM. The
performance outcomes are far better in the kaggle dataset images than the self-made dataset.

5. Conclusion

Handwritten signature verification is one of the primary tasks for most of the
institutions on verifying the individual’s originality. Due to simplicity, the handwritten
signatures are widely accepted in many countries. Fingerprint and iris based detection models
are complex and requires the individual’s presence during the verification process. The
signature verification tools don’t require the presence of an individual but same as of other
biometric verification, this also requires a computational system for analysis. The proposed
work is designed with a modular neural network that consists of a lightweight ANN as its
individual network and its combined output produces an accuracy of 96.29% on an openly
available dataset and 91.13% on the self-made dataset. The performance of the self-made
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dataset can be improved when it is operated with a preprocessing technique before the

training process.
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