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Abstract 

In recent times, smart devices, smart homes, smart manufacturing, and even smart cities, all 

of which are connected to the Internet of Things (IoT) have become quite common. IoT 

technology heavily relies on Machine-to-Machine (M2M) communication in order to make 

all smart technologies behave in a smart way. Any type of connection between two devices 

that does not require human intervention is referred to as "machine-to-machine" 

communication technology. The IoT is a system of devices with unique identifiers that can 

transmit information over a network. There is no interaction between humans or machines in 

the IoT. The IoT is now widely used in a variety of sectors, including banking (connected 

branches), and industries where secrecy and privacy of data are the important components. 

The IoT allows multiple machines to design a connected data network, whereas M2M makes 

it possible for devices to communicate with one another. Therefore, this paper gives a brief 

review work on security challenges faced in the connection between IoT and M2M 

communication and the significance of both technologies. 
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1. Introduction 

The market for the Internet of Things (IoT) permits various combinations of sensor 

network technologies and smart objects. A dynamic heterogeneous/multi-modal network can 

be deployed in remote or unreachable locations (mines, oil platforms, forests, pipes, tunnels, 

etc.) according to people who use communication protocols that are diverse and interoperable 

spaces or in emergency situations like fire, earthquakes, floods, radiation, and others. By 

sharing resources and significantly expanding the scope and dependability of the services that 
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result, these "things or objects" will realize, explore, and learn to take advantage of one 

another data in IoT infrastructure.  

The majority of the information that is required by people, things, or objects will be 

accessible locally if storage capacity is increased at lower costs. Enhanced processing 

capabilities and always-on connectivity can go hand in hand with this. As a result, 

terminals/nodes will play a larger role in communications. Businesses and consumers alike 

stand to gain from the IoT. However, it also brings about new difficulties for security. The 

proliferation of IoT technology has resulted in the development of new security flaws that 

criminals can take advantage of. IoT between machines (M2M) presents a particular 

challenge i.e., hackers have the opportunity to interfere with the physical world through 

networked machines, which means that they put infrastructure and possibly human health and 

safety at risk. 

2. Related Works 

M2M is part of the IoT, which includes a lot of other technologies. Researchers have 

a lot of different ideas about IoT and M2M, so it has become a debate like “egg first” versus 

“hen first”. However, these two ideas technically differ in a great deal. The machine-to-

human (M2H) interface communication protocol is used for interactions between intelligent 

machines and humans. The networking service that makes it possible for all smart machines 

to work together is IoT [1-3]. The bank ATM's credit or debit card is an illustration of M2M 

because the machine reads the information on the card and responds to the user's needs, and 

when the user leaves the bank, the lights and fans will automatically turn off. [2,5]. 

The IoT has emerged as a burgeoning field of study, and numerous approaches from a 

variety of perspectives have been investigated in an effort to boost its growth and popularity 

[4,6]. One trend is to think of the IoT as the Web of Things, where open Web standards are 

used to share information and connect devices. Traditional web services must be enhanced 

and integrated with the physical world when smart things are added to the existing web [4-7]. 

In the context of contemporary wireless telecommunications, the IoT is rapidly gaining a lot 

of attention. The fundamental idea behind concepts like RFID tags, sensors, actuators, mobile 

phones, and others, which are able to communicate with one another and work together with 

their neighbors to accomplish common objectives is due to distinctive addressing schemes [5-

8]. In point of fact, before the IoT concept was widely accepted, there were a lot of difficult 

issues that need to be resolved, both technologically and socially, in order to guarantee trust, 
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privacy, and security, giving them a higher level of intelligence by allowing them to adapt 

and behave on their own. Additionally, the IoT concept introduces a number of brand-new 

networking issues. 

3. IoT Technology  

The idea of connecting devices, applications, sensors, and actuators through the 

internet is known as the IoT. They can exchange data with each other and with other devices 

thanks to this connection. They can be controlled and monitored from a distance using IoT. 

M2M technology was replaced by IoT technology. To put it in another way, the IoT is built 

on top of M2M's fundamental ideas by expanding them to large cloud networks of devices 

that use cloud networking platforms to communicate with one another. All IoT devices can 

use the cloud architecture's infrastructure, software, and platform. It enables users to 

construct networks that are quick, adaptable, and efficient, connecting a large amount of 

devices. The early IoT only served a limited purpose. In 1999, the term was only used to 

describe networked RFID tags. The development of faster mobile networks (known as 5G) 

made it possible for devices to transmit more complex data at a faster rate, which sparked the 

industry's rapid growth. The architecture of IoT environment enabled to 5G is depicted in 

Figure 1. 

 

Figure 1. Basic IoT Architecture [2] 

3.1  Factor adapting in IoT 

3.1.1 Cloud Flexibility: Cloud storage and processing power are becoming more accessible 

and less expensive as a result of the growth of services like Microsoft Azure, enhancing the 
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capacity to analyze massive amounts of data. IoT scenarios give businesses the scalability 

and adaptability they need to start or expand an IoT solution. 

3.1.2 Connectivity: Because mobile operators charged prohibitive prices for M2M 

connections, IoT solutions were previously restricted to wired or wireless local area network 

connections. However, not anymore. Mobile operators are embracing the IoT, fueled by the 

additional capacity provided by advanced cellular networks. 

3.1.3 Advancement of Software: Companies all over the world now have access to high-

level data analysis capabilities thanks to today's rich and dynamic business software. 

3.1.4 Cost of Hardware: As production volumes have grown, components for the IoT like 

accelerometer, GPS sensors, and microchips have become less expensive. And it's not just 

about saving money; tiny microchips can now run more advanced software than ever before. 

3.2  Building Blocks  

The basic building block of IoT is shown in Figure 2. 

 

Figure 2. Basic Building Block of IoT Technology 

3.2.1 M2M Communication: The protocol has been set between nodes by which electronic 

communication takes place machine-to-machine interfaces. 
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3.2.2 Cellular Communication: The majority of people in developed nations familiar with 

IoT could benefit greatly from a wide range of wireless technologies, including short- and 

long-range channels, as well as channels that are unidirectional and bidirectional. 

3.2.3 Energy Harvesting: The Radio Frequency (RF) harvesting is one of the building 

blocks of IoT. The main advantage of harvesting is to store energy and can be used in an 

efficient manner. The consumption of power made by sensor, RFID tags and other interface 

toward network is very less which gives an implication of minimal usage of energy for a 

certain duration. This also helps in selecting channel which communication between the 

M2M inclined to IoT usage in a smarter way. 

3.2.4 Sensor & Actuators: Sensor designers have access to a wide variety of environmental 

signals, including sound, light, atmospheric conditions, vibrations, and others. A relay, for 

instance, is an actuator that flips a mechanical switch. As a result, it can cause a lot of 

responses, such as turning on the lighting, heating system, and audible alarm, among other 

things. Fluids and objects can be moved and pumped by actuators like hydraulics, 

pneumatics, and motors. 

3.2.5 Softwarization: Software capabilities are crucial to the IoT's growth in a variety of 

ways, including self-describing data structures and distributed execution. 

3.2.6 Location Identification: Dead reckoning uses sensors, but it doesn't meet the real-

world need for geo-location. As a result, wireless methods like GPS, which is often 

augmented by other signals, and cellular towers have grown in popularity. The locations of 

fixed or orbiting transmitters are known. 

4. M2M Communication  

M2M can be simply defined as the automated transmission of data between devices. 

To put it in another way, once the system is set up, M2M communication should not require 

human interaction. Through M2M, a temperature sensor hundreds of feet below the ocean's 

surface can collect data and transmit it to a central system without the need for human 

intervention. Similarly, M2M Serial, Powerline (PLC), and wireless connections are all parts 

of M2M. With the help of M2M, communication of embedded devices is similar to cellular 

communication. M2M and IoT are almost the same thing. Ethernet and cellular networks and 

other public networking technologies helps IoT to enable M2M exchange of information. 

One of M2M's applications is sensor telemetry, which allows businesses to remotely monitor 
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things like temperature, energy consumption, moisture, and pressure. For end-to-end 

communications between sensors in modern M2M communications networks, as well as in 

traditional WSNs, there is a need for assurance regarding the confidentiality, identity, 

integrity, authentication, access control, and non-repudiation of the transmitted data. 

4.1  Standard 

There is no standardized platform for devices in machine-to-machine technology, and 

many M2M systems are designed to be task- or device-specific. 

 

Figure 3. Types of Standards with respect to Application -M2M 

4.2  Benefits 

 Reduced expenses by minimizing downtime and equipment maintenance. 

 Uncovered new business opportunities for servicing products in the field, which increase 

revenue. 

 Enhanced customer service by monitoring and servicing equipment on an ongoing basis, 

either before it fails or only when it is required. 

4.3  Requirement 

 Principles of M2M Application: Communication M2M systems ought to make it 

possible to communicate with the M2M device or gateway by means of exchanging 

information or data through SMS or IP based connected services between the gadgets. 

The mechanism of transfer and reception of information is done in an efficient manner 

between the connected devices with the usage of network in IoT, whereas in M2M, 

network may not be used.  

 Scalability: The identification and authentication of large number of connected gadgets 

in accordance with the regulatory bodies are monitored by the service provider. 

Whenever the requirement of identification of device is asked, M2M system may give a 

certain identification of the connected devices or gadgets.  
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 Logging: During the stagnant condition of network service, M2M systems with the help 

of IoT, can save all the important information while attempting the re-installation. 

Request for log should be accepted by the server connected to the devices. 

 Message Transmission Scheduling: M2M systems should be aware of the tolerance for 

M2M application scheduling delay, able to schedule delivery of information and manage 

the accessible of network used while exchanging information between M2M. 

 Channel Selection: The optimization of the usage of channel in M2M system depends on 

various factors such as cost effectiveness of network, propagation delay and false alarm. 

 Delivery Mechanism: In order to reduce network load, the various broadcast mode has 

been used by M2M system. There is a flexibility in the mode of broadcast while 

exchanging information whenever it is required for a specific duration.  

4.4 Important Features 

 With the help of M2M, a low power consumption service is provided effectively to a 

provider of packet-switched service on the network with monitoring capabilities that 

enable event detection. 

 Time tolerance allows for delays in data transfers. 

 Control over time of transmission and reception of data. 

 Triggers are specific to a specific location and notify the users. 

 The capacity to exchange information in a regular basis between devices for a small 

amount of period. 

The available IoT applications inclined to the features are discussed in Table 1. 

Table 1. Application of IoT with the amalgam of M2M Communication 

S.No. 
Area of 

Application 
Remarks 

1 Smart Grid 

 Through a variety of methods, energy can be used efficiently. 

 These methods include tracking energy utilization, anticipating 

power breakage and efficient usage, and collecting information 

on how energy can be harvested in smart cities. 

2 Retail IoT Customer satisfaction with their usage of devices, e-monitoring the 
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activities of staff and customer with an efficient management system. 

3 
Hospitality & 

Tourism 

The IoT has enormous potential to improve tourism and hospitality 

operations. In the hospitality sector, staffing is a significant expense, 

but IoT can automate specific interactions to reduce staffing 

requirements. 

4 Smart factories 

 IoT technology is used by smart factories to collect data about 

mechanism of work and gadgets in order to make strategic plans 

and increase efficiency. 

 To enhance analytics, sensors are connected to factory and 

machine tools. 

5 
Fitness Tracking 

System 

 A person can track his/her progress and optimize fitness goals 

with IoT- connected devices. 

 Daily activities such as, body posture while sleeping, heartbeat, 

patterns of activity, workout statistics, and calories burned, are 

all tracked by fitness trackers. 

6 Smart Agriculture 

 Intelligent IoT farming applications offer opportunities to 

revolutionize the farming industry by optimizing numerous time-

consuming farm operations. 

 The IoT can assist a farmer  in determining the ideal time to 

harvest crops, creating fertilizer profiles based on soil chemistry, 

and detecting the concentrations of soil nutrients and moisture. 

7 Health Industry 

Connecting sensors to patients at home is made possible by IoT. 

Doctors can keep track of a patient's progress using these sensors and 

alerts. 

8 Smart Home The most popular IoT application on this list is smart homes. 

9 
Self-Automated 

Vehicles 

In order to determine the level of engine oil, the temperature of the 

radiator water, etc. 

5. Relationship between M2M and IoT 

The components of a Web of Things (WoT) system are considered. The architecture 

of an IoT or WoT system begins with IoT devices, which include a variety of sensors for data 

collection. M2M communication is the method by which this IoT device transmits data to 

other devices or a central system; in particular, the internet. That's why it's called the Internet 
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of Things. Data transmission is a component of both M2M and IoT. However, while M2M 

can use wired, wireless, or cellular communication, IoT typically relies on communication 

through a central server and uses wireless internet. Peer-to-Peer (P2P) communication, on the 

other hand, is just one option for the IoT, despite the fact that P2P communication is an 

essential component of the original definition of M2M. Between a smart device and an end-

user device, many IoT systems require a server or a data analysis tool. Smart weather 

monitoring, for instance, relies on a vast network of hundreds of sensors. The information 

from all these sensors is gathered and analyzed by a centralized system, resulting in the 

weather forecast. Table 2 discusses the basic difference between M2M and IoT. The 

connection is where IoT and M2M really differ. The IoT usually refers to any device that 

uses the internet to perform better. In contrast, M2M typically consists of two or more 

internet-connected devices for data sharing and analytics. 

Table 2. Difference between IoT and M2M Communication 

S.No. Features IoT M2M Communication 

1 Internet 
Need to be connected to the 

internet 

The internet connection is not 

necessary for devices 

2 Data Sharing 

Sharing data with other 

applications to make the user 

experience better 

Sharing of data only between 

communicating parties 

3 Technology 
Software- and hardware-

based 
Hardware-based 

4 Intelligence 
Decision-making is the 

responsibility of objects 

Observing intelligence to some 

degree 

5 Protocols 
Protocols for the Internet, 

like Telnet, FTP, and HTTP 

Techniques of communication 

technology and conventional 

protocols 

6 Communication Automation for IoT sensors 
Direct communication between 

machines 

7 Connectivity 
IP networks are how devices 

communicate 

Simple communication between 

devices typically occurs within 

embedded software at the client site 
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6. Security & Privacy Issues  

 Variability and Dynamism: The main challenge for IoT is providing the privacy and 

security of information due to the diversified heterogeneous network. In the diversified 

network, any number of gadgets can join or leave at any time as per the usage of the 

users. 

 Digital and integrated operational world security: Security measures have not been 

taken into account when designing control plans until now. However, internetwork 

connectivity necessitates security for the integration of the physical and digital worlds. 

 Device Security and Data Security: Device security has been the subject of a great deal 

of research. Device security and data security should be implemented now. The IoT and 

M2M aim for object-to-object communication, which necessitates data security. 

 Information on the Data Source: It is of the utmost importance to know where the data 

came from. Control, audit, management, and ultimately security of IoT and M2M 

communication all depend on having a solid understanding of the data source [27]. 

 Confidentiality of the Data: In IoT scenarios, data confidentiality is a crucial issue 

because it ensures that only authorized parties can access and modify data. This is 

especially true in the business world, where data may be an asset that needs to be 

protected to maintain market values and competitiveness. Data can be accessed by 

authorized objects and users in the IoT context. This necessitates dealing with two crucial 

aspects: "access control mechanism" and "object authentication process" (along with 

"identity management system"). 

 Data Transmission: The attacker is able to obtain user data, signaling data, or control 

data through physical theft or online listening in order to achieve the goal of unauthorized 

access because data transmission is prevented from reaching the end of service. 

7. Conclusion 

One of the most vulnerable components of the Internet of Things ecosystem is 

Machine-to-Machine (M2M) communication system. Any abnormalities in the behavior of 

the network are likely to go unnoticed because communication between connected machines 

typically occurs without much human oversight. In addition, compromised M2M may put 

physical infrastructure and safety at risk due to the influence of machines on the physical 
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world. Because it has affected virtually every area of communication, IoT and M2M account 

for the majority. Despite the existence of security protocols for IoT and M2M 

communication, new cyberattacks emerge every day. The above discussed issues are the 

challenges faced by IoT inclined with M2M Communication. In addition, the M2M standard, 

one of the most well-known standard initiatives for making M2M networks safer and to run 

more smoothly has been briefed, as well as the IoTs has been elaborated. 
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