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Abstract 

This study article discusses a novel method of electronic payment wherein a retailer is made 

incapable of obtaining a customer's payment details which therefore accomplishes a secure 

transaction. Customers' payment information, often a credit or debit card detail, faces a 

number of security issues when transmitted to a retailer via the Internet. Credit card data 

theft, credit card fraud, and data manipulation are all potential threats. A company has the 

option of either using or storing client information. If a retailer does not take enough 

precautions to protect its server or system against data thieves, spammers, spyware, malware, 

and hackers, then their customers' information might be stolen and exploited. The main parts 

included in this research work are transaction through token issuance and Pedersen 

commitment approach to provide better efficacy of successfully securing digital payment 

system. The usual data security requirements are followed by payment gateways, and the 

most secure techniques and technologies are used when communicating with banks and credit 

card firms. 

Keywords: Mobile payment service, online payment, electronic payment, digital payment 

security 

 Introduction 1.

In 1990 [1], e-commerce was offered as a novel method to the consumer and 

corporate communities. The growth and refinement of e-commerce have brought significant 

advantages to consumers and businesses throughout the globe. The evolution of the Internet 

parallels the development of electronic commerce. Online purchasing was made feasible with 

the public launch of the Internet in 1991 [1,2]. This includes buying and selling products and 

services as well as sharing data and information. Customers may use their cellphones as a 

form of payment while purchasing online thanks to mobile payment systems [4,5]. An 
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essential e-commerce add-on, "portable business" [6] allows consumers to engage in online 

commercial transactions utilising portable wireless handheld devices like tablets, 

smartphones, and laptops. Since clients can buy from the comfort of their own homes, at 

reduced rates, and with the convenience of having their purchases delivered directly to their 

doorsteps, e-commerce is gaining in popularity. 

E-meteoric commerce's rise to prominence is largely due to the convenience and 

accessibility of doing business online. It facilitates the instantaneous transfer of capital 

between companies and the global marketplace [7]. Because of the global reach of the 

Internet, many people are eager to launch their own business websites. Customers are drawn 

to internet retailers because they provide a convenient alternative to physically visiting stores, 

something many of them would rather not do. It consists of making and receiving financial 

transactions using wireless connections [8-10]. Figure 1 shows various parameters of 

securing digital payment system.   

 

Figure 1. Securing digital payment system [28] 

Information technology is employed in e-commerce as a result of the rapid 

development of computer networks and the Internet. A wide variety of e-commerce solutions 

may be accessed online. Thus, a method of making electronic payments is essential for online 

trade. Consequently, the acceptance of electronic payments is a major challenge for the future 

of e-commerce [11]. 

Recently, the rise of online banking and retail has contributed to the expansion of 

electronic payment systems. Online payment systems and other transaction processing 

gadgets are expanding as a result of global technology development. A payment gateway is a 
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company that facilitates financial transactions between consumers, businesses, and financial 

institutions over the Internet. It aids in keeping a purchase and the shopper's financial details 

safe throughout the transaction. In order to protect sensitive data during transmission between 

a customer and the transaction processor, a payment gateway employs encryption. Several 

methods are suggested to assist in making the connection between the client and the online 

payment or merchant gateway safe. Online shoppers in particular, need to know that their 

sensitive information, such as credit card numbers, is safe from prying eyes. As a result, a 

safe connection is required for making purchases online. The most common forms of online 

fraud are phishing and identity theft [12,13].  

 Literature Survey 2.

2.1  Next-Generation Payment Instruments  

In the grand scheme of economic and technical developments, mobile payment is a 

newcomer. Due of the increasing number of people who use smartphones, financial service 

companies now have a chance to gain efficiency and market share. Users of financial services 

now have easier access to such services. Despite the obvious merits of this innovative 

financial product, it has not been adopted at the rate that was expected. Only 8% of people in 

the world actually use their mobile phones, although 96% of people in the world have a 

mobile phone subscription [13]. It can be shown that only a small fraction of the world's 

registered mobile phone users actually makes use of mobile payment services. However, this 

work demonstrates that there are fresh openings for expanding and promoting these payment 

methods. 

Electronic payment systems have mostly supplanted cash transactions in recent years. 

From both a technological and user acceptability perspective, digital payments have been the 

subject of much study. Researchers are interested in a wide range of topics related to mobile 

services, including user satisfaction, network operators, consumer acceptance, consumer 

continued use behaviour, and stakeholders' expectations [14].  Based on the data, it seems 

that research on digital payment systems has grown in both scope and frequency of 

publication during the previous two decades. Even though there are many studies on the 

subject of digital payment variations, investigations on the factors that influence digital prices 

have shown contradictory results. More in-depth research on the usage of these tools is 

necessary, as is the ongoing tracking of how different financial solutions influence 

consumers' outlooks and routines. This makes it crucial to reflect on prior knowledge. 
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There is a dearth of scholarly investigations into how people feel about the security of 

digital transactions, despite the many studies on the topic. Numerous research topics have 

already been examined in the field of digital pricing, as evidenced by a survey of the existing 

literature on the topic. As such, the study served as a survey of the relevant literature, 

fostering growth in the subject and pointing the way toward new avenues of inquiry. This is 

an excellent synopsis of the studies done in this field. The paper also addressed the 

implications for service providers and regulators of the digital payment industry of the 

directions the future research should take [15]. 

Furthermore, Kartika et al. [16] claimed that bolstering the security and privacy of 

data during cashless financial transactions is crucial to promote these services in smart cities. 

Customers are finding it harder to exercise their rights in e-commerce, as noted by Yang et al. 

[17], owing to legislative gaps in data protection. Customers' concerns about their personal 

information being misused and their ability to make secure financial transactions are 

amplified by the lack of clarity in regulations around mobile payment systems. Trust, 

perceived risk, and their impact on consumer happiness continue to be issues in e-commerce, 

even as the technology improves, as El Haddad et al. [18] point out. 

2.2  Summary of the Problem Statement 

To this day, one of the most common ways for customers' personal information to be 

stolen from the e-commerce system is via the transmission of their payment details to a 

merchant's payment gateway, despite the existence of security measures. A merchant may 

still keep the encrypted payment details of his customers and decode them at a later time. In 

the event of a chargeback or dispute, the existing payment systems enable the retailer to 

collect the customer's payment details in order to assert the legitimacy of the transaction. A 

merchant may verify the legitimacy of a transaction using other means than a customer's 

payment details. A transaction's legitimacy may be established with the use of other 

purchase-related data. 

 Hybrid Securing Digital Payment System 3.

3.1  Proposed Approach  

The current number of users is adequate, and mobile payment options will only make 

it grow. However, the network infrastructure, which is crucial to the success of such 

solutions, will eventually feel the strain of this expansion. As a result, how the development 
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of next-generation networks may affect mobile payment options is investigated in this work. 

There may be fewer mobile payment alternatives and methods to alleviate difficulties by 

enhancing the network, if more about the present obstacles is studied [19 -21]. 

3.2  Breakdown of How a Payment System Works 

The current payment mechanism typically consists of the following steps: 

 A buyer goes to a store's online storefront and browses the merchandise before 

deciding which ones to purchase. Those things are now in his virtual shopping basket.  

 b) At checkout, a consumer provides his financial details in order to complete the 

purchase. Customers' debit and credit card details are examples of payment 

information. 

 c) The buyer's financial data is sent by the seller to a payment gateway for verification 

and authorization. 

 d) The customer's payment information is verified by the gateway, and if everything 

is seemly, the transaction is approved. The message containing the payment capture 

token indicates that the charge has been approved by the merchant.  

 e) The retailer ships the goods to the buyer and submits a payment request via the 

gateway. To request payment for a transaction, a retailer will typically transmit the 

relevant payment capture data over the payment gateway. 

 f) The merchant's payment capture details are verified by the payment gateway. When 

everything is seemly, the gateway transfers the funds to the retailer. 

3.3  Risk perception  

Out of the reviewed articles, this is the shortest one that expands upon the 

understanding of potential threats to confidentiality and privacy. Trust in a digital payment 

app's developer comes mostly from the user's perception of the developer's commitment to 

the user's privacy and security. Identity theft and information exploitation are just two of the 

many threats that consumers face while shopping online. Examples include companies using 

customers' personal information for marketing purposes without their knowledge or consent. 

This makes sense considering that a person's unique and valuable identity in the digital world 

is built on a foundation of both financial and personally identifiable information. Popular 

beliefs about safety are recorded in the literature [22 - 25]. 
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3.4  Security and Privacy 

Several empirical investigations have taken a customer-centric approach to the topic 

of security and privacy, finding that concerns about these two factors have a substantial 

(direct or indirect) bearing on people's propensity to use and promote digital technology. 

Previous research has shown that even in an uncertain and even dangerous online setting, 

trust can flourish and is vital. Trust between a trustor (a customer) and a trustee (a seller) is a 

powerful motivator in retail settings because it increases repurchase intent and decreases 

perceived risk. Users are more likely to provide non-sensitive information like preferences 

than sensitive information like account or credit card data. Another factor in whether or not a 

customer would make a financial or personal information transfer online is the level of 

confidence they have in the online service provider [26].  

 
Figure 1. Proposed design framework 

3.5  Payment Information Concealed from the Store 

Merchants keep certain client data and transaction details after a consumer pays via a 

payment gateway, such as the customer's name and address. Some payment data, such as card 

type or issuer, last four digits, or encrypted credit or debit card details, may be stored by 

businesses under the present payment system setup. This is done so that businesses have 

concrete evidence of a transaction's legitimacy in the event of a chargeback [27]. However, 
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several difficulties arise when clients provide payment information to a payment gateway 

rather than the merchant. 

 The merchant must be recognised and verified as legitimate by the payment gateway. 

 The legitimacy of a transaction should be verified by a payment gateway before funds 

are released to the retailer. 

 It is the responsibility of the payment gateway to ensure that funds are sent to the 

correct merchant; also, it is the merchant's responsibility to collect customer purchase 

details and evidence in the event of a chargeback or dispute. 

3.6  Pedersen Commitment Scheme  

By leveraging the unsolvability of the discrete logarithm problem, the Pedersen 

Commitment scheme provides an unconditionally concealed and computationally binding 

commitment method. It's a subset of cryptographic commitment that lets you pledge to 

anything without broadcasting your secret and without giving up your right to expose it later. 

Because of this characteristic of a Pedersen promise, this proposed payment system is safe 

from attackers who steal money from legitimate businesses while pretending to process 

legitimate transactions. In addition, it aids in resolving the most pressing design challenge of 

providing a means for retailers to monitor and verify the veracity of transactions in the event 

of chargebacks and other challenges. 

3.7  Transaction Token Issuance  

An identity provider may offer a transaction token to a business owner to use in a 

particular transaction. When a vendor sends a message asking for a token to use in a 

transaction, this object is generated in response. Therefore, when an IP gets a message 

requesting a transaction token, it decrypts the message using its private key to reveal the 

encrypted identity property and the merchant ID. The identity provider verifies the merchant's 

registration and retrieves the merchant's public key using the provided ID. A public key is 

used to decode the identification attribute for the IP [28]. 

 Comparative Observations 4.

4.1  Robustness and Efficiency  

In light of the rapid evolution taking place in the realm of electronic payments, it is 

essential to evolve and adapt. Time-to-market robustness is critical for gauging a system's 
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performance in competitive conditions. All electronic payment systems' security features 

should undergo rigorous testing overseen by the threat monitoring function to guarantee their 

reliability and efficacy. The banking industry around the globe has mushroomed in response 

to the proliferation of new methods of making and receiving monetary transactions. Online 

banking has been used by financial institutions as a means of increasing efficiency and 

productivity and, by extension, lowering costs [22]. One of the benefits of the electronic 

payment system is its efficiency [9]. Electronic payment is growing in popularity among 

major merchants because it increases customer happiness by making the purchasing process 

more secure, more convenient, and more exciting for the consumer. E-wallets are becoming 

more popular among customers because of the convenience they bring to everyday 

transactions [23]. Reducing transaction costs and facilitating trade on commodities and 

services with considerably lower values may significantly increase efficiency. The data given 

into the system must be verified for accuracy, is the recommendation that might improve the 

efficiency of online payment: The highest robustness has been proved with the hybrid 

proposed framework, which is shown in table 1.  

Table 1. Proposed Hybrid model for Online and Offline mode 

 

4.2  Important Factors 

There are many unexplored aspects that affect how people see danger. For example, a 

company's standing in the market may be an important indicator of whether or not a customer 

will trust its digital payment services, and banks, and other financial institutions may want to 

encourage customers to feel safe making online purchases by encouraging them to adopt 

payment methods that adhere to government regulations and international standards such as 
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overall efficiency and accuracy through risk perception. While most research has 

concentrated on the retail sector, concerns and risks vary widely across other sectors. This is 

a must-study area for the foreseeable future. The above said important factors are measured 

with the individual scheme as shown in the following table 2.  

Table 2. Obtained Results for Risk perception 

 

4.3  Payment Information to Merchants 

Because of these risks, it's clear that when businesses submit customers' financial 

details to payment gateways, that data travels across even more networks, increasing its 

vulnerability to breaches and assaults. As a result, a new strategy is devised to protect 

payment systems in which clients submit their financial data directly to gateways. In this 

method, the seller is compensated for his wares without ever seeing the buyer's credit card 

details, not even in hashed or encrypted form. 

 Discussion  5.

Mobile payment systems arose swiftly for the same reason as the proliferation of 

other technologies used to facilitate everyday life throughout the globe. There is no longer a 

need to spend a day at the bank to do which can be done in a few clicks with the help of the 

smartphone and the associated payment infrastructure. While this convenience is welcome, it 

has also brought with it a number of risks, the most serious of which being the possibility of 

criminals compromising the payment system in order to steal money. Cryptocurrency 

exchanges built on blockchain technology, once thought to be the safest form of digital 

payment, have recently fallen victim to hacking, signalling that, cybercriminals are becoming 

better at finding security flaws. Affluent research might be done in the future into this new 

arena where good and bad people battle over how to make mobile payment systems safer and 

more secure against new threats. 
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There's always room for development and progress in every area. The plan's main 

goal is to learn why people use (or don't use) a particular technology-enabled service, based 

on their own preferences. Designing services that are economically sustainable and beneficial 

to customers and other ecosystem participants is of paramount importance. Mobile phone use 

is widespread, and most people always have one within reach. The majority of business, 

commerce, and communication now takes place on mobile devices. As a result, a plethora of 

companies now provide solutions tailored specifically to mobile devices. Mobile phone 

payment options exist, but they have higher security requirements than most others. 

 Conclusion 6.

The vast majority of modern-day payment systems are account-based payment 

systems that prioritise security, privacy, secrecy, and authentication. This article has covered 

a variety of payment methods, including their applications, enabling technologies, and 

security measures. In addition, it has provided a summary of Mobile Payment System (MPS) 

and its many parts. Finally, a comprehensive overview of the MPS’s origin, evolution, and 

current state of implementation is provided. This study recommends further research into the 

following areas based on its examination of the connection between technological progress 

and MPS security performance, by identifying and understanding the rate of technological 

change in MPS environments and developing a dynamic strategy concerning platform design 

for an overall MPS security improvement and creating a continuous monitoring process for 

advanced knowledge of payment scheme markets. This research gives theoretical insights on 

the roles of the platform and technology in ensuring the safety of MPS users, which is helpful 

in understanding how this recent shift in user perception of security impacts the MPS user 

experience as a whole. Ideas for how MPS service providers should shape their offerings in 

response to consumers' subjective and objective perceptions of the MPS security landscape 

are also presented. 
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