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Abstract

For enhancing public safety, a surveillance system is essential. Specifically, video
surveillance is the most popular way to maintain safety in public and private areas. The
detection and recognition of abnormal activity is difficult due to a complex environment, video
quality, and varying noise levels. Addressing the challenges of accuracy and video processing,
the proposed study uses a cross-attention network with feature fusion to improve the
recognition of abnormal activity in complex scenarios. Cross-attention helps to capture
contextual information from different videos. The proposed model combines an innovative
method of cross attention and feed-forward attention with latent space representation-based
fusion, aiming to improve accuracy. The simulation of the study uses two benchmark datasets,
UCF and UCSD and achieves remarkable performance with 97.1 % and 91.31 % accuracy. A
simulation study has also demonstrated a comparative analysis with different convolution and
attention networks for anomaly detection. This study proposes an effective video processing
scheme with wide practical potential. The study also provides a new perspective and
methodological basis for future research and applications in related fields.

Keywords: Anomaly Detection, Computer Vision, Video Surveillance, Multimodal Learning,
Attention Network, Feature Fusion.

1. Introduction

With the growth of advanced data, information with video and images is used to
improve human safety and life. Advanced Al is integrated into domains such as autonomous
vehicles, medical diagnostics, and safety monitoring, where video processing is essential for
analysis and the building of action-driven models [1]. The widespread use of surveillance
cameras in public places like streets, parks, banks, intersections, shopping malls, schools, and
public properties has greatly improved public safety. However, law enforcement agencies'
ability to monitor these areas hasn't kept up, resulting in a large number of cameras being
watched by very few people [2,3]. The security monitoring system needs to identify potential
illegal activities or dangerous situations in real time. There is an unworkable ratio of cameras
to human supervision. This problem calls for the creation of smart computer vision algorithms
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that can automatically detect unusual events such as traffic accidents, crimes, and other
suspicious activities [4].

Anomaly detection is the process of identifying rare and abnormal activities from
normal patterns in real time. Traditional methods mainly focus on finding specific anomalies
like violence or traffic incidents [5]. However, these approaches are not flexible enough
because real-world anomalies can vary greatly and are hard to predict. That’s why an effective
anomaly detection system needs to work with proper supervision, using learned patterns instead
of predefined event types [6,7].

Sparse-coding-based methods have shown great success by creating a dictionary of
normal events and identifying anomalies as differences from this learned representation. Many
computer vision methods struggle with adapting to changing environments, such as variations
in visibility and different sizes of crowd density, resulting in a high number of false alarms [8].
To address these issues, we require a robust and flexible anomaly detection system that can
manage complex real-world scenarios such as different areas of context (corner or middle of
the frame), different lighting angles, and different human movement scenarios [9]. Human or
animal movements cannot be similar in every situation under the same class label.

Despite the requirement, automated surveillance systems with computer vision and
deep learning are struggling with a massive amount of data. High magnitude data requires
powerful computation to handle high-dimensional data streams [10, 11]. The most complicated
challenge is the variation from scene to scene. No identical or look-alike data is possible from
surveillance camera footage. A large variation is present in every second video, even though
the type (label) of abnormality is the same. Because of a rule-based structure, machine learning
models generally fail to find useful features from such complex data [12]. In the above context,
the encoder-based architecture finds compatible results compared to traditional deep learning
and machine learning models.

The proposed study aims to develop anomaly detection using video data. It proposes a
recognition algorithm based on a multimodal attention model to improve the accuracy and
efficiency of anomaly detection. The research objective of the study includes designing and
implementing an efficient vision transformer-based multimodal architecture to identify
abnormal activity for video input. The major contributions of the study are: 1) The proposed
study uses multi-stream feature extraction with a cross-attention encoder network, cross
attention helps to improve generalisation ability. 2) Optimised feature fusion with latent space
representation improves detection accuracy from complex video input.

2. Literature Review

Sultani et al. [13] introduce a deep learning approach to anomaly detection in
surveillance videos from weakly labeled data. Rather than labeling anomalous segments
manually, the authors suggest using a Multiple Instance Learning (MIL) scheme where whole
videos are treated as labeled instances (normal or anomalous) and video segments receive
anomaly scores. The Deep MIL Ranking Model learns automatically to identify anomalies by
ranking video fragments according to their anomaly considering sparsity and temporal
smoothness constraints to enhance localization precision. The paper also presents a large-scale
dataset of 1,900 real-world surveillance videos for 13 categories of anomalies (e.g., fighting,
burglary, accidents). Experiments demonstrate that their approach surpasses current methods
in anomaly detection with reduced false alarm rates and better detection accuracy. The dataset
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is also used as a benchmark for anomalous activity recognition, highlighting the difficulty in
real-world surveillance due to high intra-class variability and untrimmed video sequences.

Doshi and Yilmaz [14] present an online anomaly detection model that balances training
issues with real-time decision-making. Deep learning methods require huge amounts of labeled
training data and cannot deal with shifting patterns. The authors propose a hybrid approach,
fusing transfer learning with statistical k-nearest neighbor (kNN) decision-making, to enable
anomaly detection with minimal supervision. The proposed method applies pre-trained neural
networks to carry out feature extraction, combining motion information (optical flow), spatial
information (bounding box coordinates), and visual information (object class probabilities).
The system identifies anomalies in behavior through kNN-based anomaly detection without
requiring pre-labeled anomalies. The work also introduces a new any-shot learning feature,
which allows the system to continuously adapt to new nominal patterns from a few samples.
Experiments on the benchmark datasets (UCSD, CUHK Avenue, Shanghai Tech) show that the
proposed approach performs better than existing state-of-the-art models with significantly less
training data for anomaly detection. Its real-time potential and the ease with which it adapts to
new anomalies make it an implementable solution for surveillance video analysis.

Bhakat and Ramakrishnan [15] suggest an autoencoder-based framework for
unsupervised anomaly detection from surveillance videos. The model is trained in a manner
that reduces reconstruction loss on the assumption that normal frames are reconstructed with
precision and anomalies are reconstructed with a higher error. The process is also aided by
semi-supervised learning, where user ratings are utilised to enhance detection accuracy. Grad-
CAM is also used to detect anomalous regions in frames, making model decision-making more
interpretable. The authors compare their approach to three unrelated datasets: Avenue (CUHK
dataset), Surveillance Office, and the novel Police dataset. The suggested model facilitates
anomaly detection by identifying frames with high reconstruction errors, supplemented with
thresholding, ranking, and a graph-theoretic formulation.

Authors Rohit Raja et al [16] discussed about the tough job of finding odd stuff in busy,
ever-changing scenes. They stress the need for quick, hands-off fixes because people can't keep
an eye on everything. The researchers group anomaly detection techniques into four main types:
extracting key features, processing on the fly, machine learning models, and deep learning-
based approaches. They weigh the pros and cons of each. The paper verifies various datasets
and measures how well these model techniques perform. It demonstrates that convolutional
neural networks (CNNs), autoencoders, and mixed models perform fairly well. The paper
identifies some significant challenges, such as obstructions, overlapping objects, and changes
in the environment.

Authors Kun Liu and Huadong Ma [17] tackle the problem of background bias in deep
learning models that detect anomalies. The authors argue that most models rely on background
information instead of spotting unusual behaviors. To fix this, they've added new labels to the
biggest anomaly detection dataset, including exact time and location details. They've also
developed a new way to measure how well models spot anomalies based on what's happening,
not just the background. To reduce background bias, the authors suggest a model that focuses
on unusual areas using a special loss function to make the model focus on these spots. They
also use meta learning to help the model work better with limited training data and avoid
overfitting. Their tests show that this approach reduces the impact of backgrounds and
outperforms other methods on standard benchmarks.
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Ali Khaleghi; and Mohammad Shahram Moin [18] present a new approach to
identifying anomalous activity within security camera streams using advanced artificial
intelligence. The approach consists of two elements: salient feature extraction and anomalous
incident detection. To obtain these details, the system uses complex Al networks to analyze
how things appear, how crowded areas are, how objects move, and how scenes are structured.
This helps the Al distinguish between normal and strange actions. To spot unusual events, the
system employs several different sorting tools and a group decision-making process to enhance
its accuracy. The researchers tested their method on the UCSD dataset, and it performed better
than current methods, with higher accuracy and fewer mistakes. The study highlights how
helpful Al is for finding important details in videos. It also suggests ways to improve the system
in the future, like pinpointing where strange events occur and providing better descriptions of
what's happening.

Chen, D et al. [19] present a model for anomaly detection based on deep learning
methods through bidirectional prediction networks. The method improves stability and
accuracy through subnetworks for forward and backward prediction to detect the target frame,
as compared to conventional models based on previous frames to predict the next frame. The
core structure of the model is built upon the U-Net model, which presents a new loss function
that considers both forward and backwards dependencies. To enhance the performance of
anomaly detection, it adopts a sliding window strategy that focuses on foreground anomalies
while efficiently suppressing background noise, Experimental results conducted on popular
surveillance datasets show that this method outperforms conventional models, thus presenting
an effective and efficient solution for handling anomalies.

Some important difficulties with literature reviews have been highlighted by the
authors. Anomaly detection faces three main challenges, as shown in Figure 1. The most
significant obstacle in anomaly identification is the ambiguity of the problem. Classifying
anomalous activity is not as easy as it seems.
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Figure 1. Different challenges in Anomaly Detection with Machine Learning

A comprehensive survey of machine learning techniques adopted in surveillance video
anomaly detection has been discussed by the authors [20]. The article compares and contrasts
the advantages, disadvantages, and usability of various techniques based on the classification
of supervised, semi-supervised, and unsupervised learning techniques. Occlusions, real-time
processing, environmental adaptability, and big data are the issues identified in the survey. It
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also investigates evaluation metrics, datasets, and state-of-the-art learning models like CNNss,
RNNS, autoencoders, and transfer learning-based models. The survey reflects the necessity of
adopting hybrid models, efficient feature extraction, and real-time adaptability to enhance
anomaly detection performance in challenging surveillance environments.

3. Proposed Work

This section discusses the principles of the Transformer and then discusses the proposed
multimodal transformer for anomaly detection. First, the image is encoded, and in the second
phase, a sequential decoder is used for context identification from videos [21]. The video
consists of two data modalities: visuals and audio; both modalities have equal importance in
identifying and understanding the context of the video for humans. Therefore, computational
models need to consider this as well. The proposed study uses a cross-model multihead
transformer to effectively and efficiently handle the complexities of abnormal activity in
videos. The aim of the proposed study is to learn inter-model interaction to improve recognition
accuracy.

The proposed study uses two non-aligned modalities as a sequence of them represented
as a and B, which are formally represented as X, = R72*% and Xg = RTs*48 Respectively.
T represents feature length, and d represents feature dimensions. Keys, values and query are
definedas Q@ = X, WQ,, Kg = XgWKp, and Values as Vg = XpWVp The final cross model

attention score can be calculated as equation 1 [22].

Y, = softmax (X“WL\/%ﬁWKﬁ> X XgWyp (1)

Attention score Att,. has the same length as the query of modality a and sequence
representation scaled in \/d_k For the softmax activation function. Cross-modality attention
uses the i-th modality of « to the j-th modality of . This is how cross-modality attention will
be performed. Final attention will be determined by the i-th row in softmax with Vg. Att,

Represents a single-head cord's attention score, while the proposed study uses multi-head cross
attention with a residual neural network [23, 24].

The proposed model uses a residual network with cross attention to improve feature
extraction. This hybrid approach helps to adapt the low-level feature sequence from input
videos. The proposed study added a pointwise fully connected feed-forward network as a sub-
layer in cross-model attention, as demonstrated in Figure 2. The proposed attention network
helps to reduce dependency on self-attention. The proposed model performs adaptation of low-
level features to preserve all necessary information from both modalities.

Multi-modality approach helps to identify the different modalities available in the input.
The proposed study uses video and audio molality with a cross and feed-forward attention
network, respectively. Proposed modality-based feature extraction helps to classify input with
dual possibilities. Input can be truly classified with a single modality or both modalities,
resulting in improved model performance with better learning parameters.
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3.1 Self-Attention Variants in Multimodal Context

The attention mechanism is the core of encoder learning in transformers. Different
attention strategies like multihead, multiple, long-range, hard/soft and many others, are
available. The transformer strategy is directly aligned with modality and the amount of training
data. The proposed study uses cross-attention to improve feature learning from input videos.
The proposed study initially performs tokenising of the input video frames and selects an
embedding space to represent the tokens. The embedding token space is highly flexible with
many alternatives [25]. The proposed study uses forward attention features from token
embedding with an appropriate label. From video input, a common tokenisation is to treat the
non-overlapping, down-sampled windows over the video as tokens. Figure 2 illustrates the
proposed multimodal transformer used in the study, where Oi represents the count of output
labels available in the dataset, while ix stands for the parameter of the last input layer in the
stack.

Our proposed method leverages a Multimodal Cross-Attention (MCA) framework for
video classification by integrating visual and audio information. We hypothesize that cross-
modal interactions between features enhance semantic understanding, which is crucial for fine-
grained classification tasks in video content. The architecture consists of modality-specific
encoders followed by a Cross-Attention Fusion Module, and a final Classification Head.
Proposed study uniformly samples T S frames from each video clip and extracts spatial
features using a deep vision transformer; each frame is resized and normalised to conform to
the input requirements of the chosen backbone. Optionally, features are extracted using a
temporal encoder to retain spatiotemporal information [26].
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Figure 2. Proposed Multimodal Transformer-based Architecture
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The raw audio track is extracted from each video and converted into a log-Mel
spectrogram. We use a feed-forward attention mechanism to encode the spectrogram into a
sequence of audio feature vectors. Temporal alignment with visual frames is performed to
match the number of audio segments to the number of video frames, using interpolation if
necessary [27].

3.2 Modality-Specific Encoders

Each modality is passed through a dedicated encoder, as visual and audio can be
represented separately. Visual Encoder can be represented as V € RT*Pv | while Audio
Encoder as A € RT*Pa then projected into a shared dimensionality DD using linear
transformations as equations 2, 3, where W, and W, € RP *Pva They are learned projection
matrices.

V=w,*V (2)
A=W, +A 3)
3.3 Cross-Attention Fusion
The proposed study uses cross-attention modules to enable each modality to attend to
features from the other modalities. The attention module uses a 24 x 1 input value, having 24{ps
video frames. The key idea is that the representation of each modality is enhanced by

incorporating information from other modalities. Given query QQ, key KK, and value VV, the
scaled dot-product attention as equation 4, as conventional attention score was calculated [28].

T
Attentiong.,r. = Softmax (%) %4 4)

Cross-attention network enable a more sophisticated and targeted fusion of information
from multiple sources or across different dimensions of data. Rather than concatenation or
simple averaging, cross-attention computes attention scores between two different sequences,
while self-attention calculates attention scores within a single input sequence.

3.3.1 Attention Blocks

We construct multiple cross-attention heads. Visual-Audio Attention for visual queries
attends to audio keys/values, as in equations 5 and 6, and Audio-Visual Attention for audio
queries attends to visual keys/values.

Vaer = Crossaee(Q =Viand K,V =A4") (%)
Aper = Crossy:(Q = A and K,V =V") (6)

Each updated modality feature is then passed through a residual connection and layer
normalisation as formulated in equations 7 and 8.

Veusea = LayerNorm (V" + Vet ) (7)

Afysea = LayerNorm(A™ + Aye) (8)
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These fused representations are optionally concatenated or further refined via a
transformer encoder.

3.3.2 Temporal Aggregation

To produce a fixed-size video representation from the time-aligned fused features, we
apply a temporal pooling strategy, as Attention Pooling over the time dimension can be
formulated as equation 9 [29]. Bayesian inference-based fusion aggregation is used to improve
the recognition of contextual or dependent information. While voting and averaging, the fusion
may not be able to find a dependent feature over a given input video frame.

Fattention = Aggregate (Vfused' Afused) )]
3.3.3 Classification Head

The final feature vector FF is passed through a fully connected layer followed by
softmax activation to yield the predicted class distribution, as calculated in equation (10), where
c is the number of targeted classes.

Y = softmax(W.F + b,) (10)

The cross-entropy loss is calculated during model training, formulated in equation 11,
where y; is the ground truth label (one-hot encoded) and y'y; is the predicted probability for
class i.

Cross = — E=1yi10g (37\) (1T)

The final classification vector for the attention fusion will be passed to the fully
connected neural network. A final four-layer dense network identifies the final class of the
input video. Aggregation fusion using vector operations has been performed to combine the
features of the audio and video modalities.

4. Dataset, Results and Discussion

The proposed study uses two benchmark datasets: UCF [30] Crime and UCSD [31].
The UCF Crime dataset has a size of 12.5 GB and includes various crime footage such as
fighting, theft, and arson, providing video data in a more complex urban environment. The
UCSD dataset also contains more realistic outdoor scenes, including the appearance of non-
pedestrian entities such as cyclists and scooters. The properties of these benchmark datasets are
demonstrated in Table 1.

Table 1. Properties of the Dataset Used in the Simulation of the Study

Dataset Size (GB) | Total Frames | Training Frames | Validation Frames
UCF Crime 12.5 7000 5000 2000
UCSD 1.72 20000 16000 4000
ShanghaiTech 4.3 35000 25000 1000
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Simulation of the proposed study has a training model with several hyperparameters
listed in Table 2. The simulation of the proposed study is implemented on a system with an
NVIDIA GeForce RTX 3080, 32GB RAM, and Python version 3.10. The simulation setup uses
many standard parameter configurations, such as a train-test split of 0.2 and Adam as an
optimiser in every hidden layer of the network. The authors have used a traditional approach
for activation selection; every hidden layer uses ReLU, and the final layer uses softmax
activation for multi-label classification. For the comparative analysis, the study uses standard
evaluation metrics for accuracy, precision, and recall. Figure 3 demonstrates the accuracy and
loss curve for the UCF Crime dataset, while Figure 4 demonstrates it for the UCSD dataset.
The simulation of the proposed multimodal attention network achieves remarkable accuracy of
97.10% on the UCF Ccrime dataset and 91.31% accuracy on the UCSD dataset.

Table 2. Hyperparameter Settings Used for Model Training

Hyperparameters Range Best Value

Split 0.2,0.3 0.2

Batch Size 8,12,16, 32 16
Optimizer Adam / AdamW Adam
Epoch 10-50 30

Dropout 0.2-0.5 0.3

Learning Rate 0.1 -0.0001 0.01
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Figure 3. Accuracy and Loss Curve for the UCF Crime Dataset
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Figure 4. Accuracy and Loss Curve for the UCSD Dataset

Simulation of the proposed study also compares with SOTA deep learning models such
as 3D CNN [32], RNN [33], LSTM [34] and GRU [35]. Anomaly detection uses video as a
data modality, so a recurrent architecture is more suitable for extracting the features compared
to a convolutional network. The output of the input data frame depends on the previous data
frame and the possible condition of the next data frame. An architecture with timely
backpropagation is more effective in finding relevant features. Figure 5 demonstrates a
comparative analysis of the proposed study with the SOTA recurrent architecture having
hyperparameters as listed in Table 2.

Comparative Analysis with SOTA
86
84.91
g5 84.48
84
83
-
g 82 81.06
5 81
g 80 79.54
79
78
77
76
3DCNN RNN LSTM GRU
SOTA Deep Learning Models

Figure 5. Comparative Analysis with SOTA

Simulation of the proposed multi-head attention also demonstrates the study with
different possible encoders and attention mechanisms, such as multi-head attention, cross-
attention and feed-forward attention. Table 4 presents a comparative study of the encoder model
with different attention strategies. The results found in table 3, which have used multi-head
attention [36], cross-attention [37] and feed-forward attention [38] have been simulated on the
dual modality of input frames, to justify the performance of individual learning with a
multimodal approach. Table 4 demonstrates the complexity comparison with performance in
terms of AUC value [39]. Generally, FLOPs are used to measure the computational complexity
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of the model. The floating-point operations required for each forward propagation, with the
unit being a floating-point operation (FLOP) [40].

Table 3. Comparison of the Encoder Model with Different Attention Strategies

Attention UCF Crime UCSD
Accuracy | Avg. F1 Value | Accuracy | Avg. F1 Value
Multi-head Attention 94.24 94 81.01 80
Cross attention 93.55 93 81.55 81
FF Attention 79.62 79 70.47 70
Proposed Model 97.10 97 91.31 92

Table 4. Complexity Comparison with Performance in terms of AUC Value

Model Parameter (M) | FLOPs AUC AUC (UCSD)
(UCF Crime)
RNN 4.1 120 0.74 0.71
LSTM 6.7 120 0.81 0.83
GRU 5.2 140 0.79 0.80
Multihead Attention 4.9 150 0.83 0.84
Cross Attention 7.6 140 0.88 0.84
Proposed Model 8.2 180 0.93 0.95

The higher the AUC value, the better the anomaly detection performance of the model.
To identify the sensitivity of the proposed model with different window sizes, the authors
experimented with short and long window sizes, as illustrated in Figure 6. The model exhibited
good performance with average window sizes of 16 and 24, while a higher value of 32
decreased the model's performance. The proposed study was simulated with a higher number
of frames in the ShanghaiTech [41] dataset to analyse the effectiveness of the proposed study
across different volumes of anomaly datasets. Figure 7 illustrates the comparative performance

of the proposed network with three benchmark datasets.
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Figure 6. Comparative Study with Different Input Window Sizes
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Figure 7. Comparative Analysis with Different Anomaly Benchmark Datasets

4.1 Discussion

The proposed study also demonstrates a comparative analysis with SOTA deep learning
models such as 3D CNN, LSTM, and GRU. The simulation of the proposed study extends
experiments with different benchmark datasets (illustrated in Figure 7). The experiments of the
study also examine the effects of varying input window sizes, as illustrated in Figure 6.
However, the proposed study may be extended with occlusion-based anomaly detection. The
proposed study has used benchmark and preprocessed datasets, so no external filters or
augmentations are required, which also helps to improve performance in a real scenario of
abnormal activity.

5. Conclusion

Storage of surveillance footage is not enough to maintain security and rapid response
support. Identification of abnormal activity from the surveillance camera is necessary. The
proposed study used a multimodal attention model to recognize abnormal activity from video
input. A multimodal approach enhances feature learning from two different input types: video
and audio. The use of a multimodal approach improves the true positive rate in co-evolution
learning for recognition and classification tasks. The proposed study uses a cross-attention
network for both modalities, while final fusion will be performed with forward attention
followed by classification layers. The simulation of the study is able to achieve 97.01%
accuracy with the proposed multimodal cross-attention model. The proposed work was
simulated using two benchmark datasets: UCF Crime and UCSD. Feature extension of the work
can be possible with real-time integration with a surveillance system to improve rapid support
in reducing loss of life from abnormal activities. Using dual modality with two different
attentions results in a higher number of parameters and FLOPs count. The proposed study can
be extended with the optimization of parameters, which can be more suitable for a portable
device with fewer computations. A lighter version of the proposed model can be utilized for
real-time surveillance because lower parameter recognition can result in faster processing.
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