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Abstract 

Centralised chaining represents a method of organizing and coordinating the 

communication and interaction among the nodes within the PAN. It aligns with the objective 

of developing a PAN protocol with high interference immunity and low radio noise. The 

proposed idea aims to optimize the interconnectivity of the PAN nodes, enabling seamless 

communication, sensing, actuation, and data transmission within the network. The need for 

high-quality data, that uses minimal power (1mW to 100mW) and long distances is increasing 

every day. Since ninety percent of devices are used internally, more bandwidth, low latency, 

high spectral efficiency, and high smooth output are needed. Additionally, as the user base 

expands, researchers face greater difficulty in creating a dependable and quick wireless 

communication system using these current gadgets. The proposed new design of the PAN is 

expected to overcome these issues with the help of advanced algorithms and protocols that 

improve the interconnectivity of the devices participating in the PAN. 

Keywords: Personal Area Networks (PAN), IoT, Cloud, Communication Protocols. 

 Introduction 

Increasing internet connectivity to the point where the whole world uses it is giving 

birth to many new protocols, especially in the domain of personal area networks (PAN) [5]. 

Most networks that are found today are in some way a PAN, as the current trend in automation 

requires creating a network of sensors, actuators, and cloud computers. Networks, from a 

township to modern office spaces, are all PANs, or variations of it depending on the data rates. 

These networks are preferred over LAN or WLAN (which serve as the backbones of the 
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internet protocol) due to their scalability, ability to add more features into existing protocol 

stack, security, ease of implementation for small projects, and, if necessary, can be connected 

to the internet for external data communication [6-7]. 

One of the key features of a PAN is interconnectivity of the devices participating in the 

network (nodes) and how this interconnectivity is handled using algorithms and protocols (a 

software defined network, - SDN), which are flexible and ensure interoperability between 

nodes [3]. The research aims to build hardware nodes with gateway hardware and develop a 

chaining mechanism between the hardware nodes themselves and the gateway hardware, to 

form a personal area network protocol which is developer friendly, open sourced, has security, 

and troubleshooting capabilities. The hardware nodes developed operate in license free 

frequency bands thereby making it suitable for small to enterprise level sensor-actuator 

networks, monitoring networks and data sharing networks [9-15].  

1.1 Motivation 

In the proposed work, the research aims to cut down the problems and issues with PAN 

as well as design and develop PAN architecture. This architecture is easy to use and scale for 

sensor-actuator networks. This design and the software system design of the application 

program interface (API) will be open sourced so that the user can make any required 

modifications to the applications that are being developed. This is an effort to make this 

research more developer friendly and reusable. The hardware nodes are designed to have 

networking, sensing, and actuating capabilities. This PAN architecture can be connected to a 

cloud for computing or storage and provides additional flexibility to this architecture. With the 

requirement of networks for almost everything we do today, PANs are becoming very common, 

and there are very few PAN architectures that are available to the users. Even with the existing 

technologies there are drawbacks and discomfort, which include the inability to scale the 

network due to cost, greater power consumption, and multiple inter-networking devices. 

1.2 Problem Statement 

Automation technologies presently in industrial and agricultural domain make use of 

wireless communication technologies like Wi-Fi protocol IEEE 802.11, ZigBee, LoRa, and 

complex computing and networking devices. If the bandwidth of the data to be transmitted is 

very low in networks such as sensor-actuator networks or data collection from a simple sensor, 

the use of complex computing and networking devices is not feasible; hence, PANs that have 



Centralised Chaining for Wireless Personal Area Network 

ISSN: 2582-1369  342 

customized protocols with simple and low-cost hardware nodes are better-suited for sensor-

actuator networks.  

1.3 Objectives 

i. To develop a low cost, compact hardware, radio friendly node with actuation and 

sensing abilities, this can communicate to the cloud. 

ii. To reduce the requirement of inter-networking devices, mainly routers in a PAN. 

iii. To reduce the internet bandwidth required in a PAN. 

iv. To design and develop a network architecture/model for sensor area networks. 

v. To develop a PAN protocol having high interference immunity and low radio noise.  

 Literature Survey 

The concept of the paper [1] is the comparison of different wireless communication 

protocols, focusing on the parameters like clock synchronization, MAC protocol, and data non-

interference algorithms among the commonly used protocols like IEEE 802.15.4, Fire-Fly, RT-

Link, A-LNT, and A-Stack. Less scope is given for secured communication as most of the 

protocols lack encryption of data before sending. The transmission of non-encrypted data can 

be a security threat as the information can be leaked out even if a single node of the network is 

infected. 

[2]. This research addresses the problems with IEEE 802.15.4 Low-Rate Wireless 

Personal Area Network Coexistence. A proposed standard called IEEE 802.15.4 aims at 

facilitating wireless sensor networks while fulfilling the demands of low-rate wireless personal 

area networks, or LR-WPAN. The importance of configuring end nodes to form a cluster 

consisting of star and peer-to-peer connections is discussed. Hence, the custom PAN protocol 

proposed will follow a similar network topology, and secured communication will be enabled 

by use of RSA based private key encryption. 

[4]. Analysing the relative performance of wireless personal area networks using short-

range wireless protocols. The study aims to perform a quantitative analysis of the parameters 

like encoding efficiency, bit rate, bit error rate, and short-range characteristics and report these 

as comparison. Bluetooth, Zigbee, WiFi, and UWB were compared. This research points out 

areas for improvement in these technologies. Because of the 5GHz band's higher power 
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consumption and poor spectral efficiency for the growing traffic and connection demand, the 

IEEE 802.11 Wi-Fi protocol is not as suitable for building PANs. This provides an opportunity 

to develop a solution and create a more favourable architecture for implementing PAN. 

[8]. Multimedia application protocols and architecture for wireless personal area 

networks (WPAN). This paper discusses the architecture of two WPANs, namely: “IEEE 

802.15.3 for High-Rate WPAN (HR-WPAN)” and “IEEE 802.15.4 for Low- Rate WPAN (LR-

WPAN)”. These protocols define the architecture for wireless multimedia PANs. This literature 

is about how nodes participate in a PAN and discusses the function of a standard IEEE network 

coordinator. The idea around a PAN that can be a personal operating space ensuring data 

security and data transfer convenience is highlighted here. This gives a detailed description of 

the network protocol stack of the above- mentioned WPANs and pushes towards the 

opportunities in WPAN like need for low-cost, and flexible architectures. 

2.1 Summary of Literature Survey 

There are several PAN architectures that are available on the market, but these 

technologies have disadvantages of their own, and these mainly affect their implementation 

efficiency in sensor and actuator networks for monitoring and control, like power consumption, 

cost of implementation, or cloud access ability. The proposed PAN architecture solves these 

issues and provides a cloud connection for any computation or storage. 

The proposed architecture dictates the design and development of a gateway device that 

acts as the entry point for the IP network (external network) and a network node that can sense, 

actuate, and form connections with the neighbouring nodes to create a personal area network. 

The development is focused on making the network consume less power and be the most cost-

effective architecture for deploying PANs. 

 Related Work: Design and Implementation 

3.1  Hardware Requirements 

Since there are two types of nodes being developed on the hardware side, i.e., for the 

gateway as well as the end node, each have different specifications and hence require different 

types of ICs as well as power supply: 
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A. ESP 32  

The ESP32 is a series of low-cost, low-power chip microcontrollers with built-in dual-

mode Bluetooth and Wi-Fi. It utilizes the features of the Tensilica Xtensa LX6 dual-core and 

single-core CPU, as well as the Xtensa LX7 dual-core and single-core RISC-V microprocessor. 

It additionally has an integrated antenna switch, an RF balun, a power amplifier, an acquisition 

amplifier, filters, and low noise control modules. The ESP8266 micro controller. This is used 

for the design and development of gateway device that interfaces with the other hardware nodes 

for command and control, and also connects to the cloud for monitoring and meta data 

management. The ESP 32 is shown in Figure.1 below.  

 

 

 

 

 

Figure 1. ESP 32 

B. ATmega328p 

The Atmel 8-bit microcontroller based on AVR enhanced RISC architecture includes 

flash memory 32 KB ISP and reading capacity, 1 KB EEP- ROM, 2 KB SRAM, 23 lines for 

standard I/O, 32 standard performance registers, three flexible timer / counter with similar 

modes, internal and external interference, USART configuration series, byte-oriented two-wire 

serial interface, SPI serial port, six-channel 10- bit A / D converter, standard watchdog timer 

with internal oscillator, and five software saving options. The device operates between 1.8 and 

5.5 volts. The device has access to up to 1 MIP / MHz usage. This chip is used to logically 

code the intelligence into the nodes that perform actuator and sensor functions and also 

communicates with gateway device. The pin details of the ATmega328p are shown in Figure.2 

below. 
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                                 Figure 2. ATmega 328p C. nRF2401 

The nRF24L01 is a low-power wireless application with 2.4GHz single-chip 

transceiver that has embedded baseband protocol. The nRF24L01 is intended to function 

between 2.400 and 2.4835 GHz on the worldwide ISM frequency range. nRF24L01 uses a 

Serial Peripheral Interface for configuration and operation. Every configuration register of 

nRF24L01 is included in the register map, which is available to all chip applications. Data 

transfer between the system's MCU and radio end is ensured by internal FIFOs. This controls 

every high-speed link layer function, hence lowering system expenses. A GFSK switch is used 

on the radio's front. The frequency channel, output power, and air data rate are among the user-

adjustable factors. It is possible to set the air data rate that nRF24L01 supports to 2Mbps. 

nRF24L01 is very appropriate for very low power projects because of its high level of air data 

and two energy-saving techniques. High Power Supply Rejection Ratio (PSRR) and a broad 

range of power sources are guaranteed by internal power controllers. Data communication 

within networks is accomplished with this. The Figure.3 shows the details of the nRF2401. 

 

Figure 3. nRF2401 
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3.2  Software Requirements 

Since the software was being developed for both the user- end as well as the cloud end, 

there were multiple skill as well as tools required to create and configure the custom networking 

protocol, and some level of basic embedded C was also used: 

A. AWS Cloud Computer 

These AWS cloud computing offers dispersed software tools and computer processing 

throughout AWS server farms. Among these services is Amazon Elastic Compute Cloud 

(EC2), which enables users to have an online virtual computer collection that is always 

available. Several real computer features are simulated by AWS virtual computers, such as pre-

loaded application software, network, memory / RAM memory, hard disk / SSD storage, 

applications selection, and hardware for central processing units (CPUs) and graphics 

processing units (GPUs) for processing, sites, and CRM software. 

B. Apache2 

This research uses Apache2 for maintaining the network traffic so as there is not a huge 

load of traffic on the server. 

C. Angular JS 

AngularJS is used as the front of the MEAN stack, which includes MongoDB database, 

Express.js web server framework, AngularJS itself (or Angular), and Node.js server. 

D. Python Flask 

Flask supports extensions that can add app features as if they were done on Flask itself. 

There are extensions for object-related maps, form verification, download management, 

various open authentication technologies, and several tools related to the standard framework 

3.3 Design and Implementation 

The complete block diagram of the proposed implementation of centralised chaining 

for wireless personal area network is shown below in Figure 4. The diagram can be classified 

into three different sections (User-Left, Cloud-Centre and Hardware-Right). Here we can see 

the interconnection between the three sections and the internal architecture of each of the 

sections. Two different users with their PANs are considered here, the chaining among the 

nodes can be seen in PAN1 and PAN2. 
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Figure 4. Block Diagram of Proposed Centralised Chaining for Wireless PAN 

The design of a PAN with hardware nodes which can be controlled to operate a sensor-

actuator can be categorized to three sub-divisions namely: control and monitoring (user side), 

computing (cloud functions) and the PAN (network with nodes). The user side will have a 

graphical user interface that represents data from the PAN after being processed in the cloud 

computer. This interface can be used to control the nodes of PAN and perform troubleshooting. 

The Cloud functions process, store, and create AI/ML models on the data that is acquired from 

the PAN, these functions regulate the network and provide security to the whole architecture. 

The network with nodes will have hardware nodes that perform sensor-actuator functions and 

communicate with each other and the gateway for optimal data transfer with efficient end 

device control. 

A. Hardware Implementation 

The below figures show the different components present in the gateway and node 

device and the tentative positions can also be observed. 

 

                           Figure 5. Gateway Node        Figure 6. End Node 
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B. Software Implementation 

The software side of the project is designed for two parts of the project namely; the 

cloud and the user end part. At the user end a front-end application is designed for both Personal 

Computers as well as Mobile Phones. For this the AngularJS is used for interactive and ease of 

rendering. These are fed in by the APIs, which are created and documented and supplied by 

the cloud with information of each device in the mesh. This is a two-way communication. The 

user may interact with the mesh device remotely if he chooses to. These communications are 

done using the cloud for which we have used Amazon Web Services. They act as the 

middleman where all the data is stored and any communication to and from the user to the 

Personal Area Network take place. The backend of the app is developed using Java 

programming and the APIs are developed using FLASK API. The information passed between 

each node in the mesh is in Hypertext Transfer Protocol (HTTP). This is to decrease the payload 

size so that it takes minimum amount of bandwidth to process or transfer the data to each other. 

 Results and Discussion 

A. Hardware Output 

The gateway device receives the information from the server and writes the same onto 

the mesh network, gateway device image and serial monitor output images are shown in 

Figures 7 and 8. The serial monitor output corresponding to four types of end nodes are 

discussed below. 

 

                                          Figure 7. End Node for Agricultural Automation 



                                                                                                   Halesh M R, Chethan G Kottari, Jamaluddin Ahamed, P Kedareshwar Rao, Vinayak Y Sandimani 

Journal of IoT in Social, Mobile, Analytics, and Cloud, December 2023, Volume 5, Issue 4 349 

 Figure 8 shows the existing Wi-Fi connectivity details. Once existing details are read 

from internal memory, the ESP32 is connected to a specified Wi-Fi and connected to cloud 

server. Upon successful connection, it will receive the API details to which it will connect to 

receive node details. It will also receive the API details to which the sensor data has to be 

submitted to the server where it is saved and processed. 

 

Figure 8. Serial Monitor Readings Showing Initial Configurations 

The gateway synchronously receives updates from the cloud server and will write the 

same over the entire mesh network on RF protocol. The nodes are actively listening to the 

gateway subscription to sense the change in the GPIO state and operate the relay to achieve 

actuation operation. The end node device receives the information from gateway by reading 

the information written over the mesh network. These devices are designed for four 

applications; the detailed description of different node devices with applications of each of 

them is discussed in upcoming subsections. 

 

Figure 9. End Node for Industrial Automation 
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Figure 9 represents an ATmega328p chip with nRF24L01 connected to proper GPIOs. 

The Figure 10 represents a serial output of one of the end node devices, which shows 

information interception from the mesh and processing of the same. The sensor nodes collect 

sensor data and send back the same; the sent acknowledgement is being shown on the serial 

monitor. The actuator node receives the GPIO state and carries out the actuation. 

 

Figure 10. Serial Monitor Output Showing Mesh Read and Write of Sensor Data 

B. Software Output 

The user interface developed with Angular JS connects to the cloud over https and 

performs user controls over the mesh network, this control is facilitated by interactive UI and 

secured by authentication. The gateway device has an internal UI server deployed in order to 

get Wi-Fi connectivity details from the user. Users can access the Gateway UI by connecting 

to gateway access point through a specific URL.  

 

Figure 11. Gateway Internal UI for Network Registration. 
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Figure 11 shows the UI deployed inside the gateway device, which helps in configuring 

the Wi-Fi credentials. Figure 12 shows user authentication screen where the user enters the 

login credentials received during gateway registration. Upon successful authentication, the user 

will be redirected to the dashboard, where the user can operate the node actuators and monitor 

the sensor values of individual sensor nodes. 

 

Figure 12. UI User Authentication Screen. 

The screen in Figure 12 redirects to the dashboard screen. The dashboard in Figure 13 

has buttons for actuation operations on individual nodes. The sensor data collected by the 

gateway from each of the sensor nodes is stored and processed in the cloud server and the same 

is retrieved by UI as well as displayed in a modal upon click of a button. The same can be seen 

in the UI snapshot, as shown in below Figure 14. 

 

 

 

 

 

 

 

                                                         Figure 13. User Dashboard  
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Figure 14. Sensor Data for a Specific Node 

 

Figure 15. GPIO Data Fetch from API 

The APIs for backend interactivity are deployed in Ubuntu 18.04 virtual machine staged 

in AWS EC2 server, The APIs are used to authenticate users and gateway devices. Upon 

successful authentication the users and gateway devices will be redirected to data fetching APIs 

from which user interface dashboard is populated and the gateway device fetches the updated 

GPIO state. The APIs are provided for gateway to upload the sensor data for the cloud server 

to store and process the same. The Figure 15 shows the console API which responds with the 

GPIO data for gateway. 

The console output of authentication API describing the process of authentication is 

shown in Figure 16, the API sends back a https response upon successful authentication, in 
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case of gateway device the API send back the GPIO states and for the user interface it sends 

back a response containing Boolean which describes if the authentication was successful or the 

authentication has failed. Upon reception of this response the UI will redirect the user to 

dashboard and the gateway will write the updated GPIO states over the mesh network. The 

figure 16 shows the console output of the API discussed. 

 

 

 

 

 

 

 

 

 

Figure 16. Authentication at Cloud End 

 Conclusion 

Centralised chaining represents the centralized organization and management of 

interconnections within the PAN, serving as a fundamental component of the proposed PAN 

architecture and protocol. PAN is developed with a hardware demonstration that communicates 

with each other using a custom protocol and hence can be controlled using a single gateway 

node which is in-turn controlled by a single user owner. It has a merely good range thanks to 

the NRF frequency band that has a very light weight communication protocol, hence making 

the bandwidth spectrum used significantly less. An interactive UI for the user to control and 

monitor PAN is developed. All these information is stored in a database in which the data is 

secure and not vulnerable to any third-party clients. 
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