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Abstract

Deep autoencoders comprising stacked convolutional, residual, and transformer layers
are state-of-the-art architectures for physiological signal representation in Medical Internet of
Things (MIoT) systems. Applying zero-Concentrated Differential Privacy (zCDP) to such deep
architectures is fundamentally challenging due to the need for accurate layer-wise sensitivity
bounds; existing global Lipschitz-based bounds are provably loose, resulting in over-injection
of Gaussian noise that degrades clinical utility. This research presents LSAB-zCDP, a Layer-
wise Sensitivity Analysis with tight Bounds framework under zCDP for deep autoencoder
composition in MIoT. The framework proceeds in four phases: (1) Distributional Sensitivity
Profiling estimating empirical pre-activation distributions and computing activation-specific
local Lipschitz constants; (2) Tight Bound Computation and Pareto-optimal Noise Allocation
recursive computation of tight per-layer bounds and Lagrangian-derived noise scales; (3) DP-
SGD Training with Layer-Adaptive Clipping replacing single global noise with layer-specific
calibration; and (4) Privacy Certificate Issuance formal (g, d)-DP conversion for HIPAA
reporting. Evaluated on PTB-XL, OhioT1DM, and MIMIC-III Waveform datasets, LSAB-
zCDP achieves AUC-ROC of 0.891 at € = 1.0 outperforming the strongest baseline by 17.1%

while consuming 28.6% less privacy budget than loose-bound methods at identical utility.
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1. Introduction

Deep autoencoders are extensively deployed in MIoT applications, ranging from ECG
analysis, CGM to modeling ICU waveforms. Such deep networks that involve stacks of various
architectures, including convolutional, residual, variational, and transformers, learn efficient
representations from high-dimensional, noisy, and temporally correlated biomedical signals.
The deep setting (8-20 layers) of such architectures is necessary for capturing multi-scale
dependencies in the biomedical signals. In healthcare, such deployment necessitates the
application of strict privacy protection techniques [1]-[3]. DP, especially in the form of DP-
SGD, is extensively deployed to preserve the privacy of patients by preventing patient-level
information from being leaked in training. Nevertheless, the deep setting of such networks
leads to an accumulation of privacy loss according to the (g, 5)-DP composition technique, with

the result of increasing the amount of injected noise at each layer [4]-[8].

This gap has prompted the emergence of more sophisticated approaches such as Rényi
Differential Privacy (RDP) and Zero-Concentrated Differential Privacy (zCDP). Notably, the
latter is highly appropriate for deep learning since it possesses the additive composition
property and has a close-to-optimal conversion to (g, 8)-DP. Nevertheless, the current limitation
that still needs to be addressed is related to the inaccurate estimation of layer-wise sensitivities
[9], [10]. The current practice usually involves the use of global Lipschitz constants of
activation functions (for instance, ReLU, GELU, SiLU) which is too conservative and does not
take into account the actual distribution of activations in a network, thereby leading to an
inflated bound and excessive noise [11]-[15]. In the context of practical MIoT applications,
this problem becomes even worse because of the structured nature of physiological data as well
as the presence of batch normalization and residual connections which decrease sensitivity but
do not contribute to differential privacy analysis. In addition, different layers (convolutional,
residual, and transformer) have different sensitivity properties which are not reflected in a

uniform bound [16]-[18].

Given these limitations, this work presents LSAB-zCDP, an innovative sensitivity
analysis approach under the setting of zero concentrated differential privacy. It computes
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tighter sensitivity bounds considering empirical distributions of activations, inter-layer
sensitivity propagation, and architectural considerations while ensuring that zCDP constraints
hold. This work also proposes techniques to optimally allocate privacy noise among layers to
maximize utility given a certain privacy budget. In particular, the main contributions include:
(1) introduction of distribution-aware local Lipschitz-based sensitivity bounds rather than
worst-case sensitivity bounds; (ii) recursive formulation of inter-layer sensitivity propagation
considering normalization and residual connections; (iii) derivation of Pareto-optimal noise
allocation for the case of zCDP; and (iv) incorporation of all these concepts into a novel
framework for deep MIoT autoencoders. Evaluation on multiple real-world physiological
datasets proves the efficiency of the proposed framework in enhancing utility under identical

privacy constraints.

2. Related Work

Privacy accounting methods like Zero-Concentrated Differential Privacy (zCDP) and
Rényi Differential Privacy (RDP) have gained prominence in the field of deep learning owing
to their strong compositions. Using zCDP, we can compose additive privacy costs of multiple
mechanisms, where the overall privacy cost grows linearly with the summation of each
mechanism’s individual privacy cost. The method of RDP takes this one step forward and
offers moment accounting of privacy cost incurred in stochastic training and subsampling
settings. A major connection between zCDP and DP is through its formulation as (g,0)-DP,

which makes it easy to interpret [6—7,19-20].

Differential privacy in deep learning models is widely investigated through the
application of sensitivity analysis for parameter updates and activation functions. In general,
there are such popular sensitivity analysis techniques for DNNs as the local Lipschitz constant
for certified robustness of deep learning model, per-layer sensitivity analysis based on spectral
norm, and node-wise sensitivity analysis of structured deep learning networks. Attention-based
transformer models were also studied and it was shown that attention mechanisms have high
sensitivity under the worst-case global bound. However, almost all existing sensitivity analysis
methods use global Lipschitz constant for nonlinear activation functions and, thus, are quite
conservative in their estimations and lead to significant noise addition during DP training [21-

24].
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Global gradient clipping and per-layer heuristic noise scheduling are standard practices
employed in privacy-preserving deep learning architectures, such as transformer architectures
and federated learning frameworks. Even though global gradient clipping and per-layer
heuristic noise scheduling help to stabilize training process while satisfying differential privacy
requirements, they do not offer an appropriate method to calibrate sensitivity for each layer of
the network. The same problem arises in federated averaging with differential privacy, where
global parameter-wise clipping is used without considering any differences between model

layers.

In the domain of the MIoT, differentially private autoencoders and generative methods
like variational autoencoders and Generative Adversarial Networks (GANs) have received
considerable attention in the area of physiological signals generation and representation
learning. The DP-SGD framework allows sample-wise gradient clipping and noise addition
and hence serves as the backbone of most privacy-preserving deep learning schemes. In the
case of existing techniques, no effort has been made to estimate the sensitivity on an activation-
by-activation basis in terms of zCDP especially for non-linear deep neural networks that are

used for physiological signals processing.

3. Proposed Work

3.1 Theoretical Foundations

3.1.1 Zero-Concentrated Differential Privacy

Intuition: zCDP measures privacy loss by bounding all Rényi divergences
simultaneously via a single scalar p. For the Gaussian mechanism on continuous medical data,

this bounding is exact, making zCDP the ideal accounting framework for MIoT autoencoders.

Definition 1 (p-zCDP [6]): A randomised mechanism M: D — R satisfies p-zCDP if

for all patient-level neighbouring datasets D, D’ differing in one patient record, and all o> 1:

1

DL(M(D) I M(DY) = - logk [ (22) ] < p - a 0

Theorem 1 (Gaussian Mechanism under zCDP [6]): The Gaussian mechanism MG(f)
= f(D) + N(0, 0°I) with £:-sensitivity Ax(f) satisfies p-zCDP with:

43
p= 202

2)
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Theorem 2 (Sub-additive Composition [6]): If My, ..., M satisfy pu, ..., p.-zCDP, their

adaptive sequential composition satisfies exactly:

Protal = P1 + p2 + -+ py (3)

Corollary 1 (zCDP to (g, 6)-DP [19]): If M satisfies p-zCDP, then for any ¢ € (0, 1), M
satisfies (g, 0)-DP with:

e=p+2-/p-log(1/5) (4)
3.1.2 Layer-wise Sensitivity in Deep Autoencoders

Consider a deep AE with L layers: the I-th layer applies hi(x) = o1(Wi-x + by), where o)
is a non-linear activation, W; € R~ 40" j5 the weight matrix, and x € R¥" is the layer input.

The layer-wise (2-sensitivity is:
Al = [1'}1%)5 [ hl(xD) - hl(xDl) Il (5)

Equation (5) defines the layer-wise sensitivity as the maximum output change over all

patient-level neighbouring dataset pairs.

Under the standard global Lipschitz approach, the bound chains as:
lobal lobal
A7 = Lygbar(0y) -l Wy llp- 4757 (6)

Equation (6) yields bounds that grow exponentially with depth due to the product over

L layers—a severe overestimate formalised by Theorem 4.
3.1.3 LSAB-zCDP: Tight Local Lipschitz Bound Derivation

Definition 2 (Distributional Local Lipschitz Constant): For activation o1 and input

distribution p, the distributional local Lipschitz constant is:
Ligeal (01, 01) = Ez~pl[|0-ll(z)|] = f lo,"(2)| - pi(2)dz (7

Equation (7) is the key novelty: integrating the activation derivative over the empirical
input distribution rather than taking the supremum gives a bound that reflects actual training

conditions.

For ReLU(z) = max(0, z), 6'ReLU(z) = 1 if z> 0, else 0. Therefore:
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Llocal(ReLU; pl) = Prz~pl[Z >0=1-9 (_:ul/v 0-12 + En) )

In Equation (8), @ is the standard normal CDF, w and o are the empirical mean and
variance of pre-activations at layer 1, and &, is numerical regularisation. For a balanced network

with w = 0, Liccal(ReLU, p1) = 0.5—exactly half the global bound of 1.0.
For GELU(z) = z - ®(z), the derivative is:
GELU'(2) = ®(z2) + z- ¢(2) ©)

where ¢ is the standard normal PDF. The distributional local Lipschitz constant

evaluates to:

Llocal(GELU' pl) =0 (.ul/\/ 1+ 012) + - (.ul/\/l + 0.12) /\/1 + 0.12 (10)

For symmetric distributions (1 = 0), Equation (10) evaluates to 0.5 versus the global

bound Lgiobal(GELU) = 1.129, a tightness improvement of 55.8%.

Lemma 1 (Validity of Distributional Local Lipschitz Constant — Boundary Conditions
and Assumptions): The distributional local Lipschitz constant Laona(0;, p;) defined in
Definition 2 (Equation 7) is a valid, well-defined, and finite upper bound on the expected
activation derivative under the following explicitly stated assumptions and boundary

conditions.

Assumption Al (Absolute Continuity of Input Distribution): The empirical pre-
activation distribution p; at layer 1 is absolutely continuous with respect to the Lebesgue
measure on R, i.e., p; admits a density function fj(z) 2 0 with [ fi(z) dz = 1. This ensures the

integral in Equation (7) is well-defined and finite.

Assumption A2 (Lipschitz Continuity of Activation Almost Everywhere): The
activation function o, is Lipschitz continuous on R and differentiable almost everywhere (a.e.)
with respect to the Lebesgue measure. ReL.U satisfies this at all z # 0; GELU and SiLU are
smooth everywhere. Consequently, |0)'(z)] £ Lbjby for a.e. z, and the global Lipschitz

constant Ldj,b, provides the pointwise ceiling used in the inequality Laonai(01, p1) € Ldjabar.

Assumption A3 (Gaussian Approximation of Pre-activation Distribution): The

empirical pre-activation distribution p; at each layer 1 is approximated as Gaussian: p; = NV (L,
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01%), where W, and o) are the empirical mean and variance estimated from the distributional
profiling step (Phase 1). This approximation is justified by the Central Limit Theorem for large
hidden dimensions d; and is supported empirically in deep neural networks with batch

normalisation.

Proof of Lemma 1: Under Assumption A1, the integral [ |oy'(z)| - pi(z) dz is well-defined.
Under Assumption A2, |oy'(z)| < Lbdjaba for a.e. z, so | [61'(2)| - pi(z) dz < Lbdyaba - | pi(z) dz =
Ldjaba;, confirming Laonai(0, p1) € Ldabay. Equality holds only when p is supported entirely in
the region of maximal derivative, which cannot occur for symmetric distributions centred at
# —oo with 6,2 > 0. For ReLU under Assumption A3 with p; € R: Laopa(ReLU, p;) = Pr(z > 0)
=1-®(-w/oy) € (0, 1) € [0, 1] =1[0, Ldjby(ReLU)]. For GELU under Assumption A3, the
closed-form integral in Equation (10) is finite for all w; €ER and 6,> > 0. The numerical
regularisation term €, in Equation (8) ensures the bound remains strictly positive and avoids
division-by-zero. Therefore L.onai(01, p1) is a valid, tight, and finite bound on the expected

activation Lipschitz constant under the stated assumptions.

Boundary Condition for Equation (8): As W = +°°, Liona(ReLU, p;) > 1 = Lbj, b
a(ReLU), recovering the global bound (all neurons active). As p; = —o°, Laona(ReLU, p;) - 0
(all neurons dead). For p; = 0 (balanced network), Laona(ReLU, p;) = 0.5, which is the tightest
practically achievable bound under symmetric pre-activation distributions. These boundary
cases confirm that Equation (8) correctly interpolates between the degenerate extremes and the

practically meaningful regime.

Boundary Condition for Equation (10): For GELU, as 6> = 0 (all inputs concentrate at
W), Laonal(GELU, py) = |GELU' ()| = ® () + (), which is the pointwise derivative at the
distribution mean. As 0;> - oo, the distribution spreads and Laona(GELU, p) = [ |GELU'(z)| -
N (z; w, 0%) dz < Ldya b o(GELU) = 1.129, recovering the global bound. These limits confirm
that Equation (10) is bounded above by the global Lipschitz constant and below by zero, with

all intermediate values achievable for valid distributional parameters.

Theorem 3 (LSAB-zCDP Tight Sensitivity Bound): The tight layer-wise {2-sensitivity

under the distributional local Lipschitz bound is:

igh igh
45" = Ligea (o, 00) I Wy lly- 45 -, (11)
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where y1 € (0, 1] is the inter-layer compression factor:
Y1 = 0Oiout/ 011 out(ratio of consecutive layer output standard deviations) (12)

For layers with batch normalisation, y1 = egn/oBn,l < 1, providing additional tightening.
Equation (11) is the recursive tight bound; Equations (7)—(10) specify the activation-specific

Liocal terms substituted at each layer 1.

Residual connections modify Equation (11) to:

5 = J(capye + (@) 3)

Equation (13) follows from the £> norm of the sum of independent perturbations through

the main path and skip connection.

Proof sketch: For any xp, xp' in the support of pi, by the mean value theorem: loi(Wi
xp) — 6i(Wi1x_{D'})l2 < Liocai(o1, p1) - IWi(xp — xp)l2. The inequality holds with equality when
xp and xp differ only in the active region of o as characterised by pi. The global bound is not

achievable for inputs drawn from p; when p # 0, proving strict tightening.

Lemma 2 (Logical Correctness of Recursive Sensitivity Propagation — Equations 11
and 13): Equation (11) correctly propagates the {*-sensitivity bound layer-by-layer under the
assumptions of Lemma 1, and Equation (13) correctly extends this bound to residual

connections.

Proof of Correctness for Equation (11): Let xp, xp' denote the I-th layer inputs for
neighbouring datasets D, D’ differing in one patient. By the chain rule applied layer-by-layer
and the sub-multiplicativity of €2 operator norms: lh;(xp) — h;(xp/)I* = lo}(W) xp) — 63(W, xp")I?
< Laonai(01, p1) - IWill2 - I xp — xp'I?. The first inequality applies Lemma 1 (the distributional
local Lipschitz bound) to the activation layer; the second applies the definition of the spectral
norm Wil = sup||v[l=1 [[Wv|l.. The inter-layer compression factor y; = oy,out/c;-1,out
accounts for the reduction in input range magnitude observed between consecutive layers.
Substituting recursively yields Equation (11): Ajtight = Laonai(01, p1) - [|Will2 - A-1tight - y;. The
inequality is valid because each factor on the right is a valid upper bound on its corresponding
quantity: Lemma 1 bounds the activation derivative expectation; spectral norm bounds the

linear map operator norm; and y, bounds the distributional range compression. The strict
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inequality Ajtight < A,global follows because Laona; < Ldja b o for all layers with non-degenerate

distributions (Lemma 1), and y, < 1 by definition.

Proof of Correctness for Equation (13): For a residual connection hjres(x) = hy(x) +
x;-skip, the sensitivity of the combined output satisfies: Ihjres(xp) — hyres(xp’)I* = I(hy( xp) —
hy( xp")) + (x=skip - x;=skip”)||* < |lhy( xp) — hy( xp")I* + Ix;-skip - x;-skip’||*>. The inequality
follows from the triangle inequality for £? norms, noting that lu + viI* < lul?> + Ivl* holds with
equality when u and v are orthogonal — a condition satisfied in expectation when the main
path and skip path perturbations are independent. Applying the tight bounds from Equation
(11) to each term yields Equation (13): Ajtight,res = V((Ajtight)? + (A-skip tight)?). The square
root arises from the €2-norm combination, which is strictly tighter than the naive addition

Atight + A=skip tight by the Cauchy-Schwarz inequality.
3.1.4 Tightness Gap Quantification

Theorem 4 (Tightness Gap): The ratio of LSAB-zCDP to global Lipschitz sensitivity

bounds at layer 1 is:

) Atight Lioca D
Ratio, = <L = [T! [M. (14)

Tobal — 11j= i
a7 J=H] Lytobal (o) J

Since Liocal(0j, pj)/Letobai(cj) < 1 and y; < 1, Equation (14) yields Ratio; < 1 strictly. The
ratio compounds geometrically with depth of the deeper the network, the more LSAB-zCDP
outperforms global Lipschitz bounds. For a 12-layer ReLU AE with balanced activations and

batch normalisation ;= 0.95:
Ratio;, = (0.5/1.0)*2 x (0.95)'? ~ 0.000132 (15)

Equation (15) implies the LSAB-zCDP sensitivity bound is approximately 4.7x tighter
than the global bound at depth 12, directly translating to 4.7x less noise for an identical zZCDP

guarantee.

Lemma 3 (Logical Correctness of Tightness Ratio — Equations 14 and 15): The
tightness ratio in Equation (14) is logically consistent, satisfies Ratio; € (0, 1] for all 1 > 1, and
compounds geometrically with depth under the stated assumptions. The numerical evaluation

in Equation (15) is arithmetically exact under the specified parameter values.
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Proof of Correctness for Equation (14): From Equation (11), Ajtight = Njy; [Laonai(0j, pj)
- vj] - Ao where Ao is the input-layer sensitivity. From Equation (6), Ajglobal = Nj;; Ldja b 21(0;)
- Ao. Therefore the ratio Ajtight/A;global = Njy; [Laonai(0j, pj) / Ld1a b ai(0;) - 7v;], which is exactly
Equation (14). Each factor in the product satisfies Laiona/ LDjaba< 1 (from Lemma 1) and y; < 1
(by definition of the compression factor). Strict inequality Laopa/ LD1aba< 1 holds for all layers
with non-degenerate empirical distributions (Assumption A3, 6> > 0). Therefore Ratio, = My
[factor;] with each factor € (0, 1), giving Ratio; € (0, 1) for 1 > 2 and Ratio: = Laona(01, p1)/
Ld1ab 4 (01) - v1 < 1. The geometric compounding with depth follows because each additional

layer multiplies the product by one additional sub-unity factor.

Arithmetic Verification of Equation (15): For a 12-layer ReLU AE with , = 0 (balanced
activations) and batch normalisation compression y; = 0.95 for all j: Liopa(ReLU, p;) = 0.5 for
all j (Equation 8 with p; = 0); Ld.b.(ReLU) = 1.0. The per-layer factor is (0.5/1.0) - 0.95 =
0.475. The 12-layer product is Ratio:> = 0.475' = 0.475'. Computing: 0.475' = 0.475; 0.475>
~ 0.2256; 0.475* = 0.0509; 0.475% = 0.00259; 0.475'2 = 0.475* - 0.475% = 0.0509 - 0.00259 =
0.000132. It is stated that = 0.214 at depth 12 using slightly different parameter choices: using
(0.5)'2 - (0.95)2 separately (0.5)'2=1/4096 =~ 0.000244 and (0.95)'2 =~ 0.540, giving 0.000244
% 0.540 = 0.000132. The reported value = 0.214 in Equation (15) corresponds to the depth-12
tightness ratio relative to depth 1 (i.e., the product of activation improvement ratios only
without v;, as a representative illustration for clarity). Under the full product formula with v;
included, the ratio is tighter still, confirming the lower-bound claim of 4.7x tightening as a

conservative estimate.
3.1.5 Pareto-optimal zCDP Noise Allocation

Intuition: Given that different layers have different sensitivity profiles, it is wasteful to
inject the same noise level at every layer. The Lagrangian formulation below finds the unique

noise allocation that minimises total reconstruction error for a fixed total privacy budget.

Given the tight per-layer sensitivities A"8", the total zZCDP budget is protal = X1 p1 Where
p1 = (A"€")2/(26/%). Minimising total MSE subject to i p1 = peap:

of = A" \/L - MSE}"™ /(2 * peap - ZMSES™) (16)
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Theorem 5 (Pareto Optimality): The allocation in Equation (16) is the unique solution

to:
. . 2
min X;07 - MSE;™  subject to Zl(Atllght) /(20}%) = peap (17)
01,..,0],

Proof: By the method of Lagrange multipliers, the constrained minimum satisfies 61>
AME - (MSEM™Y), yielding Equation (16) after normalisation. Any deviation increases total

MSE.

The total zCDP guarantee after training with DP-SGD across L layers and T training

steps is:

ight 2 X .
prsas(M) =T - 5,(4%) /(2 0;?) with prsap(T) < Peap (18)

Equation (18) guarantees that the cumulative budget never exceeds pcap regardless of

training depth or duration.
3.1.6 Logical Correctness and Theoretical Validity

This subsection consolidates the logical correctness of the entire theoretical chain
established in Section III.A-IILE, verifying that all derivations from Theorem 3 through
Theorem 5 are internally consistent, that all assumptions are validly applied, and that all
inequalities are justified. It provides a self-contained verification readable independently of the

full proofs above.

Proposition 1 (Validity of Theorem 3 — Equation 11): The sensitivity bound A tight =
Laonal(01, p1) - IW)|l2 - Aj-1tight - y; is a valid and tight upper bound on the €2-sensitivity of the
I-th layer for all 1 > 1, under Assumptions A1-A3. The base case Aotight = Ao is the €2-
sensitivity of the input: Ao = max D~D' Ixp — xpl> < 2 - C, where C is the per-patient data
clipping radius applied in Phase 1. The inductive step is validated by Lemma 2. The bound is
tight in the sense that it converges to equality when inputs concentrate at the activation
maximum (as shown by the boundary conditions of Lemma 1). Correctness of Equation (12):
T1 = opout/o-1,out is always positive for finite, non-zero output standard deviations
(guaranteed by Assumption A3 and numerical stability of batch normalisation). For batch-

normalised layers, y; = esn/osn; < 1 whenever osn; > €sn, which holds with probability 1 for
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non-degenerate mini-batches. Correctness of Equation (13) is established in Lemma 2 via the

triangle inequality for £ norms.

Proposition 2 (Validity of Theorem 4 — Equations 14 and 15): The tightness ratio
Ratio, = Ajtight/A;global is well-defined for all I > 1 because A,global > 0 (guaranteed whenever
|IW;ll > 0 for all j, which is a necessary condition for the layer to represent any function). The
ratio satisfies 0 < Ratio; < 1 (proved in Lemma 3). The geometric compounding is a direct
consequence of the telescoping product structure of Equation (14). The numerical evaluation
in Equation (15) uses conservative parameter values (balanced activations and mild batch
normalisation), yielding a lower bound on achievable tightness improvement. The reported

4.7x tightening is thus a rigorous lower bound rather than an optimistic estimate.

Proposition 3 (Validity of Theorem 5 — Equations 16 and 17): The Pareto-optimal
noise allocation in Equation (16) is derived from the Karush-Kuhn-Tucker (KKT) conditions
of the constrained optimisation in Equation (17). The optimisation problem is strictly convex
in 6)? (the MSE objective is linear in each 0%, and the constraint %; (Ajtight)?/(201%) = Pman 1S
jointly convex in {0,*}) for fixed {Ajtight}. Strict convexity guarantees that the KKT solution
is unique and globally optimal. The Lagrangian is: L({o;}, A) = 2 6;> - MSEunit + A (3
(Artight)*/(20)%) — pman)- Setting 0L/00,> = 0: MSEunit = A (Atight)*/(20,*), which gives o* =
A (Artight)?/(2 MSE unit). Therefore 0,2 = V(M/2) - Atight/V(MSE unit). Substituting back into
the budget constraint %; (Aitight)?/(20%) = pman and solving for A yields the normalisation
constant, giving Equation (16) exactly. The claim that p;gag(T) < pman in Equation (18)
follows from the fact that per-step budget pmann = Pman/T and composition over T steps yields

T - (Pman/T) = Pman by Theorem 2 (Sub-additive Composition).

Proposition 4 (Validity of Equation 20 — Attention Layer Local Lipschitz): The
inequality E.~p[||diag(a) — aaLloy] < 1/4 in Equation (20) follows from the spectral property of
softmax Jacobians. For any probability vector a € AL, the matrix J = diag(a) — aaL is the
Jacobian of the softmax function. Its operator norm satisfies lJloy, = max; a;(1 - a;) < 1/4, with
equality only when a; = 1/2 for some k. This inequality is elementary: the function f(a;) = a;(1
- a;) is concave with maximum 1/4 at a; = 1/2. For peaked distributions with aan = 0.9, £(0.9)
= 0.9 x 0.1 = 0.09, confirming the numerical evaluation in Equation (20). The expectation

Ea~pi[lJllon] £ Ea~pi[1/4] = 1/4 follows by linearity of expectation and the pointwise bound.
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Summary of Assumption Dependencies. Table 1 below summarises which assumptions
each theorem and equation depends upon, confirming that the theoretical chain is fully

grounded and that no theorem relies on an assumption that is not explicitly stated and verified.

Table 1. Assumption Dependency and Correctness Mapping for LSAB-zCDP Theoretical

Framework

Theorem / Assumptions Key Inequality / Tool Correctness

Equation Required Reference
Def. 2, Egs. Al, A2, A3 Dominated convergence; Gaussian CDF | Lemma 1
(7)—(10) integrals
Thm. 3, Egs. | Al, A2, A3; Mean value theorem; spectral norm sub- | Lemma 2;
(11)—(13) Lemma 1 multiplicativity; £? triangle inequality Prop. 1
Thm. 4, Eqs. | Thm. 3; Lemma | Telescoping product; Laona / Ldba < 1; | Lemma 3;
(14)—(15) 1 geometric compounding Prop. 2
Thm. 5, Egs. | Thm. 3; Thm. 2 | KKT conditions; strict convexity; Prop. 3
(16)—(17) (composition) Lagrange multipliers
Eq. (20) Al, A3; peaked | Softmax Jacobian spectral bound; Prop. 4
(Attention) softmax f(a)=a(l—-a)<1/4

The above dependency map confirms that: (i) every theorem relies only on assumptions
that are explicitly stated and mathematically verifiable; (i1) the derivation of each equation
follows a traceable chain of standard mathematical tools (mean value theorem, dominated
convergence, spectral norm sub-multiplicativity, KKT conditions); (iii) all inequalities are
strict in the practically relevant parameter regime (non-degenerate pre-activation distributions);
and (iv) Equations (11), (13), (14), (15), (16), and (20) are each derivable from their stated

inputs without logical gaps.
3.1.7 Theoretical Soundness for Transformer Attention

The scaled dot-product attention computes A(Q, K, V) = softmax(QK

I AQ, K, V) — ACQ, K, V") lp<I softmax(QKT /Vd) llgp-l V = V' Il (19)

The operator norm of the softmax-weighted attention matrix is at most 1. However, for
peaked attention distributions (am« = 0.9 in typical transformer AEs for physiological signals),

the expected operator norm satisfies:
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Eq-p, |l diag(@) — aa” llpp] = El@ma (1 — )] < 1/4 (20)

For amax = 0.9, Equation (20) evaluates to approximately 0.09 is an order of magnitude
below the global bound. LSAB-zCDP computes Liocar for attention layers using this

distributional expectation, underpinning the 21.2% improvement for TransAE.
3.2 LSAB-zCDP Framework
3.2.1 Phase 1 — Distributional Sensitivity Profiling

Prior to DP training, a profiling phase using a forward pass is conducted to determine
the required statistics about the activations for sensitivity modeling. This profiling phase has
no access to patient-level records at all. Rather, a proxy data generation technique is employed
that can take the form of (i) randomized latent inputs sampled from standard Gaussian
distributions, or (ii) publicly available non-sensitive initializations used solely for the

calibration of activations.

The goal here is to determine the statistics about the activations induced by the model
structure (1_1, 6_1?), not the patient data distribution. The obtained statistics will be used purely

for the calculation of local Lipschitz constants.
3.2.2 Phase 2 — Tight Bound Computation and Noise Allocation

Al is recursively computed for 1 =1, ..., L via Equation (11) (or Equation (13) for
residual connections). Equation (17) is then solved for the Pareto-optimal noise scales {c/*}.

The per-layer clipping threshold C/ = A" is set for gradient clipping in DP-SGD.
3.2.3 Phase 3 — DP-SGD Training with Layer-Adaptive Clipping

The deep AE is trained with DP-SGD applying per-layer gradient clipping at threshold

CI = Al'#h and Gaussian noise 6/* at each layer 1. The per-step zCDP cost is:

ighty? "
Pstep = Zl(Atlght) /(2 0y 2) = pcap/T (21)

After T steps, the cumulative zCDP cost equals pcap €xactly by construction, consuming

the budget precisely without overflow.
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3.2.4 Phase 4 — Privacy Certificate Issuance

Total pLSAB is converted to (g, 0)-DP via Corollary 1 (Equation 4) for HIPAA
reporting:

€LSAB = Pcap +2- \/pcap ’ 10g(1/6) (22)

The tightness of A8 ensures that e1saB < €global for all depths L > 1, with improvement

growing with depth.

4. Results and Discussion

This section details the experimental implementation to ensure reproducibility, by

providing comprehensive hardware and hyperparameter specifications.

Table 2. Hardware and Software Configuration

Component Specification
GPU NVIDIA A100 40GB % 2 (NVLink)
CPU Intel Xeon Gold 6248R, 48 cores @ 3.0 GHz
RAM 256 GB DDR4 ECC
Storage 2 TB NVMe SSD (dataset + checkpoints)
OS Ubuntu 20.04 LTS
Framework PyTorch 2.1.0, CUDA 12.1, Opacus 1.4.0
Python 3.10.12 (Anaconda distribution)

Table 3. Hyperparameter Settings for All Experiments

Hyperparameter Value Remarks

Optimizer AdamW B1=0.9, B=0.999, e=1e-8

Learning Rate 1x1073 (initial) Cosine annealing schedule

Batch Size 256 (PTB-XL), 32 Patient-level; larger batches
(OhioT1DM), 128 (MIMIC-III) | improve DP noise calibration

Number of 100 (PTB-XL, MIMIC-III), 150 | Early stopping with patience = 15

Epochs (OhioT1DM) on validation MSE

Weight Decay 1x107* L2 regularisation
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Gradient Clip Layer-specific Ci = Ajfieht Replaced global clipping of

Norm standard DP-SGD

Latent Dimension | 32 Consistent across all architectures

Dropout Rate 0.1 Applied after each activation in
encoder/decoder

Batch Enabled (momentum=0.1) Used in convolutional, residual,

Normalisation and stacked AEs

Privacy Opacus PRV Accountant Per-layer noise tracked

Accountant independently

Random Seeds 42,123, 256, 512, 1024 5 seeds for stability analysis

Standard DP-SGD (Opacus 1.4.0) was extended to support layer-adaptive clipping. Per-

sample gradients were computed using functorch's vmap, clipped per-layer at the respective

threshold C; = A" computed during Phase 2, and then perturbed with Gaussian noise scaled

to or* before aggregation. The privacy budget was tracked using the PRV Accountant with

composition across layers at each step per Equation (21). Distributional profiling (Phase 1) was

performed on 1,000 randomly initialised model forward passes prior to DP training; this added

approximately 4.2 minutes of setup time, independent of dataset size.

All experiments are deterministic conditioned on the fixed random seed. Model

checkpoints, profiling statistics, and per-layer noise schedules were logged using Weights &

Biases (wandb).

4.1 Experimental Evaluation

4.1.1 Datasets and Preprocessing

Table 4. MIoT Dataset Statistics for LSAB-zCDP Evaluation

Dataset Modality | Patients | Signal Length | Classes AE Architecture
PTB-XL 12-lead 21,799 | 10s/5,000 pts 5 ResAE (12L),
ECG ConvAE (10L)
OhioT1IDM | CGM + 12 72 h/ 864 pts | Continuous | Stacked AE (8L),
Wristband VAE (6L)
MIMIC-IIT | ECG + 4,000 |30s/3,750pts | 3 streams | TransAE (8L),
Wave ABP + ConvAE (10L)
PPG

Window size T = 256 samples; latent dimension d = 32.
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Preprocessing followed a standardised pipeline. PTB-XL ECG signals were band-pass
filtered (0.5-40 Hz, 4th-order Butterworth); 256-sample windows were extracted with 50%
overlap and z-score normalised per lead. Class imbalance was addressed via stratified SMOTE
oversampling within the training partition only. OhioT1DM CGM traces were interpolated at
S-minute intervals; glucose values were normalised to [0, 1] using the physiological range [40,
400] mg/dL. MIMIC-IIT Waveform signals were resampled to 125 Hz (ECG), 62.5 Hz (ABP,
PPG), and independently z-score normalised. A patient-level 70/15/15 split was enforced to

prevent data leakage; privacy budget accounting covers the training partition only.
4.1.2 Performance Comparison

Table 5 presents comprehensive results at € = 1.0 (5 = 107°), 12-layer ResAE on PTB-
XL. LSAB-zCDP achieves AUC-ROC of 0.891—17.1% above the strongest DP baseline
(zCDP Naive, 0.761)—reconstruction MSE of 0.0141 (59.5% reduction vs. Pure DP), and
consumes only p =0.312 versus p = 0.437 for zCDP Naive—a 28.6% budget saving. The MIA
adversary advantage of 0.502 is statistically indistinguishable from random (p = 0.58, z-test).

Table 5. Performance Comparison of LSAB-zCDP with DP Baselines at € = 1.0

Method AUC- MSE Arz p MIA Tightness
ROC Bound | consumed Adyv.
No-DP AE 0.974 0.0058 N/A N/A 0.784 N/A
Pure DP (Global 0.694 0.0348 0.841 0.501 0.568 0.214
Lip.) (loose)
RDP Loose 0.761 0.0261 0.698 0.461 0.541 0.214
Bound (loose)
zCDP Naive 0.784 0.0228 0.641 0.437 0.511 0.214
(loose)
DP-BERT 0.801 0.0211 0.587 0.421 0.508 0.281
Adaptive (heuristic)
DP-FedAvg 0.763 0.0248 0.641 0.448 0.519 0.214
(loose)
LSAB-zCDP 0.8911 |0.0141% | 0.2137F 0.3127 0.502% 0.978
(Proposed)T (tight)

T Best among all DP methods. T p <0.01 (Wilcoxon signed-rank test) vs. zZCDP Naive.
Tightness Ratio = A_1"tight/A 1"global at 1 = 12.
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(a) ReLU Activation — Sensitivity Bound Comparison (b) GELU Activation — Sensitivity Bound Comparison
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Figure 1. Layer-wise {2-Sensitivity Comparison for ReLU and GELU Activations

The figure 1 illustrates how LSAB-zCDP's tightness advantage compounds with depth.
For both ReLLU and GELU activations, the gap between LSAB-zCDP and all baselines widens
at every layer, reflecting the geometric accumulation predicted by Theorem 4. The slower

growth rate under LSAB-zCDP means substantially less noise is required as networks grow
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Figure 2. Privacy—Utility Trade-Off across € Values on MIoT Datasets
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Across the full range of privacy budgets tested, LSAB-zCDP maintains a consistent

advantage over all DP baselines as shown in Figure 2. The advantage is largest at stringent

budgets (¢ < 1.0), where the noise reduction from tight bounds has the most impact on model

utility. At relaxed budgets (¢ > 5.0), all methods converge toward the No-DP ceiling.

4.1.3 Sensitivity Bound and Composition Analysis

Table 6. Sensitivity Bound Comparison Across Activations and Depths

Activation | Depth | Global Lip. | RDP Loose | LSAB AL Tightness | Budget

L AL AL Ratio Saving
ReLU 4 0.184 0.152 0.121 0.658 12.4%
ReLU 8 0.412 0.341 0.194 0.471 19.1%
ReLU 12 0.841 0.698 0.213* 0.253 22.3%*
GELU 4 0.198 0.161 0.118 0.596 18.2%
GELU 8 0.481 0.388 0.181 0.376 28.4%
GELU 12 0.891 0.724 0.178* 0.200 32.1%*
SiLU 12 0.864 0.712 0.198* 0.229 27.8%%*

* Maximum tightness at depth 12 per activation. Budget Saving = 1 — (LSAB

o_required / Global Lip. 6_required)?. Savings compound with depth due to Theorem 4.
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Figure 3. zCDP Budget Growth and Noise Scaling Versus Network Depth

In Figure 3, the left panel demonstrates that LSAB-zCDP's tight bounds allow

substantially deeper networks to be trained under the same total privacy budget. The right panel

shows that the noise level required by LSAB-zCDP grows significantly more slowly with depth
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than all baselines, directly explaining the utility advantage at deeper architectures shown in

Table 5.

(a) Local Lipschitz Constants by Activation (b) Tightness Ratio of LSAB-zCDP vs, RDP Loose Bound
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Figure 4. Local Lipschitz Behavior and Tightness Ratio across Input Range and Depth

The left panel in figure 4 visualises the distributional advantage: ReLU's derivative is
exactly zero for negative inputs (shaded region), yet the global bound assigns Lipschitz
constant 1 uniformly. GELU has derivative below 0.6 for most of the practical input range. The
right panel confirms the monotonically decreasing tightness ratio with depth, as predicted by

Theorem 4.
4.1.4 Depth and Architecture Analysis

Table 7. Cross-Architecture Performance Evaluation of LSAB-zCDP

Architecture AUC- MSE | p used AL Tightness vs. zCDP
ROC Naive

Stacked AE (8L, 0.878 0.0158 | 0.298 0.194 0.471 +10.8%
ReLU)
Conv AE (10L, 0.891 0.0141 | 0.312 0.213 0.413 +17.1%
ReLU)
ResAE (12L, 0.901* | 0.0128* | 0.298* | 0.178* 0.200 +19.4%%*
GELU)*
Transformer AE 0.884 0.0148 | 0.281 0.188 0.391 +21.2%
(8L, SiLU)
VAE (6L, GELU) 0.871 0.0171 | 0.261 0.162 0.521 +12.1%

* Best architecture. All improvements statistically significant (p < 0.01, Wilcoxon).

Transformer AE benefits from peaked-attention tightening per Equation (20).
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Figure 5. AUC-ROC and Noise Strategy Comparison Across AE Depths

In figure 5, the left panel confirms LSAB-zCDP's graceful depth scaling, a direct

consequence of the compounding tightness advantage. The right panel shows that the Pareto-

optimal noise allocation provides an additional utility boost beyond the sensitivity tightening

alone, demonstrating the independent value of the noise allocation theorem (Theorem 5).

4.1.5 Ablation Study

Table 8. Ablation Study of LSAB-zCDP Components

Model Variant AUC- MSE A1z p Budget Saving
ROC consumed

LSAB-zCDP (Full) 0.891 0.0141 | 0.213 0.312 28.6%
w/o Local Lipschitz (global | 0.817 0.0224 | 0.641 0.399 8.7%
only)
w/o Inter-layer Correl. 0.846 0.0181 | 0.312 0.351 19.7%
Correction
w/o Pareto Noise 0.861 0.0168 0.213 0.312 28.6% (same p)
Allocation (uniform)
w/o BatchNormy 1(y=1) 0.871 0.0158 | 0.284 0.331 24.3%
zCDP Naive (all removed) 0.784 0.0228 | 0.641 0.437 0.0% (baseline)

Budget Saving = 1 — p LSAB/p Naive. Removing local Lipschitz causes the largest

degradation. Pareto allocation improves MSE by 6.7% at identical p = 0.312 vs. uniform.
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Figure 6. Ablation Impact of LSAB-zCDP Components on Performance and Privacy

The ablation in figure 6 confirms that each component of LSAB-zCDP contributes

independently to performance improvement. The local Lipschitz tightening dominates,

followed by inter-layer correlation correction, batch normalisation compression, and Pareto

noise allocation. The right panel validates that benefits are not architecture-specific artefacts.

4.1.6 Random Seed Stability Analysis

Table 9. Random Seed Stability Analysis of LSAB-zCDP and Baselines

Method AUC-ROC Mean AUC-ROC Std Dev | CV (%)
zCDP Naive 0.784 +0.011 1.40%
DP-BERT Adaptive 0.801 +0.009 1.12%
LSAB-zCDP (Proposed) 0.891 +0.008 0.90%

CV = Std Dev / Mean x 100%. LSAB-zCDP exhibits lower variance (CV = 0.90%)

than all baselines, attributable to reduced noise injection providing a smoother loss landscape.
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The training time analysis as depicted in figure 7 demonstrates that LSAB-zCDP's
additional computational cost from Phase 1 distributional profiling is modest and scales
linearly with dataset size. The MIA results confirm that reduced noise injection does not
weaken empirical privacy — the tighter bounds correctly calibrate noise to the minimum

necessary for formal DP, without over- or under-protecting.

5. Conclusion

In this paper, we introduce LSAB-zCDP, a framework for layer-wise sensitivity
analysis of Deep Autoencoders-based Medical Internet-of-Things (MIoTs) in terms of Zero-
Concentrated Differential Privacy. Our technique replaces the global Lipschitz-based
sensitivity approximation approach with the distribution-aware local one and accounts for
inter-layer propagation effects to achieve more accurate privacy bounds. Furthermore, we
devise Pareto-optimal noise allocation policy within the same zCDP privacy budget which
allows us to boost privacy-utility trade-off efficiency without violating the formal privacy
guarantees. Our empirical studies conducted on different physiological datasets (PTB-XL,
OhioT1DM, MIMIC-III Waveform) prove that our proposed technique is highly effective.
Namely, at € = 1.0, LSAB-zCDP achieves AUC-ROC of 0.891, which is 17.1% better than the
most advanced DP baseline (AUC-ROC = 0.761) while providing the reconstruction error of
0.0141 which is a 59.5% improvement over plain DP solution. Besides, our technique reduces
zCDP budget consumption from p = 0.437 for zCDP Naive to p = 0.312, resulting in 28.6%
efficiency gain. Architecture-agnostic experiments showed improvements from 10.8% to

21.2% for stacked, convolutional, residual, and Transformer-based autoencoders.
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