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Abstract 

The increasing adoption of social media platforms has increased the incidences of 

cyberbullying which poses serious problems in terms of user security, psychological safety and 

effective content moderation on the internet. This paper presents VeriSphere which is an 

intelligent cyberbullying detection framework that incorporates NLP with the use of the 

XGBoost classifier for identifying cyberbullying at an early stage. The proposed system uses a 

robust preprocessing pipeline that consists of text normalization, tokenization, stop-word 

removal, lemmatization and TF–IDF feature extraction to derive discriminating features for 

classification purposes. XGBoost classifier is used to classify abusive content from non-abusive 

texts in an efficient way and with good generalization through the use of regularization. In 

addition, automatic notification system sends emails to administrators as soon as cyberbullying 

is identified. Experiments have shown that the proposed system can classify cyberbullying 

cases with 92.84% accuracy, 91.76% precision, 92.31% recall, 92.03% F1-score and 93.90% 

ROC-AUC which indicate high performance and good discrimination ability. 

Keywords: Cyberbullying Detection, Natural Language Processing (NLP), XGBoost 

Classification, TF–IDF Feature Representation, Automated Content Moderation, Real-Time 

Text Analytics.    
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1. Introduction 

Due to rapid growth of social media, digital communication was revolutionized in a 

way that now allows millions of users to share their views, ideas and experiences by using 

posts, comments and messages. Though these platforms provide global connections and 

information sharing opportunities, but unfortunately cyberbullying, hate speech and harassment 

through these platforms are becoming very common. Spread of such abusive and offensive 

content is posing many challenges to user safety, mental well-being and quality of digital 

community. The victims of cyberbullying usually suffer from anxiety, depression and social 

isolation, while growing number of user generated content makes it increasingly difficult to 

perform moderation. Therefore, creation of intelligent systems that are able to detect harmful 

content automatically is becoming highly important. 

Several researchers have explored the topic of automatic detection of cyberbullying 

through rule-based filtering, traditional machine learning techniques, deep learning systems, 

and transformer language models. Traditional machine learning techniques have shown 

adequate results in combination with properly constructed textual features, while deep learning 

models and contextual language models have shown significant improvement in semantic 

analysis and classification. However, the current methods continue facing a number of 

difficulties, which include inability to comprehend the nuances of the context, sarcasm, slang, 

and newly emerging online languages. Moreover, many advanced deep learning systems 

demand substantial computational power, huge amounts of labeled data, and lengthy training 

time, thus making the implementation of such systems impractical for social media monitoring 

on a large scale. 

In view of these challenges, the work describes VeriSphere, an intelligent system for 

early detection of cyberbullying in social media based on NLP and XGBoost classifier. The 

described system uses a systematic text preprocessing pipeline to convert unstructured 

information from social media into feature representation and, thus, perform efficient 

classification of bullying and non-bullying texts. XGBoost integration enables efficient 

learning, high generalization capability, and good predictive accuracy at low computational 

costs. Apart from identifying instances of cyberbullying, the described system also allows for 

automated moderation of social media based on monitoring and notifications about harmful 

actions in online environment. The described system offers a scalable and computationally 
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efficient approach for practical social media applications and its efficiency is demonstrated by 

experimental evaluation.  

2. Related Works 

The emergence of social media sites has greatly contributed to the increase in textual 

content created by users, thus making the automated identification of cyberbullying and hate 

speech an interesting area of research within NLP. Several recent studies have widely covered 

machine learning and deep learning techniques that are used for identifying abusive language, 

offensive text, and cyber harassment. Feature engineering-based techniques like Bag of Words, 

TF IDF, and lexically based features together with classifiers such as SVM, Naïve Bayes, and 

Logistic Regression were used traditionally for this purpose. Even though these techniques 

have shown promising classification results, their effectiveness was highly hindered by the lack 

of contextual information and failure to understand semantic relations of textual data [1], [2], 

[10]. 

Deep learning has seen several developments that include the utilization of 

convolutional neural networks, recurrent neural networks, and attention mechanisms for better 

feature representation and contextual language modeling. There have been various research 

works in combining convolutional neural networks with bidirectional recurrent neural networks 

to enable the capturing of both local and sequential features of texts in order to enhance the 

detection of implicit hate speech and abusive language. Contextual language models and word 

embeddings have also made contributions to the increased performance of classification 

through enhanced semantic representation of textual data. Furthermore, explainable artificial 

intelligence has been employed in hate speech detection algorithms to ensure that the process 

becomes more transparent. However, deep learning methods still rely on significant computing 

power, large-scale labeled data sets, and more time for inference [3], [4], [5], [6]. 

Multilingual analysis, contextual understanding of language and multimodal analysis 

of content have been incorporated in the recent research efforts in order to cater to the diversity 

in the nature of cyberbullying on various social media platforms. Detection systems that are 

able to process multiple languages and mixed languages have shown greater resilience against 

regional language variations. Additionally, the use of multimodal data has enabled greater 

recognition of abusive content present within memes and multimedia posts. Even though the 

above approaches have provided increased efficiency in the detection process, they have also 
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added complexity to the task. Thus, there is a requirement for an approach that can be highly 

computationally efficient, scalable and easily interpretable so that cyberbullying can be 

detected from text content efficiently. This research problem has motivated the development of 

the proposed VeriSphere framework which combines natural language processing techniques 

with the xgboost classifier for efficient and reliable detection of cyberbullying [7], [8], [9], [10]. 

3. Methodology 

The proposed VeriSphere framework aims at identifying the cyberbullying posts on 

social media text using the combination of NLP and XGBoost Learning Framework. This 

framework works in transforming the unstructured textual data into useful features to achieve 

effective discrimination between bullying and non-bullying text with computational efficiency. 

The process can be better understood from the four interrelated steps involved as shown in 

Figure 1. These four steps include initialization of the framework, preparing the dataset and 

preprocessing, feature transformation and classification using XGBoost learning framework 

and finally automated prediction. 

3.1 Proposed Framework 

This suggested framework develops a processing pipeline comprising data acquisition, 

linguistic preprocessing, feature extraction, machine learning based classification and 

automatic moderation of the process. In the first place, textual data from social media websites 

is gathered and provided to the preprocessing component, wherein unnecessary symbols, 

duplicate data, and linguistic errors are eliminated for better data processing. Then, feature 

vectors for the processed text are created by applying NLP techniques, thus providing a 

semantic interpretation of the textual data. Then, these feature vectors are provided to the 

XGBoost classifier for learning discriminative decision boundaries between bullying and non-

bullying texts. Lastly, the prediction results are passed on to the notification module for the 

purpose of moderating offensive posts. The interaction between all these components is 

depicted in Figure 1. 
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Figure 1. Overall architecture of the proposed VeriSphere framework 

3.2 Dataset Description 

The VeriSphere approach was formulated and assessed using the Toxicity Parsed 

Dataset, which is sourced from the freely accessible Kaggle Cyberbullying Dataset archive 

[11]. This dataset has a collection of 159,686 labelled social media posts in the form of text, 

and therefore, it provides appropriate input data for training the supervised cyberbullying 

model. Each of these social media posts is labelled with a class label of either non-bullying (0) 

or bullying (1) nature, allowing the suggested approach to develop linguistic features for 

classification of binary texts. The dataset contains a wide variety of online communication 

types, namely, toxic, abusive, offensive, and normal text conversations. 

Table 1. Characteristics of the cyberbullying dataset 

Parameter Description 

Dataset Name Toxicity Parsed Dataset 

Dataset Source Kaggle Cyberbullying Dataset Repository [11] 
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Domain Social Media Text 

Data Format CSV 

Language English 

Total Samples 159,686 

Non-Bullying Samples 144,324 

Bullying Samples 15,362 

Classification Type Binary Classification 

Input Feature Text 

Train–Test Split 80%: 20% 

Training Samples 127,749 

Testing Samples 31,937 

Feature Representation TF–IDF 

Classification Algorithm XGBoost 

The dataset was analyzed before building a model to make sure that it is consistent and 

of high quality. The duplicates and missing records were eliminated from the dataset, but the 

textual information was left in its original form to be used for further Natural Language 

Processing-based (NLP-based) pre-processing. In order to provide an unbiased estimation of 

the model’s performance, the dataset was split into training set (80%) and test set (20%), which 

would enable XGBoost Classifier to learn linguistic features. Table 1 describes the 

characteristics of the datasets used.  

The text preprocessing stage involves cleaning up the raw text data from the social 

media platforms by eliminating noise and retaining valuable language data: 

𝑇𝑝 = 𝑓(𝑇𝑟) (1) 

where, 

• 𝑇𝑟 = Raw textual content collected from social media platforms.  

• 𝑇𝑝 = Preprocessed textual data after cleaning, tokenization, stop-word removal, 

and lemmatization.  

• 𝑓(⋅) = Text preprocessing function that transforms noisy input into normalized 

textual representations.  
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3.3 NLP Feature Representation and XGBoost Classification 

Post data preprocessing stage, the cleaned-up text data is converted into numeric feature 

vectors using Natural Language Processing based feature representation method. In the chosen 

representation method, the emphasis is given to each term based on its frequency in the 

document as well as the entire corpus, hence focusing on discriminative terms related to abusive 

behavior. 

𝑇𝐹𝐼𝐷𝐹(𝑡, 𝑑) = 𝑇𝐹(𝑡, 𝑑) × log (
𝑁

𝐷𝐹(𝑡)
) (2) 

where, 

• 𝑇𝐹𝐼𝐷𝐹(𝑡, 𝑑) = Weight of term 𝑡 in document 𝑑.  

• 𝑇𝐹(𝑡, 𝑑) = Frequency of term 𝑡 in document 𝑑.  

• 𝐷𝐹(𝑡) = Number of documents containing term 𝑡.  

• 𝑁 = Total number of documents in the corpus.  

• 𝑡 = Individual textual term.  

• 𝑑 = Social media document or post. 

 The feature vectors are then passed into the XGBoost classifier, which trains decision 

trees through gradient boosting. The algorithm improves its predictions iteratively while 

maintaining the complexity of the model using regularization. Equation (3) gives the 

optimization objective of the algorithm, whereas Equations (4) - (5) define the regularization 

and prediction functions for the algorithm. 

The objective function formulation considers minimizing the prediction loss while 

keeping the model complexity under control through regularization: 

ℒ = ∑  

𝑛

𝑖=1

 𝑙(𝑦𝑖, 𝑦̂𝑖) + ∑  

𝐾

𝑘=1

 Ω(𝑓𝑘) (3) 

where, 

• ℒ = Overall objective function.  

• n = Total number of training samples.  

• 𝑦𝑖 = Actual class label of the 𝑖𝑡ℎ sample.  

• 𝑦̂𝑖 = Predicted class label of the 𝑖𝑡ℎ sample.  
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• 𝑙(𝑦𝑖, 𝑦̂𝑖) = Classification loss function.  

• 𝐾 = Total number of boosted decision trees.  

• 𝑓𝑘 = Decision tree generated during the 𝑘𝑡ℎ boosting iteration.  

• Ω(𝑓𝑘) = Regularization term controlling model complexity. 

The regularization term is introduced in order to lower model complexity and increase 

the generalization ability of the classifier: 

Ω(𝑓) = 𝛾𝑇 +
1

2
𝜆 ∑  

𝑇

𝑗=1

 𝑤𝑗
2 (4) 

where, 

• Ω(𝑓) = Regularization penalty.  

• 𝛾 = Penalty coefficient controlling tree complexity.  

• 𝑇 = Number of terminal (leaf) nodes in the decision tree.  

• 𝜆 = L2 regularization coefficient.  

• 𝑤𝑗 = Weight assigned to the 𝑗𝑡ℎ leaf node. 

The final output is derived by averaging the results computed by all of the boosted 

decision tree: 

𝑦̂𝑖 = ∑  

𝐾

𝑘=1

 𝑓𝑘(𝑥𝑖) (5) 

where, 

• 𝑦̂𝑖 = Predicted output for the 𝑖𝑡ℎ social media post.  

• 𝑥𝑖 = Feature vector of the 𝑖𝑡ℎ input sample.  

• 𝐾 = Total number of boosted trees.  

• 𝑓𝑘(𝑥𝑖) = Prediction generated by the 𝑘𝑡ℎ decision tree. 

             The use of TF–IDF feature representation along with XGBoost classification represents 

an efficient way to detect cyberbullying in textual data. Feature extraction allows capturing 

important linguistic information in the text, whereas XGBoost is capable of learning the data 

dependencies due to the ensemble learning algorithm implemented in the model. The described 

approach can be used for practical purposes, as it provides a highly accurate and stable way to 

analyze large amounts of unstructured data from social networks. 
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Algorithm 1. Proposed VeriSphere framework for early cyberbullying detection 

Input: Social media textual posts (D) 

Output: Cyberbullying prediction (Bullying / Non-Bullying) 

Step 1. Load the cyberbullying dataset D. 

Step 2. Split D into training and testing sets. 

Step 3. For each text sample in D: 

      a. Perform text cleaning and normalization. 

      b. Remove URLs, punctuation, and special characters. 

      c. Convert text to lowercase. 

      d. Apply tokenization. 

      e. Remove stop words. 

      f. Perform lemmatization. 

Step 4. Transform the preprocessed text into TF-IDF feature vectors. 

Step 5. Train the XGBoost classifier using the generated feature vectors. 

Step 6. Optimize the objective function with regularization. 

Step 7. Predict the class label for each testing sample. 

Step 8. Classify the text as Bullying or Non-Bullying. 

Step 9. Trigger notification/moderation for detected cyberbullying content. 

Step 10. Return the final prediction results. 

 

4. Results and Discussion 

4.1 Automated Cyberbullying Detection and Email Notification 

The suggested VeriSphere system analyzes the social media messages in real-time 

through the combination of Natural Language Processing with the XGBoost classifier to detect 

any cases of cyberbullying. Once the message is submitted in the form of the text, the 

preprocessing step gets rid of all unnecessary symbols, standardizes the text, and creates TF-

IDF feature vectors for discrimination purposes. Depending on the prediction results, the 

system decides whether the post contains bullying or not and initiates the necessary moderation 

process instantly. 
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After classification, the notification process is initiated in case the detected information 

turns out to be cyberbullying in nature. The notification module generates an email notification 

of the abusive content and forwards it to the authorized administrator. This helps in taking any 

necessary action as soon as possible. The inclusion of intelligent text classification along with 

automated notifications increases the practical implementation of the proposed system in social 

media networks. Figure 2 shows the email notification produced by the proposed framework 

when cyberbullying is detected. This notification will contain the detected message and proof 

that cyberbullying was successfully detected. Through such notifications, social media 

administrators will be able to monitor abusive messages and moderate them accordingly. The 

automated notification system will enhance the effectiveness of the whole framework. 

The detailed execution process of the proposed VeriSphere framework is depicted in 

Algorithm 1. The algorithm includes all the steps involved in data set acquisition, pre-

processing, features generation, training of the XGBoost model, predicting cyberbullying, and 

sending notifications. It serves as a complement to the above mathematical formulation through 

provision of an algorithmic representation of the execution process of the proposed framework. 

 

Figure 2. Automated cyberbullying detection and email notification  
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4.2 Quantitative Performance Evaluation 

The performance of the suggested VeriSphere framework was evaluated through 

quantitative metrics of the binary classification, such as Accuracy, Precision, Recall, F1-score, 

and ROC-AUC (Receiver Operating Characteristic – Area Under the Curve). This is because 

these metrics evaluate the effectiveness of the framework concerning its predictive capabilities 

from the point of view of overall accuracy, quality of positive predictions, detection rate of 

cyberbullying events, balance of Precision and Recall, and discrimination power of the 

classifier at various decision thresholds. The results of the evaluation are presented in Table 2. 

Table 2. Performance evaluation of the proposed VeriSphere framework 

Performance Metric Value (%) 

Accuracy 92.84 

Precision 91.76 

Recall 92.31 

F1-score 92.03 

ROC–AUC 93.90 

 

As shown in Table 2, the suggested VeriSphere model performs remarkably well when 

evaluated against all the considered measures. The results show a consistent ability to 

discriminate between posts containing cyberbullying and those free of such behavior with low 

false positives, high sensitivity to abusive content, and an appropriate balance between 

precision and recall measures. The ROC–AUC score further corroborates the excellent 

discriminative ability of the model as a result of applying the NLP preprocessing, TF–IDF 

features, and XGBoost classifier. 

4.3 Receiver Operating Characteristic (ROC) Analysis 

Additionally, the classification ability of the proposed VeriSphere method was further 

analyzed using the ROC curve. The ROC curve analysis assesses the classification performance 

of the NLP and XGBoost algorithm at different decision threshold values and offers an overall 

evaluation of its capacity to discriminate between cyberbullying and normal social media posts. 

The ROC analysis serves as an additional assessment method for the classification output, 

which shows how the true positive rate is traded against the false positive rate during the 

prediction process. 
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Figure 3 reveals that the ROC curve stays very close to the upper left corner of the 

graph, showing very good class separability. High changes in the true positive rate with 

minimal changes in the false positive rate is a result of the good discrimination of the textual 

features by the preprocessing step of the NLP and TF-IDF approach. In addition to this, gradient 

boosting algorithm used by the XGBoost classifier helps the model learn complex boundaries 

within the language. 

 

Figure 3. ROC curve of the proposed VeriSphere framework 

These results show that the suggested approach possesses reliable predictive behavior 

at various threshold values and does not experience degradation of classification consistency. 

The smooth behavior of the graph shows that the algorithm demonstrates a good balance 

between the sensitivity and specificity in identifying cyberbullying. Consequently, the 

proposed approach will be able to minimize unnecessary labeling of the content while 

providing dependable detection of abusive patterns in texts. Thus, these results prove that the 

proposed VeriSphere system is a computationally effective approach for cyberbullying 

detection and social media content moderation. 

4.4 Discussion 

Based on the results of the experiment, it is possible to conclude that the VeriSphere 

approach suggested for detecting cyberbullying is successfully combining NLP techniques with 

the XGBoost classifier providing an effective and computationally efficient solution to the 
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problem. With the help of the pipeline of text preprocessing steps (text normalization, 

tokenization, stop-words filtering, lemmatization, TF–IDF features), the level of noise in texts 

is reduced, while linguistic information remains unchanged. As a result, the XGBoost classifier 

is able to detect patterns corresponding to abusive language with high generalization capability 

due to ensemble learning and regularization techniques. 

Moreover, the ROC analysis clearly indicates that the consistency of the classification 

process is maintained across various decision levels, and hence the efficiency and reliability of 

the proposed model can be observed. While comparing with the more complex methods of deep 

learning, the proposed approach provides a relatively simpler framework in terms of 

computational complexity, fast inference, and implementation. The incorporation of automatic 

email notification also makes the framework more practical for the detection of cyberbullying 

because of its ability to moderate such posts in time. 

5. Conclusion and Future Work 

VeriSphere, an intelligent cyberbullying detection system, was developed in this study. 

VeriSphere consists of a combination of NLP methods with XGBoost classifier for early 

detection of abusive contents on social networks. The proposed system consists of 

comprehensive text preprocessing, TF–IDF feature representation, and ensembles to precisely 

differentiate between bullying and non-bullying content with good predictive performance and 

high computation efficiency. VeriSphere achieved 92.84% accuracy, 91.76% precision, 

92.31% recall, 92.03% F1-score, and 93.90% ROC–AUC which clearly shows the 

effectiveness and efficiency of the proposed system. In addition to this, the inclusion of an 

automated email alert mechanism increases the practicality of the system for timely moderation 

of online toxic behavior without putting much manual effort into it. Thus, it can be said that the 

proposed system provides an effective and reliable solution for real-time cyberbullying 

detection on social media platforms. The future research efforts are aimed at extending the 

framework for supporting multiple languages and code-mixed text using transformer-based 

language models for better context comprehension, multimodal cyberbullying detection using 

visual text, and developing adaptive learning algorithms that identify evolving cyberbullying 

patterns with computational efficiency for large scale real-time deployment. 
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