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Abstract: Storage and processing of information is the major application of big data analytics. Internet of Everything (IoE)
is the smart connection between people, data, things and processes. This paper studies the available frameworks used for
developing secure Internet of Everything with big data analytics. Big data is a collection of data generated from the sensors
embedded in the surrounding physical objects. This information can be used for analysis of the surroundings and
development based on the inference. Internet of Everything uses this data for automation of the electronic equipment in the
surrounding environment. However, with the increasing level of automation, the vulnerability to attack also increases. This

paper presents a detailed analysis of big data analytics that is used for developing a secure internet of everything.
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1. INTRODUCTION

One of the prominent application of cloud computing includes big data storage and processing [1]. With the
progress of paradigm like Internet of Everything, person to machine, machine to machine and person to person
communications are established. However, it is essential to converge the IoE systems along with big data for
software processing. In IoE, several sensors are used for accumulation of data. Big data analytics is used for
gathering, combining and applying the data to improve the quality of living [2]. It is essential to ensure privacy

and safety while doing this process.

Figure 1 represents Gartner’s Hype Cycle of Emerging Technologies for the year 2014. IoT and Big Data
technologies are in the peak of inflated expectations and are expected to sustain for the next 5-10 years. IoE

generates huge volumes of diverse digital data. Big Data Analytics tools can assist in efficient storage,
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management and analysis of this data. It is essential to combine big data analytics with IoE as IoE by itself
cannot deal with the complete interaction between its subsystems and extract the meaning from the data. IoE
platforms are scalable, easy to use, offer flexibility for deployment, clear system architecture and has user

interface that are developer-friendly.
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Figure 1. Gartner's 2014 Hype Cycle for Emerging Technologies.
(Source:https://www.gartner.com/en/documents/2809728/hype-cycle-for-emerging-technologies-2014)

2. BIG DATA ANALYTICS

The rapid advancement of digital data has led to the evolvement of the term ‘Big Data’ [5]. The information
is analysed and put to use in such a way that it improves decision making, productivity and facilitates
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innovation. Big data is defined by Gartner as “...high volume, velocity and variety information assets that
demand cost-effective, innovative forms of information processing for enhanced insight and decision making”.
Big data analytics offers multiple advantages like cost reduction, speed, better decision making, ability to

develop new products and services.

Figure 2 represents the major features involved in Big Data Analytics. The voluminous data generated is
vulnerable to security breaches. It is essential to secure this data. Data has to be secured at every level from
source, transfer, storage to output. Alvaro et al. [17] discussed about the advances and challenges in big data
analytics and applying the technology for security. Big data can be easily applied for fraud detection in case of

credit card usage. Due to continuous increase in the size of data, data provenance issue occurs. Data mining
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without notification or permission is a challenge to the safety of the data. The cluster-based property of the

platform is another factor that makes big data vulnerable.

Predictive
Analytics

Figure 2. Big Data Analytics

In order to overcome these security issues, several technologies have been applied, tested and is being
improvised. Some of the notable technologies for securing big data analytics include encryption, centralized key
management, user access control, intrusion detection and prevention and physical security. Certain companies
like Thales, IBM, Cloudwick, Logtrust and so on provide data security as an exclusive service. Big data is

classified into three categories namely structured data, semi-structured data and unstructured data [18].

Analytic techniques used in big data includes HADOOP, MapReduce, HDFS, Hive, HCatalog, HBase, PIG,
Mahout, Cassandra, In-Memory, NOSQL and so on. Big data architecture must satisfy certain high-level
requirements such as sophisticated tools for analytics, query options, flexible storage and reliable data
assimilation. Timeliness, accuracy, data organisation and relevance are the significant dimensions in machine
learning. Privacy protection can be provided in big data using techniques like encryption, authentication,

metadata, tagged data, unstructured distribution, anonymization, tracing and ensuring rules and legality.

3. INTERNET OF EVERYTHING

IoE depends on data, process, people and things connected together and to the internet [12]. It influences
the lives of people, industrial processes and businesses. Real time information accumulated from various sensors
are interlinked and applied to people-centred automated processes [14]. IoE assists in attainment of social and

economic goals, environmental sustainability and public policy goals. It is also used in smart grid, traffic control
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and planning, automation, e-leaning, remote monitoring, fossil fuel mining and various other industries. Google
reports over 346 hundred thousand entries for “IoE data sources” and 33.4 million entries for “loT data sources”
in August 2018. “The Global Information Technology Report 2014: Rewards and Risks of Big Data" reports

generation of exabytes of data from IoE (People, Business, Government) every day.

An article on “Data Management in the Internet of Things (loT) Era: Common Policy Principles and Data
Handling Framework for Data Security and Privacy" [16] provides certain principles and points regarding
security and privacy issue of IoT related data. “1) Consumers should own their own data, 2) Data can drive
economic growth, and provide a multitude of societal and individual benefits, 3) Not all data is equally
sensitive, 4) Consumers must have confidence in how their data is used, stored, and transported, 5) Technology
is a significant part of the solution, and 6) A data-handling framework that categorizes different types of data
and associated management strategies is required to unlock the potential of IoE” are the significant principles

discussed.

Figure 3 represents the framework of Internet of Everything. It is a combination of people, things, data and
processes. This results in generation of billions of billions of information every day. Traditional techniques can
be used for management of data from IoE, but it may not prove to be efficient for data from all sources. Hence

research is being conducted for securing the data created by IoE.
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Figure 3. Internet of Everything (IoE)

General security measures in IoE can be taken by incorporating security at the design phase, avoiding
hardcoded credentials, including public key infrastructure (PKI) and digital certificates, Application
performance indicator (API) security, identity management, hardware security, strong encryption, network

security, network access control, proper monitoring of network segments to detect anomalies, security gateways,
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patch management and continuous software updates, integrating teams and providing proper consumer

education.

4. SECURING IOE WITH BIG DATA ANALYICS

The Internet of Everything connected device count may reach a hundred billion by the year 2020.
Voluminous data will be generated by IoE. Several issues and challenges may be associated with such data with
respect to information and communication technology (ICT). Big data analytics is essential for processing this
generated data and to put them to use [3]. Big Data is sometimes referred as facts that is collected regarding
reality. The generation of these facts is done by sensors implanted in physical articles that surround us. Larger
the information gathered, more it can be used for enhancing technology. Since monitoring and generating
information is a continuous process, it is essential to keep these devices active and connected to the internet
always to ensure uninterrupted updating of data to the server. This makes us vulnerable to attacks that can

damage the safety and security of the information.

Laney et al. [15] related big data to three words namely Velocity, Volume and Variety (3 Vs). Variability,
Veracity and Value of the data are also prominent properties of big data. It represents the rate of generation of
data, amount of data generated and that data is available in different forms respectively. Most of this big data is
stored on cloud platform. Even though this platform is supposed to be trustworthy and secure, several
companies use this data to study the browsing and purchase habits of the user. This can be a major privacy
concern for many users. The data is exposed to data leakage and security attack vulnerabilities. These data
breaches affect the reputation of high profile companies if not addressed properly. The technologies used for
Internet of Everything are not intended for communication security. This leaves the data as well as the network

vulnerable. This issue is addressed by Big Data analytics in many cases.

IoE generates big data that is accurate. The cyber-criminal attackers may even alter data in the IoE
environment leading to chaos and disorder. The increasing volume of huge amount of varied data represent the
generation of big data by IoE [5]. Gunasekaran et al. [6] presents an architecture implementing IoT and big data
for health care related applications with the help of Grouping and Choosing (GC) for security and Meta-Fog-
Redirection (MF-R) architecture for data collection, transfer and storage. Tasweef et al. [7] proposes the
combination of [oT, big data analytics and complex event processing techniques for solving the major issues in
dealing with data in healthcare industry. They suggested a holistic healthcare system that can perform operations
like drug detection, monitor patients from a remote environment, assist in health insurance settlement and

progress the clinical results.

Tanzim et al. [8] presented a three layered approach by integrating IoT, Cloud Computing and Big data

analytics. RandomForest classification algorithm is used which provides cyber-attack identification rate of up-to
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93.9% in composite environment. Dr.Norbert et al. [10] performed an analysis on big data and internet of things
and the growth of these technologies as a new software ecosystem. The paper reviews the platforms and

concepts used in IoT solutions that are driven by voluminous data.

5. CONCLUSION

This paper performs a thorough analysis on developing a secure Internet of Everything framework based on
big data analytics. It also gives an overview of the generation of big data from people, machines and sensors
involved in IoE. The connected and smart community concept is introduced. The application of these
technologies in smart cities, healthcare monitoring, industrial automation and several diverse fields and the
research done is presented. Future extension can be made by segregating the roles of big data in different
platforms like social media, business intelligence, data warehousing and so on. Data security during transfer

from IoE to cloud or other storage is also a major factor to be considered.
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