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Abstract: As the use of Internet-of-Things in day to lives increases, its connection with objects and use of sensors has increased 

in number largely. These objects are also integrated with the internet, enabling its application in many more complex systems. 

Though efforts have been implemented to protect the security management, there are some major challenges faced by system 

because of the limited resources, heterogeneity and complexity of the system. This gives way to detecting the various attacks 

by characterizing the IoT system. Using a novel architecture with appropriate components, we have proposed a prototype of 

our concept that is used to determine the performance of the system by means of real-time input from the industries by extensive 

experimentation.  
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1. Introduction 

Over the years, the era of Internet-of-Things has grown greatly and evolved in variety of domains with applications 

in various fields like industrial infrastructure and smart home networks with advancement in industrial evolution. 

The complexity involved in the IoT system is often not properly estimated in terms of system complexity, which 

has resulted in new challenges arising from security measures. However the discrepancies that the IoT systems 

face will further impact other devices that do not depend on Internet-of-Things. This means that even if a device 

is not dependent on IoT, it is still vulnerable to the attacks it receives from the ones that are already infected. The 

botnet which is used in Distributed DoS attacks [1] is an example of an IoT device which is compromised. It was 

the Mirai botnet [2] which caused the IoT devices to be vulnerable to attacks, making them unavailable for a long 

period of time on the internet platforms. Similarly, in the year 2019, over 4,00,000 devices were exploited by a 

botnet attack through many applications that functioned using online streaming. However, due to naïve 

implementation of the system, it is possible that all the devices that are connected with face a major threat when 

there is an attack. In fact, a single weak IoT device is all it takes to manipulate a wider network to which it is 

connected. Antiviruses [3], firewalls and intrusion detection systems [4] prove to be inefficient when it comes to 

attacks on IoT. Moreover these traditional protection methods are more specific to particular protocols and 

systems and as such will not be able to protect against the complex security attacks. The proposed work introduces 

a data mining approach which is used to detect the misbehaviours and other attacks and provide appropriate 

security measures for the IoT device. This methodology is suitable for heterogeneous protocols and platforms 

giving a solution that can be used for unsupervised datasets. Data is collected in a passive manner and will not 

cause any additional overloads when information is added to the network. The main aim of the proposed 

methodology is to detect false alerts and also give a proper analysis of security measures with a contextual 

environment. Data pre-processing methods and data mining techniques form the base for the proposed work. First 

the states that characterize the IoT system are identified by data pre-processing. When there is concrete way to 

define these states, it is then possible to have a complete analysis of IoT system without disturbing its pre-defined 

protocols. The proposed work is used to find attacks of security by exploiting the behavioural model. The outputs 

are recorded with ProM library and are analysed using a database of experiments.  

http://irojournals.com/iroismac/
https://doi.org/10.36548/jismac.2020.3.002


Journal of ISMAC (2020) 

Vol.02/ No.03 

Pages: 147-153 

http://irojournals.com/iroismac/ 

DOI: https://doi.org/10.36548/jismac.2020.3.002 

 

 
148 

ISSN: 2582-1369 (online) 

Submitted: 20.05.2020 

Accepted: 01.07.2020 

Published: 08.07.2020 

 
 

2. Related Works 

Though the aspect of using IoT devices has become a common agenda with growing interest, as their applications 

begin to expand, they become more vulnerable to major attacks. Many analytics methods infer the potential attacks 

based on the characterisation of data. In [5] the authors study the datasets generated from the smart cities which 

using many machine learning methodologies. Similarly in [6] authors have also designed methods to detect botnet 

behaviour based on analysis of IoT based devices that were attacked. The collected data is standardised as the first 

step followed by dividing it into two clusters [7]. The characterization aspect is done based on the clusters with 

highest data points. On the other hand, the cluster with smallest points is used for misbehaviour characterization 

[8]. Though this method will enable automation to a large level, it will not be able to give concrete conceptual 

data to aid security. Each and every data point is taken into consideration, without taking into account the previous 

states. In [9] the author has also experimented with the use of neural networks to address this criteria. The results 

obtained are complicated in nature and will not aid exploitation of security. Net models are generated by process 

mining method which has proven to have advantages in various fields, in comparison with other methods of 

mining. The output can be characterized for attempts at attacks and system failure based on the abnormalities of 

the sequence of the logs. It is also possible to collaborate these methods with machine learning for better results. 

In [10] the author proposes a PM based approach that can identify the patterns in the output and Machine Learning 

is used to assign the resources accordingly. Our proposed work exploits PM in order to secure [11] the IoT system 

which are limited with respect to resources and are heterogeneous and distributed in nature [12].  

3. Proposed Method 

The architecture of the proposed method is represented in Fig.1. There are three main blocks of the mining: a 

misbehaviour detection block, model building block and a data pre-processing block. Here the misbehaviour and 

model building blocks are dependent on the data pre-processing block. The input to the system is the runtime 

monitoring datasets as well as the training datasets fed from the previous block. The first step of the process would 

be to process the raw data and transform it into a usable refined data with the help of the data pre-processing 

block. This data is then transformed into behavioural models with the help of process mining algorithms. Based 

on the observed system, the petri nets are used to represent the behavioural models, resulting in two independent 

and disjoint sets. The first set represents the system’s states while the next set represents the event that brings 

about a change in the state. Boxes and Circles are used to represent the transitions and places.   
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Fig.1. Process Mining Architecture 

3.1 Building of behavioral models 

From the raw data, behavioural models are generated in the model building phase and this output is used as the 

refined data for the system. The proposed system is defined in such a way that it can adapt to the heterogeneity of 

platforms and protocols used by a typical IoT system. The phase initiates with the transformation of the raw data 

with the help of data preprocessing such that it can be used bythe process mining algorithm. Data pre-processing 

block and Process Mining block are the two crucial blocks of this category.  

3.1.1. Data Pre-processing block 

Data normalization, clustering and splitting together form the composition of data pre-processing block. This 

block gives freedom to observe and analyse the various states of the system. Each state is denoted by a ‘tuple’ of 

features such that in order for the tuples to belong to the same state, they must be equal. But it was found that this 

methodology was not apt enough to handle non-boolean and non-categorical features. Taking this into 

consideration, this data can be used directly to generate refined datasets while the other data can be process using 

clustering sub blocks and data normalization. At this junction, the data is re-scaled and integrated such that it can 

be compared.  
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 Data normalization sub-block: In this block, the different features of the datasets are re-scaled and 

integrated in order to ensure that they can be compared in the steps that follow. Based on the collected 

data, predictive security is analyzed for the given datasets. This can be expanded to showcase the distance 

between the data points. But this type of quantification will not be enough to normalize or scale the data 

in a proper and efficient manner. Hence the normalized parameters are saved in the database of the output 

such that they can be further used during the detection phase, ensuring that consistency is maintained.  

 Clustering Sub-block: In this block the data processed is first classified into cluster based on the system 

state. Clustering is a common methodology employed in the field of mining and can be used to decrease 

the total states that are used in the IoT system. Every tuple will be linked to a single cluster that will serve 

as the head. During detection phase, barycenter within the cluster, distance between normalized data and 

the barycenters are stored and exploited.  

 Splitting block: The traces of the clustering sub-block is split into n data subsets such that each subset 

corresponds to a particular duration of time. This type of process will aid in decreasing behavioural 

complexity of the system and also stops high characterization which might prevent detection attacks and 

misbehaviours.   

 

3.1.2 Process Mining Block 

Various subsets of the process mining block is used to develop the behavioural model. This is later used to find 

the deviations in the detection phase. A IoT system is said to be misbehaving when the models built with the 

subsets do not come close to the runtime data. In this work, we have taken into consideration inductive mining 

algorithm which has the ability to support the behavioural model such that they are a perfect match to the logs. 

There are three steps involved in organizing this algorithm: 

 For the refined data developed, a directly follow graph is formulated based on the logs of events. 

 Based on this graph, a process tree is formed using enough operators to disseminate the graph. 

 The events are further split along with the sublogs such that sub log S1 holds the elements of the event 

E1 while sub log S2 holds the elements of the event E2.  

 Till the elements in the event set is reduced to 1, the cut is executed in all the sub-logs. 

3.2 Detection of misbehaviors 

Detection of misbehavior in an IoT system involves observing and analyzing the data gathered during the runtime 

operation and comparing it with that of the proposed behavioural model that is built based on the proposal. Let us 

first take into consideration the metric which is used to quantify the discrepancies from the proposed model.  

 Deviation Quantification: The refined data is sent to the next block which quantifies the misalignment 

on comparison with the behavioral model. This process will help to determine the performance of the 

model and will also point out potential misbehaviours in the system. In this proposed work, we have used 

a refined dataset and behavior model to determine the output. The first step in this process would be 

synchronization of the events. This is possible when the movements of the dataset match that of the 

behavioural model. When log and model are not synchronized, the movement cost is 1 and if they are 

synchronized, then the movement cost is 1.  

 Detection Mechanism: The output of data pre-processing is sent to this block which is typically used to 

create sub-logs that hold information on state identifiers and timestamps. A constraint is imposed on the 

http://irojournals.com/iroismac/
https://doi.org/10.36548/jismac.2020.3.002


Journal of ISMAC (2020) 

Vol.02/ No.03 

Pages: 147-153 

http://irojournals.com/iroismac/ 

DOI: https://doi.org/10.36548/jismac.2020.3.002 

 

 
151 

ISSN: 2582-1369 (online) 

Submitted: 20.05.2020 

Accepted: 01.07.2020 

Published: 08.07.2020 

 
 

sub-blocks to confine the mechanism through normalization such that the distance between data point 

and cluster shouldn’t be more than the distance maintained at the building phase.  

4. Results and Discussion   

Based on the observation, we have taken into consideration different time splitting, normalization and clustering 

(birch, k-means). By changing the k-means clustering k parameter between the numbers 0.5 and 9.5 we can choose 

the value of epsilon to be between 0 and 1 while the birch value can be between 2 and 999. 

 

Fig.2 Detection Performance for Timesplit (25 seconds), Normalization, Clustering (k=8) 

The normalization techniques that we have used in this proposed work will not need specific parameterization. 

Time splitting when parameterized in a likewise pattern, the results obtained are very accurate during the 

misbehaviour detection and model building phases. Based on the observation and experimentation, we have found 

that at k=8 of k-means clustering, it is possible to obtain the best detection performances as shown in Fig.2. Based 

on the performance metrics, we can see that the detection threshold can be observed between 0 and 1.  Similarly 

Fig.3 depicts how IoT security can be characterized using the ROC curve.  
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Fig.3. ROC for Timesplit (25 seconds), Normalization, Clustering (k=8) 

5. Conclusion        

One of the crucial challenges in security is the means of protecting the IoT devices despite the limited resources 

that are available using their characterization through heterogeneous platforms and protocols. To overcome this 

challenge, the proposed work explores the use of process mining approach which can manage many protocols and 

devices in order to support the security force of the IoT system. This technique is combined with data pre-

processing methodology which can be used to characterize the IoT based system. Similarly behavioural models 

are developed with the aid of process mining such that they are adaptable to the heterogeneity of the devices as 

well as the protocols. They operate in such a way that they can observe the data at run time and identify potential 

attacks as well as misbehaviours. This paper presents a prototype which gives a solution to enhancing security of 

the IoT devices by exploiting ProM library. An elaborate experimentation is carried out and the observed output 

is recorded to evaluate the performance of our methodology.  
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