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Abstract

The Internet of Things (10T) is a paradigm that is rapidly growing in all important fields of
telecommunications. Cloud computing is a computing technique that provides a large amount
of storage space for data enhancement. The integration of 10T and cloud computing expands
storage space for a larger number of users while maintaining the data communication
between the different end users. By combining the computing and communication paradigms,
this integration produces an efficient result. The main disadvantage is security, which is the
most important issue nowadays. This review paper examines the various security issues and
potential solutions in the integration of 10T and cloud computing. This review work finalizes
light weight cryptography such as block cypher and authenticate cypher approaches, which

helps to improve data storage for efficient communication between multi users.
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1. Introduction

Internet of things is the most prominent technique for communication. It transmits the
data without the help of human, in human to human and human to machine interactions. The
term “thing” denotes the person, object, devices, sensors, Or any transponder that acts as a
medium. Based on the IP address, the network is connected to the thing, it makes an effective

communication.

Cloud computing is a technique which helps to store more data with a high number of
users. Cloud computing is categorized into four different types such as private cloud, public
cloud, hybrid cloud and multi cloud. The components of the cloud computing include the
following, which helps to provide the efficient solution for large storage space.
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e Server

e Database

e Data analytics
e Software

e Network

e Storage Space

Cloud computing is the most efficient technique and it provides a big shift in many
business models. The computing cost is very lesser and it does not require any installation of
software and hardware. This provides the high storage space with the help of servers.
Database helps to maintain the data in the server, and data analytics helps to search the data
in the server. Networking helps for a communication between the users. The integration of
loT and cloud computing provides the effective and efficient communication in many

domains such as medical, agricultural, industry, education and smart city.
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Figure 1. Integration of 10T and Cloud Computing

Figure 1 shows that the integration of 10T and cloud computing. 10T plays a vital role
in all major fields by providing an efficient communication between the end-to-end users.
The drawback included in the loT communication is storage and space requirements.
Integration of cloud computing with 10T provides an effective and efficient communication

with multiusers.

2. Related Work

Stergiou et al., [1] presented the metrics included in the integration of loT and cloud

computing process. Additionally, it focused on the security issues, which has been overcome
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by using the Advances Encryption Standard (AES) and Reed- Solomon Algorithm (RSA).
The integration of cloud computing with the internet of things provides an effective solution
and benefits to the IoT. Sadeeq et al., [2] provided the resolution of cloud integration issues
with industrial internet of things. Cloud computing provided the bigger storage and internet
of things provided the effective communication with large number of users. Biswas et al., [3]
surveyed the research challenges and issues of cloud integration with internet of things. The
review work exploded the centric cloud smart infrastructure integrated with the integrated
internet of things and provided the solutions to overcome the integration issues. Aazam et al.,
[4] suggested cloud integration with loT to overcome the sensor network issues and to cover

large number of data users. This helped for an effective communication between the users.

Patil et al., [5] explained about the 10T application in agriculture domain and its vital
role. 10T helps and simply the process of communication in the agriculture field. Due to the
continuous monitoring and communication, it requires more storage space and that to be
increased by using the integration of cloud computing technologies with IoT. This approach
helps the farmer to make digital marketing via online and it reduces the cost and complexity.
Surya et al., [6] discussed the security issues in the integration of 10T with cloud computing.
While transmitting and storing the data, security is the most important concern. There is a
possibility of multiple security issues to occur in the system. The survey work provided the
possible solutions to overcome the security issues in the integration of loT with cloud
computing. Doukas et al., [7] explained the importance of integration of 10T with cloud
computing in healthcare applications. In the medical field, high storage devices are required
to store the sensed information while continuously monitoring the patient's health using
sensors. The approach was applicable for wearable and mobile sensor devices and helped to

increase the storage with efficient communication between the patient and doctor.

Wang et al., [8] introduced the scheme to avoid the bottle neck security issue in 10T
with cloud computing based on the conventional modelling system. This system is fully
automated, and it overcomes the bottle neck issue in the enterprise system. Mekala et al., [9]
provided an efficient solution in the agricultural field with the integration of loT with cloud
computing. 1oT helps to monitor the farming region and sense the required information like
temperature, pH, water level and soil characterization. The review work helped to identify the
best practice to implement the 10T, and cloud computing acted as a backbone to the wireless

network. Mohiuddin et al., [10] explored the security challenges and issues in the loT
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integration with cloud computing. The review work suggested the possible solutions to

overcome the third-party security issues and intruders.
2.1 Secure Integration Issues

Wang et al., [11] discussed about the internal attacks on the internet of things with the
integration of cloud applications. The proposed trust security mechanism provided the
efficient solution for the security issues. Additionally, it enhanced the efficient
communication in the 1oT- cloud services. Xu et al., [12] proposed the fine-grained access
control technique to overcome the data security issues in the loT cloud services. The
approach focused on the data confidentiality and cryptosystems. The fine-grained access
control scheme introduced the secret encryption and decryption key based on the time
encoding system. The proposed approach provided an effective solution for a secure efficient
communication. Almolhis et al., [13] explained the process of CloudloT and provided the
survey about the security issues in the cloud computing. The review work introduced the new
class of security issues in the cloudloT. Park et al., [14] defined the datagram transport layer
security protocol, and it provided the secure communication between the users in the cloud

environment. The security protocol is most suitable for UDP- and TCP-based applications.

Xiong et al., [15] proposed the ciphertext based policy-based attribution for secure
communication in cloud computing environment for 10T applications. The approach reduced
the storage use of public keys in the cryptography approach. Additionally, it reduced the
computational overhead and storage cost compared to the existing approaches. Chakraborty
et al., [16] introduced the distance and fuzzy based technique to avoid the MCDM problem.
The approach provided an optimal solution and increased the efficiency for loT based
communication. Gupta et al., [17] presented the analysis in sustainable healthcare informatic.
The research work focused on the real time patient monitoring and storing the data in cloud
computing architecture. The cloud computing has three different architectures such as public
cloud, private cloud and cloud data center. Security is maintained based on the encryption
and decryption process. The approach is well suited for real time monitoring, and it provides

an efficient communication.

Conti et al., [18] introduced the loT based cloud framework for effective
communication with end users by using Software defined network. The research work
provided the flexible solution for the security issues. Jia et al., [19] proposed the secure

truncating orthogonal frequency division multiplexing for the reduction of intercarrier
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interference by using fast Fourier transform. Fernandez et al., [20] introduced the security
patterns to overcome the security issues in loT with cloud computing. Table 1 shows that
comparison of different security techniques.

Table 1. Comparison of Secure Communication Techniques

Reference details Technique Methodology Outcome

Al Sibahee et al. [21] | Lightweight security | End to End and | High security in real
system Smart to Smart 10T | time applications
System

communication

Sequeiros et al. [22] | Attack and system | IoT based Cloud | Quality of solutions

modelling computing are improved
Tedeschi et al. [23] Secure 10T Devices | Machine tools Secure cloud system
Solapurkar et al. [24] | Authorization Healthcare services Reduce secure
Framework (OAuth storage overhead.
2.0) .
Prevent the malicious
attacks.
Moharana et al. [25] | Balanced incomplete | Secure key | Secure end to end

block design model management protocol | communication

3. Discussion

The integration of loT and cloud computing provide an effective and efficient
communication to the multi users. This approach provides an optimal solution for the storage
issues and increases the users to communicate. The major drawback is the security, where
there is a possibility of third-party access and intruders in the 10T networks. Security is the
major concern issue in the integration of 10T and cloud computing. The survey explores the
possibility of security issues and provide the optimal solution to overcome the security issues

in the integration of 10T with cloud computing. The types of security core are given in the
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figure 2 and it includes confidentiality, integrity, availability, authentication, authorization

and accountability.

Figure 2. Security Core

The security issues occur due to the following reasons:

e There is a possibility of unauthorized communication between the users.

e The data leakage is possible while transmitting from cloud to 10T or vice versa.

e The Malware infection is found during the data transmission between the end users.

e The third-party access takes place while transmitting from public cloud service

providers.

The necessary actions are to be taken to overcome the security issues in the loT with
cloud computing. The possible solutions are as follows. The proper authorized
communication should be followed between the users. To avoid the third-party access, the
encryption and decryption algorithm has to be included. Light weight encryption method
provides an efficient solution over the security issues. To avoid the malware activities,
authentication is to be followed while entering the user into the system. The login with
username and password will be more helpful to avoid the malicious attacks. To avoid the data
leakage, the encryption model has to be implemented. The lightweight cryptography
technique provides a feasible solution to overcome the security issues. The lightweight
cryptography technique contains block ciphers, hash functions, stream ciphers and
authenticated ciphers. The lightweight block cipher technique is most suitable to tackle 10T
security issues. The lightweight authentic cipher is most suitable for cloud computing
security issues. The block cipher helps to overcome the communication issues and the
authentic cipher enhances the data security in cloud computing.

4. Conclusion

This review work summarizes the security issues in the integration of 1oT with cloud
computing. 10T is the trendiest network and it attracts all users and makes smart
communication between the users. Cloud computing is the most required technology for the

more number of user with high storage capability. Integration of 1oT with cloud computing
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provide a tremendous support for high storage resource with an effective communication
between multi users. The critical issue is security and it requires more attention for an
effective communication. This review work analyses the possible security issues and provides
the possible solutions to overcome the security issues in the integration of 1oT with cloud
computing. In future, the new encryption technique is to be introduced with the integration of
block cipher and one time authenticate cipher. This approach would help to provide the
solution for security issues and enhance the performance of IoT integration with cloud

computing.
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