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Abstract

Sensory data is used in industrial processes for making decisions, evaluating performance,
and measuring risks. To extract useful insights from the data acquired, as well as a system
that can guarantee the transmission of reliable data, are needed. To be reliable, physical data
must be model-free using numerous overlapping field-of-view sensor origin. Events that
occur during the product lifetime supplied for the motive of process monitoring, recognition,
and optimum control when dependable data is put down on the blockchain. Given this, The
use of digital twins (DTs) to derive intuitive inferences based on the data by spotting flaws
with advising preventative solutions before key events occur. We give complete evaluation
results of cutting-edge research for blockchain-based DTs Throughout this study, while
stressing its important benefits of employing DTs built on blockchain. We propose
trustworthy DTs built on blockchain architecture according to recent studies. In DTs built on
blockchain, awe emphasise its importance relating to artificial intelligence (Al). We also go
about existing and future blockchain-based DT research and implementation difficulties that
need to be looked into further.
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1. Introduction

Operational technology (OT), which includes devices like programmable logic
controllers (PLCs), SCADA systems, and field devices that may instruct and check physical
processes in manufacturing contexts are included in traditional Industrial Control Systems
(ICS) [18]. Through wireless connectivity with reasonably priced miniature devices This
industrial infrastructure is increasingly attached with general-purpose Information

Technology (IT) systems recognition to its sensing, processing, and communication abilities

Journal of 10T in Social, Mobile, Analytics, and Cloud, June 2022, VVolume 4, Issue 2, Pages 94-107 94
DOI: https://doi.org/10.36548/jismac.2022.2.003

Received: 22.05.2022, received in revised form: 19.06.2022, accepted: 05.07.2022, published: 15.07.2022

© 2022 Inventive Research Organization. This is an open access article under the Creative Commons Attribution-NonCommercial International (CC BY-NC 4.0) License



J. S. Rajashekar, P. P. Greeshma

to gather, process, analyse, and explain data as part of Industry 4.0. While combining OT
together with IT systems offers intriguing solutions with a variety of manufacturing
environments, it also exposes new attack vectors. Denial of participation, bogus data
injection, data forgery, and replay assaults, are all made possible by flaws in the system
infrastructure [20]. Potential data protection counter measures highlight the necessity
thorough examination of block susceptibility, establish verified capabilities, and assure
integrity in order to guard against data forging.

In this sense, blockchain technology has gained traction in the business to handle
complex concerns such as product lifetime data administration and data protection [2].
Industry can use blockchain to handle data in a distributed shared ledger to solve significant
detectable issues and document occurrences in a safe, unchangeable, and irreversible manner
[19]. Using reliable data from the blockchain and feeding it into a memory based system to
generate intuitive information can surely help sectors that examine a variety of aspects to
maximize their profits, such as possibility prediction, cost administration, and quality
affirmation [18].

The simulation data is given back to the physical item in a closed loop to calibrate
the processes and improve system performance. Digital Twin (DT) is an asymmetric mapping
between real and virtual scope [3]. When physical advantage start working, DTs gather and
combine data from a variety of origin including sensor details beginning at the manufacturing
floor, previous production information gleaned from realm knowledge and data from the
product life process, directed towards model, simulate, replicate, or perform behavioural
problem-solving on large amounts of data. Adoption of improved calibration and testing
techniques that advance DT models and their physical equivalents to enable manufacturing
problem-solving, more precise estimation, forecast, and process optimization is required due

to data irregularity between the substantial object and effective object [17].

Incorporate DTs and digital ledger can transform the fabrication by ensuring secure
data storage on the blockchain and extracting useful information for predictive maintenance
on the DTs. For example, in a assemble plant for benefit conduct, using a trust architecture
[4] the blockchain may be used to store and retrieve reliable key entrance data from sensors
and actuators, which can then be utilised to spot trends for sensor data cross-validation to
avoid non-fulfilment or operator bruise. Maintenance and operations employees, on the other
hand, can gain a more full and accurate understanding of asset performance through DTs,

which are based on problem-solving and reasoning data created on manufacturing level.
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Other selector and plant equipment providers can also use the blockchain ledger to track data
perform timely checks to preventive maintenance maintain equipment dependability, and
document their research or analysis [16].

2. Literature Review
2.1 Present Works

To the extent that we are aware, under no circumstances comprehensive study of
design and application challenges in digital ledger-based DTs has been done. However, some
recent research has stressed the use of blockchains in DTs. The authors of the most
significant study [8],taxonomies DTs while offering perceptions into their stages, design
iterations, supporting technologies, and promise in core requisition. The writer examine its
advantages about adopting block-chains for DTs, as well as DTs case studies and
collaboration for the automotive production. This paper identifies technological then societal
challenges to blockchain adoption in DTs, including as scalability, data privacy, resource-
constrained device constraints, and interoperability concerns caused by various consensus
methods, negotiation schemes, and smart agreement. It too mentions safety elements like
confidentiality and integrity to secure DT's design and operational data, but it ignores other
safety-related design specifics like security measures and portion immunity.

An updated conceptual article [15] examines the applications and benefits of DTs in a
variety of industries including manufacturing, automobiles, logistics, services, aviation, and
healthcare. The goal of the project is to develop block-chain based trust tokens (DTs) which
help with numerical identification and data tracing via block-chain tracking. The authors of
[5] investigate the interaction and inerrability of block-chains and distributed ledger
technologies for benefit life process conduct. They also provided a representation of the
blockchain-based DT framework built using literature reviews, industry study, and mapping
of for DTs, loT, blockchains, and smart contracts in terms of technological use cases. And
this paper also discusses the combination challenges that block-chain-based DTs face, as well

as potential solutions.

Focus on separate blockchains, for example, to make diagnosing and combatting
faults easier during network scaling and collaboration between different system sections.
Nonetheless, the paper does not specifically cover work on block-chain based DTs. Similarly,

a block-chain focused study [6] centred more fewer insights on DTs on the use of block-chain
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in manufacturing, whilst a DTs focused survey [14] only mentions block-chain

mechanization as a means of resolving information trust challenges.
2.2 Purpose of This Study

Study gives complete and comprehensive analysis of cutting-edge outcomes for
blockchain-based DTs in this survey. Also go over the design and implementation difficulties
of blockchain-based DTs in detail, as well as alternative solutions. We also look into the
technological, logistical, and social concerns that occur as a result of the combination of
block-chain and DT’s need to be solved by associate. The following is a summary of the

paper's main contributions:

e We propose a paradigm for trustworthy block-chain based DT’s based on the

constraints of present work.

e Gives an in depth, systematic, and thorough evaluation of current block-chain based
DT’s techniques, including design and application difficulties in terms of security,

DT’s, and the block-chain.

e We present an thorough analysis about several exploration challenges, alike
technological, operational, and community challenges, in addition for continuing
standardization initiatives. Unlike previous study, map such needs from the block-
chain and DT’s angle, offer realistic recommendations highlight the open-ended
potential for block-chain based DT’s adoption problems the industry and research

community must address.

3. Research Trends in BlockChain Based Digital Twins

This segment examines existing research on the design and application of block-chain
based DTs. Compare and contrast the managing studies, use a variety of criteria that
encompass many design features relating to DTs, blockchain, and security. We also go over a
detailed explanation of a reliable blockchain based DT’s that seeks directed to solve some of
issues that have been raised in previous efforts. The research community is researching the
integration of blockchain with DTs, as seen in Fig. 1. Figure 1 shows that there is a growing

interest in integrating blockchain with DT.
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Figure 1. Industry research trends on blockchain-based DTs [31]

3.1 Design Solutions for Blockchain

The next sections describe existing works' block-chain related design solutions (for
example, block-chain alternative, implementation elements, on-off chain repository,

detectable, and reliable data origin) as well as associated issues.
3.1.1 Performance

While most present programmes pro -posed only a conceptual block-chain based
framework [10], they did not address the prototypical implementation. Several works,
however, such as [6],only relatively completed prototype application. Only authors [16] have
completed a thorough application to date. Similarly, authors [21] proposed a allocation-
immune block-chain variant; however, application and technical details are lacking.
However, besides other assessment metrics, [10] suggests that supplying an interface for
users is an important aspect of application; nevertheless in [16], They both design and put it

into practise.
3.1.2 Block-chain Type and Scalability

The block-chain type can be classified based on its composition (Directed Acyclic
Graph (DAG) and chain) and its access appliance (general, personal, or a coalition). For
example, [4,16] use ETH as the fundamental framework for DT’s, whereas [2, 24] use HLF.
The selection of appropriate blockchain is critical in order to avoid scalability issues that may
arise as a result of the future rise due to an increase in participants and activity in the Cyber
Physical Systems (CPS). On-chain compounds (sharing, bigger blocks, better consensus
methods, blockchain data structure and off-chain compounds (off-chain medium and margin-

chain) are currently available to address blockchain scalability [8].
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3.1.3 Data Storage and Traceability

In terms of data depository, the majority of present works [4, 10] recommend off-
chain storage but do not properly apply it. For example, authors [23] proposed using
Interplanetary File System storage, but factors on how IPFS is used are queit required. Some
existing works ([10,24]) discuss traceability but do not demonstrate how it works or how it is
actually implemented. For the industrial system to ensure identifiable, source of data,
destination set, and other key identifiers can be created as you move through the process and
saved on the blockchain to reconstruct the process chain whenever you need to. (as suggested
in [25]).

3.1.4 Trustworthy Sources

The majority of present works use DT’s to represent any benefit, outcome, tool, or
manufactured event. The result is of the absence of association between many uncomplicated
DT’s, A failure of abstract perceptions of broader process. The next sections consider DT
design responses from various outlook, including design life process, combination and
interactivity, security and safety, and coordination and stability. This is the pillars and we

discuss both current efforts in both fields of DT design as well as the outstanding challenges.
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Figure 2. Digital twin lifecycle: from conception to termination [31]

Fig. 2 depicts a DTI in which data linkage can be executed via digital drift throughout
various stages of the lifecycle. A DTI's lifecycle phases begin with design and end with
dismissal, In addition to the possible related lifecycle parities (i.e., (Owner, producers,
distributors, and upkeep personnel) [5]. During design phase, The asset prototype is created
and iterated upon the basis of simulation data, static data, and historical data. Throughout the
development stage, the physical advantage is then tailored based on the benefit prototype and

other technical essential. Secondly, as a result of synergistic During the operating and
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maintenance phases, this develops and optimises its functionalities, and there is constant
contact between the prototype and the advantage. During this time, the prototype develops
and self-adapts to the benifit. Eventually, during the dismissal phase, the asset and its DTs are
demolished due to obsolescence or other reasons. Current works have typically concentrated

on the prompt medium [21, 22], or both phases of the DT’s lifecycle.

4. Challenges in Research and Deployment

In order to enforce secure data conduct in the Industry 4.0 era, it is necessary to
further look into the following technological, operational, and social issues of block-chain
based DT’s schemes. The following section point up the unresolved issues particularly
impeding the successful execution of block-chain enabled DT’s in the industry. DT’s
powered by block-chains face a detailed taxonomy of present and approaching research and
deployment issues. is shown in Fig. 3. Table 1 summarizes the challenges, as well as their

causes and potential solutions.
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Figure 3. Current and future obstacles in the industrial area for blockchain-based digital
twins [31]

4.1 Technical Problems

Technical issues with blockchains, distributed ledgers, and their integration are
discussed in this article. One of the most difficult problems as a effective model that
replicates a physical world situation is to create a "high-fidelity” model [24]. However, due to
the energy and problem of basic systems, mechanical failing, Human mistake, covert

weaknesses, inaccurate data, gaps in knowledge, and the fuzziness, unpredictability, and
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uncertainty of physical advantage, uncertain scenarios occur in industry. When it comes to
simplifications of features in DTs are acceptable for representativeness and review, as long as
they don't alter behavior in a specific context or setting [7]. Starting replicates in the
application or framework space is problematic. For instance, all clones in a substantial thing
depending on the time frame specified by the application, it ought to have the same status as
the actual object. secular ties and the demand for awareness input (such as circumstances and
behavior) to create the same impulse in advance are two more challenges that may occur with
replication. It also necessitates the use of professionals to tackle complicated and
interconnected issues. Author [4] focused on End-User Development (EUD) and Human
Work Interaction Design (HWID) to emphasise the effects of socio-technical design by
bridging the reporting barriers between domain experts, creator, and associate.

The following four variables are the most common causes of data challenges: | data
types to gather, ii) data collecting rate, iii) data repository, and iv) integrating different data
category. For example, monitoring turbine gearbox vibrations every minute might miss
smaller errors, whereas there would be too much data if test were taken every second.,
producing dispatch constriction [29]. In addition, extent for which data is set aside must have
chosen, huge magnitude of fast evaluation result in significant depository costs, yet
simulating calls for continuing data. [30]. As a result, the low dimensional parallelism of the
data must be defined based on the system requirements. The third problem is storing large
amounts of data on the blockchain, which necessitates careful deliberation of issues such as
unreasonable costs associated with large quantities of quick computation, block size,
inactivity, and so on. Off-chain depository, storing merely data hashes to save depository
costs, and detachable block-chain designs are examples of alternative storage systems and

solutions [1].
4.2 Logistical Challenges

The deployment of block-chain based DT’s in the manufacturing area faces a number
of logistical problems. The acceptance of appearing technological trends such as the Internet
of Things, High Performance Computing (HPC), block-chain, distributed ledger technology
(DTs), artificial intelligence (Al), and others helps to reduce functioning costs, boost output,
give industrial machines forbidding and obstructive maintenance, and achieve higher
functioning efficiency. Nevertheless, as a result of such developments, businesses must
expend a significant sum of money used on a daily basis management of accessible

equipment (perhaps geographically scattered). Alike approaches necessitate a cost-benefit
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analysis that is balanced. Otherwise, functioning resources for overseeing business operations
and industry benefit may be depleted[24]. Similarly, perceived dangers connected with the
immature technology, high initial execution costs, and probability of derange existing
processes may represent substantial difficulties for organisations when it comes to blockchain

technology[12].

The use of a allocated and decentralised peer-to-peer network is a common
denominator throughout blockchain platforms. However, the fundamental data structure,
scalability suspension, insensitive, degree of decentralisation, and common consent
procedures all differ significantly. Information constraints, extremely shattered industrial
atmosphere, detached unconnected grid, to mention all downsides of non-interoperable

blockchain implementations.

Many recent research studies have raised worries about the industry's practical
implementation of blockchain technology. Some concerns include how to ensure the
dependability of data from participating system or sensors [7] When comparing the
substantial and digital worlds, inactivity problems arise with a growing number of network
nodes. [21, 14], due to a lack of knowledge, there are shady dealings. [13], and how to verify
the correctness of data coming from sensors when taking the relationship between the real
and digital worlds into account. Quantum computing raises security concerns [22], privacy
concerns and the GIGO problem [14], excessive information and energy expending cause
controlling to become impossible. [15], a absence of standardisation the transition to new
support from settlement systems, and so on [25]. Surprisingly, blockchain technology is
capable of supporting a wide range of industrial applications while also challenging to handle

such issues.
4.3 Social Concerns

On an individual level, there are various concerns associated with the spread of
blockchain and DTs, which eventually boiled down to challenges in their integration.
Furthermore, business pressures deter enterprises from adopting sharing arrangements,
resulting in monopolies or oligopolies. The majority of DTs, for example, are owned by large
corporations such as Siemens, GE, IBM, and others. On the one hand, data researcher,
network security specialists, engineering, and business planner are unable to collaborate and
share knowledge and software because there isn't a shared area between academia and

industry. Researchers and practitioners, on the other hand, copyright or even board
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understanding resulting in limited approach through data. To resolve difficulties surrounding
data governance, data ownership, and openness, It is necessary to use a platform controlled
by government funding organisations, groups of commercial businesses, or an alliance of
colleges. [23]. In this case, a small group of experts from several authority should cooperate,

create exact DT’s, publish facts and representation on a social website for wider use.

Block-chain concurrence arrangement are regarded in terms of energy restrictions
because they are inefficient by design. The high cost of the concurrence phase is due to
significant energy usage during the compute intensive extract phase (executing cryptographic
procedures), which results in an alarming energy footprint.

Table 1. Current and future research challenges in block-chain based DT’s [31]

Class Key challenges Possible solutions

s Accurate representation of phys-
ical object
T1: Representing DTs « Contextualization in DTs
through replications
s Design implications

Integrate cognitive DT solutions

Integrate transaction manage-
ment functions

Focus on HWID and EUD

* Types of data to collect
= Rate of data collection
# Data storage

s Merging disparate data types

Consider data granularity
T2: Data-related issues

Off-chain  storage, removable
blockchain designs

L1: Expenditure on infras- « High cost on managing infras-

— R #» Plan expenditure on software and

o hardware costs
& Training personnel cost

s Absence of unifying data and » Developing universal platform
N ) dels for DTs
L2: Standardization ba ; ma
anartiahan harners & Scattered ownership of data » Integration of data among differ-
s Mon-interoperable blockchains ent blockchains
L3: Skepticism in blockchain
technology = Black-box » Supporting learning platforms

e Lack of commercially sensitive
information

e Companies owning DTs may mo-
nopolize global market

e Limited access to data and mod-

e Collaborating and encouraging
widespread knowledge of data
and models

S1: Ethical and moral issues

els
e Energy consumption due to e Use of efficient consensus mech-
$2: Environmental issues :
compute-intensive mining phase anism

T: Technical challenges L: Logistical challenges  S: Social challenges
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5. Conclusion

Industry must consider various tough elements for maximising profits, as a result of
the engagement of numerous interconnected parties and ongoing complex industrial
procedure, there is a need for services like cost administration, efficiency enhance and risk
prediction. One of the possible options for maximising industrial efficiency intended to
develop a digital-twin that reflects every aspect of the underlying mechanism or procedure to
assess, forecast, optimise processes prior to their real-world implementation. The demand for
a secure distributed infrastructure is operated by data gathered, accessible starting with
diverse data origin and data repository held various assistances. Using blockchain to maintain
data on a dispense ledger that securely logs events related to product life process data control
is a good example of this. As a result, DT’s upgrade system preservation by directing on
avoiding than correcting issues, whereas block-chain allows the building of fixed DT’s

structure.

Ensure the solidity of data in 10T is a difficult undertaking that necessitates the
implementation of critical controls throughout the data production and dissemination process.
The research space in the design solutions linked to DT’s, block-chain, and safety were
determined through a comparison of existing block-chain based DT’s. We believe that this
survey will give academics with valuable information to help them overcome obstacles and

surface the way for the standardisation of block-chain based DT’s in industrial requisition.
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