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Abstract

The Industrial Internet of Things (110T) has the potential to boost the growth of industrial
intelligence, increase production effectiveness, and lower manufacturing costs. The automatic
monitoring and identification of anomalous events, changes, and drifts on the acquired data
constitutes one of the Industrial 10T's primary objectives. All methods for identifying data
patterns that differ from expected behaviour are categorised as anomaly detection methods.
Accurately and promptly detecting anomalies is becoming more and more crucial since
Industrial 10T device failures have a significant impact on the production of industrial goods.

Also, anomalies which are needed to be identified could be used for better data analysis.

So to address these problems, in this paper work is carried out using unsupervised learning
with clustering approach in which sensors data from a prototype embedded system are used
for findings anomaly in the data and the concept is to recognise clusters for interpretation of
sensed data under different working circumstances to evaluate if new inspections fall in to
any of these clusters. The approach is to find faulty or normal working conditions based on
the anomaly findings methods applied to sensor data for analysis. There are three methods
used in this proposed approach include fuzzy c-means-k-means clustering, and density-based
clustering. The complete approach is found to be favourable for anomaly finding and
situation control using cluster-based methods for industry related equipment’s systems rely
on sensor data. The experimental results indicates that proposed method is accurate and
effective based on sensor for different operating conditions of industrial scenario and assist in

predictive maintenance.
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1. Introduction

The industrial internet of things (110T) refers to the extension and use of the internet
of things (loT) in industrial sectors and applications. I0T often concentrates on user
convenience. 10T, on the other hand, focuses on return on investment (ROI) to ensure that
organizations get the most out of implementing 110T. 10T and 10T mostly rely on hardware
like sensors, internet connectivity, and embedded systems However, 10T is less expensive
than 1loT since less precision is needed for 10T devices than for 10T devices. Due to its
application in crucial industries like manufacturing, machinery monitoring, etc., lloT
employs increasingly advanced devices for greater precision. Compared to 10T applications,
I1oT applications are more sophisticated. The complexity also grows as a result of technology
improvements. loT applications are simpler than 10T applications. 10T end requirements are
focused on user convenience, while 110T end requirements are focused on ROI. 10T focuses
on controlling home equipment that make consumers' lives more convenient by using less
resources, such power. 10T, on the other hand, focuses on crucial systems including those in
the healthcare, aerospace, and manufacturing industries, as well as on automating factory
machinery, linking people and machines, and doing data analytics. The 1loT aims for greater
uptime and decreased downtime for commercial operations. One of the industries that
benefits from anomaly detection solutions is industrial 10T. Industrial Internet of Things
applications have used anomaly detection for things like health monitoring, power systems,
air conditioning and heating ventilation system fault detection, manufacturing quality control
systems, and scheduling production facility maintenance.

The modern technologies like 10T, Al are useful for transformation from reactive
maintenance to preventive maintenance & preventive to predictive maintenance. Reactive
maintenance paid high cost as compared to predictive maintenance as reactive maintenance
are responsible for restoring operating conditions after failure of system so in order to avoid
this situations the predictive maintenance is useful for identifying the sound operating
conditions of industrial assets and also reduce the frequency of maintenance. [1] Framework
for energy optimised approach based on communication & informed data collection is
implemented using Al based CRP method. [2] Production & service quality can be improved
using tensor base multiple clustering method where method is useful in finding different
unknown data structures in big data from different perspectives. [3] IoT have certain issues
like topology , maintenance & energy requirements and data aggression which can be

addressed using clustering algorithms to provide better solution to these issues. [4] Simple
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and nonlinear variations of large-scale original input data into higher-level abstract
expressions could be improved using reinforcement learning which assist in decision learning
process. [5] SoftMax deep neural network is used for reduced latency & communication
overhead in which resources are managed in a best way for storage, computing, and
bandwidth requirements. [6] Adaptive cluster process are useful in measuring the quality of
cluster based on data distribution. [7] Industry 4.0 is a need in today’s industrial scenario &
time demands it also So Internet of things network consists of huge numbers of objects,
things, sensors & devices for providing useful and important services required for healthy

environment for industrial operations.

Major focus on loT is to manage home appliances for consumer convenience assist in
reducing resources like electricity. 10T architecture consists of the devices, network structure,
and cloud technology that allows IoT devices to communicate with each other whereas 10T
architecture is defined by layers of interaction, including device, communications and
semantic. The device layer, architects design how devices interact with communications
systems to connect and interconnect in a structure. Whereas communications layer, systems
use protocols to exchange actionable information and ssemantic interoperability isa
collection of technologies that enable computer systems to interact unambiguously. The
proposed experimentation illustrated the design of the 10T solution, for prototype industrial
plant during normal and abnormal situations in industry, analysed with unsupervised machine
learning approach by using clustering algorithms and presented the anomaly detection of
sensor data analysis to create a smart enterprise based on industrial situations during
manufacturing process. The flow of paper is section Il is related work then there is
information regarding proposed methodology in section 11l and at last the result discussion &

conclusion in section IV & V respectively.

2. Related Work

Supervised learning needs past data and unable to classify new faults so unsupervised
approach is useful for known & unknown fault prediction using density estimation via
Gaussian Mixture Model Clustering and K-means algorithm. [8, 9] It is need of explainable
unsupervised linked through communication & information infrastructure to contribute
benefits in terms of ML models in CPSs where huge amounts of unlabelled data is produced
to maximised the use of Machine learning in CPSs also useful in predicting unknown faults.

[10] Sensor data from operational time in a process tested using unsupervised approach
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which is useful in predictive maintenance as there is a challenge of predicting certain types
of faults of an industrial equipment. [11] For unpredictable faults the unsupervised approach
IS most effective as compared to supervised & semi supervised as they are used some
restrictions in novel cases. This approach is useful to deal with railway operations to detect,
identify & predict faults on rail cars to avoid accidents. [12] The emphasis is given to
predictive maintenance which is helpful in reducing maintenance cost is adopted in BC
Hydro, strategies in keeping generating stations. [13] Early detection of anomalies in CPSs
can be detected by unsupervised machine learning of models of the historic system [14] Big
data architecture using an unsupervised anomaly detection technique useful for monitoring
automated equipment in entertainment industry. [15] Faults of tire & wheel bearing has been
identified and used for the study with a clustering approach based on Mixture of Hidden
Markov Models. [16] Prediction accuracy for early fault detection can be increased in
autoencoder using thermodynamic equation of compressors discharge temperature. [17]
Remaining useful life forecasting accuracy significant factor in the equipment maintenance
process is addressed using a novel dual mix-up adversarial domain adaptation (DMADA)
approach. [18] Maritime industry for enabling smart maintenance is studied using Real-time
anomaly Detection Intelligent System architecture consist of Long Short-Term Memory-
based Variational Autoencoder. [19] Sensors, wireless transmitters, and gateways faults are
needed to monitor water quality management in intensive aquaculture which reduces
preventive maintenance. [20][21] Intelligent predictive maintenance approach using

supervised learning approach is implemented and performance of system evaluated.

[22] After reviewing the literature briefly, it’s found that there aren't many studies that
use lloT datasets, as can be shown from the survey. A supervised machine learning approach
was also adopted by the majority of researchers to identify anomalous behaviour. However,
data analysis might be challenging when there is a lack of specialised knowledge. Given the
size of the data generated by IloT, maintenance becomes challenging. This gave us the
inspiration to start this research, where IloT is the newest technology being used and
satisfactory data analysis needs to be done. So, the main goal of unsupervised anomaly
detection is to find previously unknown unusual things or events without having any prior
knowledge of them. Anomaly detection often involves modelling the normal data distribution
and defining a measurement in this space in order to categorise samples as anomalous or
normal. This is because anomalies are uncommon and unknown to the user at training time.

Unsupervised anomaly detection uses a dataset that has not been labelled. It looks for data
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points that are different from the "normal” data points on the assumption that the bulk of the

unlabelled data points are "normal."

3. Proposed Methodology

3.1 Data Acquisition

Five Layer architecture is used for proposed system such as things layer as sensor

layer used to connect different sensor according to requirement in industrial scenario, Edge

layer where system uses Node MCU ESP 32, fog layer where intelligence using data

analytics is performed, communication layer & cloud services for acquiring data as shown in

fig 1. Components detail for Architectural Implementation with its used is shown in Table I.

Cloud Services

Wifi / Cellular Network Communication Layer

Prediction / Diagnosis / Monitoring

Fog Layer
Sensors Data Process / Control Process Edge Layer
Sensors / Embedded Devices Things Layer

Figure 1. Layer Architecture proposed work

Table 1. Components detail for Architectural Implementation.

S. No Component Used in system

1 Two Node MCU ESP 32 Inter_facmg Sensor as p_er mdqor_&_outdoor scenario
requirement for operations within industry

2 DHT22, DHT11 Indoor & Outdoor Temperature & Humidify respectively.

3 MQ2 Gas Leakage detection Indoor
Intensity of light is to captured in an environment during

4 LDR measurement of colour calibration of object in Process
industry in indoor environment.
Presence or Absence of manufacturing object can be

5 E18 s . . .
detected with infrared proximity sensor in Indoor scenario.

6 DS18B20 Outdoor Boiling Temperature is monitor using digital
temperature sensor

7 MQ135 Air Quality Outdoor
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Figure2. Architectural diagram for Implementaion of system

The flow of work which is to be carry out is shown in fig 3 in which there is process

of acquiring data from sensor & sending the data on cloud for monitoring purpose.

START )
Initialize and Read
Data from Sensors

'

> Measure Feild
Data using Sensors

.

Send Measured Data to
1oT Cloud using Controller
and Wifi Module
|

.

Query Controller about
WiFi availabity

bi

WiFi No
Available?

l Yes

Send Data to Controller
over the Serial

Figure 3. Flowchart of proposed work

3.2 Data Analytics

Once the system is installed data acquisition & data collection is done which is
followed by data pre-processing then anomaly detection model using clustering approach is
built at fog layer to determine the performance of system using different unsupervised
machine learning approach. The flow of data analytics approach is shown in figure 4.
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(Clustering)

Data Data Data Anomaly Detection
o ’ ] L Modelling
Acquisition Collection Pre-processing -

Y

Anomaly Detection
Results
Evaluation

Figure 4. Data Analytics

4. Results and Discussion

The experimental plan for proposed system is implemented on a prototype that has
been tested practically for various conditions. As per as programming of node controller is
concerned it is written in embedded C language with Arduino IDE. The analytics and
decision-making model and classification is performed on a system having laptop with a
2.30GHz Intel (R) Core (TM) CPU, 8GB RAM, and Windows 10 (64 bit) operating system.
The MATLAB IDE is used to program the intelligent model, in which statistics, and machine
learning toolbox from MATLAB is utilized as tools. When an anomaly is discovered in the
data, two nodes exhibiting sensor readings for outdoor and indoor scenarios in industry are
monitored for abnormal and normal situations and shown on the cloud as appropriately. The
supervisor can manage the situation to maintain process control. In order to discover
anomalous behaviour in sensed data, the system is now being evaluated with an unsupervised
machine learning technique employing fuzzy c-means, k-means clustering, and DBSCAN &

clustering algorithm.
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Figure 5. Test data of proposed model for outdoor environment
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Figure 6. Test data of proposed model for indoor environment

On the basis of sensor data, techniques are discovered to be potential candidates for
anomaly identification and condition monitoring of industry-related equipment's systems.
Using the previously discussed cluster-based unsupervised approach for predictive
maintenance, the suggested model for an outdoor and indoor environment, is tested using the
data shown in Fig. 5 and 6 which is acquired from sensor for indoor and outdoor scenario for

which we are detecting anomaly for prediction of normal & abnormal behaviour.
4.1 Algorithm

The algorithm used for prediction of faults using unsupervised approach are Fuzzy c-
means clustering, k-means clustering & DBSCAN The clusters for outdoor parameter on
Nodel for temperature, air Quality, and humidity and boiling temperature using Fuzzy c-
means clustering approach is shown in fig 7 (a), (b) & fig (c), (d), where it represents cluster
assignments and centroids for outdoor parameters as shown in respective figures where
sensed data is interpreted for two clusters with its respective centroids. Similarly, clusters for
Node 2 using Fuzzy c-means clustering approach for indoor Environment is plotted. The
clusters for indoor parameter on Node2 using Fuzzy c- means clustering approach is shown in
fig 8 (a), (b), (c), (d), (e) where fig (a) represents cluster assignments and centroids for indoor
humidity, light intensity, object detection, smoke and temperature sensed data is interpreted

for two clusters with its respective centroids shown in figure.
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Figure 9. System performance
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Table 2. Performance Parameters

Method Execution Time (sec) RMSE
Node 1 Node 2 Node 1 Node2
Fuzzy c-means 0.75 0.62 0.138 0.165
K-means 0.83 0.84 0.157 0.180
Clustering
DBSCAN 0.79 0.71 0.108 0.120
Clustering

The system is also analysed using another clustering approaches like k-means
clustering and DBSCAN for indoor & Outdoor environment for different parameters as

mentioned above & performance of both the approach is evaluated.

5. Conclusion

The proposed experimentation illustrated the design of the 10T solution, described
the prototype industrial plant during normal and abnormal operation, analysed with
unsupervised machine learning approach by using clustering algorithms and presented the
anomaly detection of sensor data analysis to create a smart operating condition based on
industrial scenario. The methods applied in this proposed approach consist of, fuzzy c-means,
k-means clustering and density-based clustering. Mostly, cluster-based methods are found to
be significant approach for anomaly detection and situation monitoring of industrial
equipment’s systems rely on sensor data. The result shows that proposed scheme is accurate

and efficient for Industrial scenario.
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