
Journal of IoT in Social, Mobile, Analytics, and Cloud (ISSN: 2582-1369)  
www.irojournals.com/iroismac/    

Journal of IoT in Social, Mobile, Analytics, and Cloud, September 2022, Volume 4, Issue 3, Pages 211-221 211 
DOI: https://doi.org/10.36548/jismac.2022.3.007 

Received: 17.08.2022, received in revised form: 02.09.2022, accepted: 19.09.2022, published: 30.09.2022 
© 2022 Inventive Research Organization. This is an open access article under the Creative Commons Attribution-NonCommercial International (CC BY-NC 4.0) License 

Data Immutability Challenges: A Security 

Analysis of Digital Archiving Systems 

T. Senthilkumar
1
, S. Rajasekaran

2 

1
Assistant Professor, Department of Electrical and Electronics Engineering, RVS College of 

Engineering and Technology, Coimbatore, India 
2
Professor, Department of Electrical and Electronics Engineering, Vignana Bharati Institute of 

Technology, Hyderabad, India 

E-mail: 1texrosen@gmail.com, 2rajasekaran@vbithyd.ac.in 

Abstract 

This study examines how well ‘cloud computing’ and ‘digital archive resource management’ 

work in the present time and what advantages they provide. Additionally, it explains a novel 

approach to using cloud computing by means of blockchain with an appropriate technique for 

sharing and distributing digital archive contents. The combination of virtualization and cloud 

storage technologies results in a widely accessible dataset. Specifically, it demonstrates its 

high security, excellent scalability, and ideality for standardization. This article also 

investigates the feasibility of implementing the archival bond in a blockchain-based record-

keeping infrastructure. To achieve this, it suggests a database backend that preserves the 

immutability of the blockchain while facilitating metadata updates and improved search 

capabilities. 
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 Introduction 1.

Integration and exchange of digital archive resources has been a topic of interest 

recently. However, as library informationization levels rise, the widespread use of digital 

building techniques presents serious threats to the safety of digital archives at universities and 

colleges. Therefore, this is the number one issue with creating university libraries that has to 

be addressed right now. 

1.1  Acceptance of the Open Archival Information System (OAIS) 

Having a reliable digital repository ensures that the whole repository system is 

compliant with the OAIS Reference Model. For digital archiving services to be successful, all 
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relevant parties must be on the same page about their goals and the steps to get there. The 

Reference Model provides a standard vocabulary and ideas for comparing digital archive 

architecture and operations. In addition, the OAIS offers a functional model i.e., the precise 

functions carried out by the repository, such as storage or access, and an accompanying 

information model for generating metadata in service of preservation and accessibility 

through time. Digital repository developers should make time to learn these concepts and 

check that their code follows them [1-4]. 

1.2  Duty of Administration 

A reliable digital archive will show that it is firmly committed to adopting the many 

best practices and standards established by its industry. This is especially true for the 

standards that have a direct bearing on the archive's long-term health. Those in administrative 

roles are tasked with ensuring the infrastructure, disaster recovery plans, and security 

measures, wherein all conform to be applicable to national and international standards. The 

trustworthy repository will regularly gather and communicate data measurement results with 

depositors, and it will consistently meet or exceed community performance criteria. On a 

regular basis, it will bring in community experts from the outside to validate and/or certify its 

processes and procedures. All terms relating to the receipt, custody, use, and withdrawal of 

deposits should be set out in a written agreement with depositors. In addition, the business 

will routinely include risk management and contingency planning into its yearly strategic 

planning [5,6]. 

1.3  Continuity of Operations 

Digital repositories that want to prove their reliability will set up methods that prove 

their longevity. On behalf of depositors and users, their stated goals will emphasize 

preservation, administration, and continued access to digital cultural goods. A legal identity 

and standing commensurate with the breadth of their duties will be conferred upon them. 

They will be honest and open in their dealings with customers. The appropriate number of 

employees and their specific areas of expertise will be employed, and workers will be 

encouraged to pursue chances for continuing education, such as by attending and presenting 

at conferences, to keep their skills up to date. To allow for suitable expansion, the repository's 

rules and procedures will be reviewed on a regular basis, and any new processes or 

procedures will be thoroughly evaluated for scalability. A detailed succession plan or escrow 

arrangements will be created in conjunction with community experts, depositors, and other 
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comparable parties that details all pertinent material and identities of trustworthy inheritors in 

the event that the repository ceases operations [7,8]. 

1.4  Consistency with Budgetary Resources 

A reliable online archive should be able to demonstrate its long-term viability. If they 

want to be considered reliable, repositories must follow all standard best practices and 

operate with a long-term strategy. At least once a year, the health of the company and its 

finances should be evaluated. A general ledger approach should be used. Risk, benefit, 

investment, and spending must be consistently balanced across both the short- and long-term 

economic planning cycles. Both the operating budget and the reserve funds need to be 

sufficient [9]. Figure 1 shows the data archiving system.  

 

Figure 1. Data Archiving System [26] 

1.5  Appropriateness of Methods and Technologies 

There is a wide variety of preservation measures that are now being advocated by 

community specialists. A reliable digital archive will take into account all relevant 

possibilities and share freely about the appropriateness of different approaches. Plus, it will 

make sure that it has all the necessary hardware set up. Inventory management software is 

used to track and manage stock levels and the many ways in which items may be acquired, 

stored, and retrieved. Policies and strategies for upgrading existing infrastructure will also be 

included in the central database, when it becomes necessary. The repository will follow all 

applicable guidelines, and the team will be well-equipped to comprehend and put them into 

effect. Additionally, the system's individual parts and overall operation will be subjected to 

periodic third-party audits [10]. 

1.6  Intent Model Reference 

To help those who aren't necessarily specialists in simulation technology, software 

engineering, or IT, support services become more familiar with the capabilities and 
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difficulties related to maintaining, supporting, and deploying M&S systems. This study may 

be useful in developing to-do lists for addressing potential issues with newly acquired DHS 

simulation software. This study is hoped to serve as a starting point for productive dialogue 

among DHS staff, external developers, and the wider M&S community. The report's purpose 

is to assist those whose work involves installing, supporting, and maintaining homeland 

security simulations and models. Those working on models and simulations could be experts 

in certain areas but unaware of others while having a thorough understanding of the nuances 

involved, because of the breadth and depth of M&S at DHS. The most important aspects of 

M&S for homeland security from a bird's eye perspective has been covered in this paper. Its 

goal is to enlighten workers about a variety of problems and offer answers to pressing 

concerns in order to facilitate their work in areas with which they may be unfamiliar [11,12]. 

Figure 2 shows the concept of Digital Archiving. 

 

Figure 2. Simple concept of Digital Archiving 

1.7  Motivation 

University digital archives have entered a new phase of development because of the 

rapid pace of office automation and other technological breakthroughs. When building a fully 

digital campus, digitizing university records is a must and provides a useful indicator of how 

far along that process is. Yet, as archive information technology advances, university digital 

archives face increasing challenges in data security. 

 Literature Survey 2.

Unique solutions are accomplished for a few of the systems under scrutiny. As a 

result, they weren't considered relevant to the issue at hand in this work. What follows is a 
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quick explanation of each of them. Galiev et al. [13] mentioned that ARCHAIN is based on 

an existing archive system. While the authors did shed light on the difficulties of archival 

design integration, no practical solution was proposed for use with TrustChain. Nonetheless, 

the article proved the premise of the initial TrustChain concept that blockchains can and will 

be used to guarantee the authenticity of material stored in long-term archives.  

While the Cliegon E-Archive system's proposed solution is intriguing, it doesn’t seem 

practical for the TrustChain solution, since it relies on Interplanetary File System (IPFS), a 

distributed file storage system [14]. TrustChain cannot rely on IPFS as a data storage solution 

since its files must be searchable; thus, the company must create its own database 

management system. Other academics, however, have looked at the idea of combining IPFS 

and blockchain together to guarantee data accuracy; for instance, Naz et al. [15] proposed a 

similar solution. While such a system might be useful for archiving historical documents, it is 

not the focus of this study. The TrustChain solution is. 

2.1  Exposition of the Problem 

To reconcile the seemingly incompatible goals of immutable blockchain technology 

with long-term data storage, this article proposes a TrustChain-based data infrastructure. The 

database works in tandem with the blockchain to facilitate indexing and searching, as well as 

to provide a means by which TrustChain users can update certain metadata information. 

However, a purely immutable data structure is insufficient for the system to do what it sets 

out to do; instead, a dual storage system consisting of a trustworthy blockchain at its core to 

ensure data integrity and a somewhat modifiable supporting system is required. Comparing 

existing specialist archive and general database systems that use blockchains to guarantee 

data integrity, a literature analysis is performed to establish the best suitable technology for 

the proposed supported system. By doing a literature study, it could be ascertained which 

underlying technology solutions are most often used and how well they match with the 

proposed system. 

 Information Security for File Management System 3.

The information security issues facing university digital archives have grown 

increasingly pressing as the level of informationization of archives has increased. On one 

hand, the seriousness and severity of the security issue is not recognized.  It might, for 

instance, ignore website security upkeep or system installation in favour of focusing on 
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website creation or computer performance. One the other hand, managers' lack of security 

awareness leads to a lack of focus on information security, which in turn leads to issues with 

the development and upkeep of security software. Therefore, raising awareness of 

information security among digital archive administrators is the first step toward bettering the 

security of information handled in digital archives [16-19]. 

3.1  Concerns about malware in the network environment and their potential impact on 

digital data 

The constant improvement of network technology has sped up the development of 

information applications. As a result of the Internet's accessibility, harmful programmes like 

viruses and trojans pose serious challenges to the information security of many networks. The 

security of data stored in digital archives is similarly vulnerable to the proliferation of 

dangerous software through the Internet. Statistics show that in 2009 alone, Trojans took 

control of as many as 262,000 domestic host IP addresses. The archival information systems 

of universities are under constant assault from Trojans.  

3.2  Protecting System 

A reliable digital archive will have security measures built into every aspect of its 

infrastructure. Community standards, such as those for data duplication, redundancy, 

authentication, firewalls, and backups, shall be adhered to. Staff will be well trained, and the 

repository will have established policies and strategies for disaster prevention, mitigation, and 

recovery. There will be an emphasis on procedures that deal with data integrity in order to 

protect data from corruption, monitor data changes, and recover damaged data. The depositor 

will be informed of the discrepancies and any actions taken, and any modifications such as 

deletions, corruptions, or repairs, recorded [20]. 

3.3  Responsibilization in Procedure 

Because of the interconnected nature of the duties and operations it performs, a 

reliable digital repository will be held to all applicable standards and regulations. Any 

interested party will have access to the repository's procedures manual. Metrics and checks 

will be set up to make sure everything keeps running well. Actions made for the sake of 

preservation (such as migration, emulation, etc.) shall be documented and explained 

considering generally accepted standards. As the repository's requirements, third-party 
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service providers, and authorised communities evolve, there will be opportunities to offer 

input and discuss the implications [21]. 

3.4  Skill in digital file management 

Many individuals who deal with computers and handle files at today's institutions are 

not very adept at digital file management. A full-text, multimedia, and catalogue database of 

archives is necessary for digital file management. However, modern university archivists are 

not well-versed in the tools, technologies, and processes involved in computer and network 

operations. Due to this, digital libraries are slowed in their ability to acquire new data [22]. 

3.5  Institutional countermeasures for shoring up the data security of digital archives 

There are a growing number of potential points of failure in data security, including 

the storage medium, the network infrastructure, the hardware components, and the security 

awareness of end users. Therefore, it is crucial to continue strengthening the building among 

those in charge of managing digital archives, establish a system to guarantee information 

security technology for digital libraries, and so on. 

3.6  Improve knowledge of data protection among those in charge of digital files 

Enhancing the security of digital libraries is predicated on raising the understanding of 

digital archive administrators about the need of data protection. If file managers aren't made 

aware of the need of data security, no precautions will be taken to keep data in files secure. 

Therefore, there are a variety of options for raising file management staff's awareness of 

information security, including specialised information security lectures, case studies, 

business research, etc. People in charge of file management will be better able to focus on 

data protection because of this. As a result, people will be more aware of the need of keeping 

their personal information safe online, which will reduce the likelihood of data breaches and 

other breaches of privacy [23]. 

3.7  Creating a safe and secure technological infrastructure 

There are major practical advantages to the availability of digital archives that allow 

for distant sharing, yet some individuals or businesses may unlawfully get some vital data or 

information obtained over the network. As a result, more resources must be put into 

developing and deploying network security technology, and also a network technology 

guarantee system needs to be set up [24]. 
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3.8  Recruiting top-tier talent in the field of information security 

While current workers at higher education institutions charged with overseeing digital 

files get little in the way of ongoing training, their rudimentary knowledge of information 

security management may benefit from it. As a result, the appropriate units within the 

institution should boost their spending on infrastructure and develop more advanced training 

programmes, so that managers can do their jobs more competently. The strategy should 

include up-to-date management data, and digital technological data. 

3.9  Model for a System that can support Trust in a Blockchain 

Both the underlying technology and the metadata model had to be decided upon 

before the supporting system could be modelled. The searchability is not a technical 

challenge, although indexing is accomplished mostly by the underlying technology of the 

supporting system. Since archive searches are conducted via exploration of information 

collections, choosing the right metadata standard is critical for the supporting system [25]. 

3.10  Examining the Safety of the System 

The cloud server is often portrayed as trustworthy yet inquisitive, meaning that it 

understands and adheres to the protocol requirements for cloud services but is nevertheless 

interested in learning more about archive files and data. That is to say, people do not have 

faith in the cloud server. The security of the confidentiality management model of cloud-

based digital archives is theoretically examined, including the security of archive files, 

archive data, and archive feature data; that is, the likelihood that the untrusted cloud server 

obtains sensitive archive information in accordance with the encrypted archive files, 

encrypted archive data, and encrypted archive feature data submitted by the local server is 

examined. 

 Conclusion 4.

Managing archival material in higher education institutions is moving in the direction 

of digital archives. Securing digital archives at universities is a complex and time-consuming 

undertaking that calls for the integration of several disciplines and resources, including 

software, regulations, organisational structures, mindsets, and human resources. The number 

of potential threats to the privacy of data stored in digital archives is growing in tandem with 

the expansion of both social media and scientific knowledge. All university archives should 
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place a high priority on working together to increase the efficiency of university archives 

administration. This research will continue to investigate the following issues in the future: 

 Ways to simplify the archival release mechanism and the archival search paradigm to 

reduce load on the local server. 

 How to optimize efficiency and safety by developing a variety of feature-construction 

strategies for use with archival data. 

 How the suggested approach may be implemented in a cloud-based digital archive 

management system. 
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