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Abstract 

Due to frequent movements and hangouts between classrooms and office buildings, 

students’ personal items/expensive gadgets can get lost, misplaced and stolen, this has become 

a common issue that people across the campus and offices have been frustratingly dealing with. 

Keeping this in mind, this research work aims to implement a cost-effective “Password-Based 

Locker Security System” to protect the personal assets of students and staff, like laptops, 

gadgets, keys, and personal documents. The study presents a prototype security locker that 

utilizes Arduino UNO connected with a Wi-Fi module, which controls the complete processes 

like taking a password from the keypad module, comparing passwords, driving the buzzer, 

triggering the relay, and sending status to the LCD and connecting to the Internet of Things 

(IoT). The system is based on IoT technology using the Blynk IoT platform, which sends a 

notification alert to the connected device in case of security breaches. One Time Password 

(OTP) verification can be done to reset the password after three wrong password inputs. The 

proposed system is portable, durable, and installable in specific places. 

Keywords: Password-Based Locker Security System, Campus Security, Personal Asset 

Protection, IoT-enabled Security System, Arduino-based Security. 
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 Introduction 

 In this era of rapid technological advancement, the electronic security system has 

become one of the cheapest preventative measures to protect business and personal assets such 

as money, property and even intellectual property that are under non-disclosure agreements 

[1]. Security is now more important than ever. The risk of misplacing or losing your belongings 

or getting your assets stolen/robbed is just as rampant in an educational institution as in big 

companies and businesses [2]. With the massive influx of storage and security systems being 

used by homeowners, business owners, banks, hospitals, and corporations alike, it is only 

pertinent that a similar approach be introduced on the premises of educational institutions as 

well. 

These security and storage solutions are exceedingly costly despite their necessity [3]. 

In this sense, the research aims to offer students a secure and cost-effective storage system. The 

research intends to contribute by providing students with a cost-effective storage and security 

system. A college is continually active, with many students moving from one classroom to 

another and congregating outside classes. It is only sometimes practicable for students to bring 

their expensive and essential equipment to campus due to the risk of losing, breaking, or being 

stolen. Numerous students have misplaced little goods such as keys, watches, etc. Students 

have been coping with this persistent and frustrating problem for years. This research aims to 

construct a “Password-Based Storage and Security System” tailored to students’ needs. 

This security system is designed to be implemented on individual floors of a college 

building and in individual classrooms if possible. The design will consist of a locker to fit the 

students’ gadgets/personal belongings to act as storage. The locker will have a 16-character 

matrix keypad to enter the password provided to the individual concerned. It will give a person 

three tries before triggering the signal to ring the buzzer that will alert the individuals nearby 

of possible malicious intent. This way, the students can be reassured and at ease knowing their 

personal belongings are safe even in their absence in the classroom/building. 

This research aims to design and develop a password-based locker system with the 

following objectives. 

• To develop a password-based locking system based on the Internet of Things 

• To develop an OTP-based password reset system  

• To make a portable and advanced security locker. 
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 Literature Review 

The rapid adoption of security systems in numerous facets of modern life has become 

indispensable in recent years. Individuals are increasingly concerned about their valuables’ 

safety, whether stored in enterprises, organizations, or bank lockers. However, conventional 

security measures, such as safe lockers that require a PIN, have been shown to be susceptible 

to unauthorized access. To address this issue, researchers have proposed novel solutions that 

integrate face recognition, biometric technologies, and the Internet of Things (IoT) to bolster 

the security of safe boxes and door locks. 

The main purpose is to provide security in all public places, such as homes and public 

places, and all system information is stored in the cloud. After entering the required code, the 

microcontroller feeds the coil to the servo motor, helping to lock or unlock the door as needed. 

M. S. Zaghloul et al. 2014 [4] describe the research, which aims to create and use new 

computing technologies to create shared security and make them suitable for ordinary citizens 

and large organizations. 

Some additional functions, such as adding new users and changing old passwords, can 

be set on the keyboard as usual. The screen adopts the LCD model. These machines rarely have 

instruction manuals. Therefore, flexibility and reliability are high. It controls them using GSM 

technology and allows users to control the operation remotely, as described by J. F. Li et al. 

2015 [5]. The paper also shows that building security is cost-effective for better use. 

the use of  pre written password to open the door increases the security level to prevent 

unauthorized access by intruders. The system proposed by M. A. Hossain et al. 2016 allows 

users to change or reset both passwords if they forget them easily [6]. This password-based 

automatic locking system will provide users with a more secure locking system. First, the user’s 

combination is compared to a pre-written password stored in the system memory. Users can 

test some connections before the system shuts down temporarily. If the user combination 

matches the password, the door will be unlocked. The same principle can be used to lock the 

door. The system will also allow users to reset their passwords if they wish. 

In everyday life, cryptographic systems are important to ensure that everything or place 

is secure. The article by P. R. Nehete et al. 2016 [7] has used this to identify and create a safe 

path to a door that requires a password. A keypad is used to enter a code into the system, and 

if the code is entered correctly, the door is opened by a motor to rotate the door lock handle. 
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N. Anusha et al. 2017 [8] present a novel approach to enhance locker security by 

incorporating IoT, facial recognition, and OTP technology. When an individual wants to access 

the locker, a PIN is entered. The system captures the user's image and compares it with database 

records using Eigenface and PCA algorithms if valid. If the image matches, an OTP is 

generated and sent via SMS and email for added security. Transaction logs are sent to the 

registered number and email in cases of non-matching features, allowing owners to report 

intruders to the police promptly. This research aims to provide a comprehensive understanding 

of the proposed locker security system and its potential implications in overcoming current 

security challenges faced by locker systems. 

Lokesh et al. 2017 [9] introduce a user-friendly, cost-effective IoT-based smart storage 

security system designed for both home and office use. The system aims to provide the general 

public with a secure method to protect their valuables, such as jewellery, money, and important 

documents, even when they are away from the locker's location. Utilizing an Arduino with a 

GSM module and incorporating a biometric scanner, the smart locker system sends prompt 

alerts to the owner's mobile device in case of security violations or unauthorized access 

attempts.  

Kook 2019 [10] introduces an OTP-based IoT door-lock system designed to address 

the security concerns of single-family households, particularly those headed by single women. 

The system includes OTP password generation, remote lock control, image storage, and live 

streaming capabilities. In addition, a smartphone app provides enhanced security through real-

time video surveillance, door lock control, and event logging. 

Mohammed et al. 2019 [11]  concentrate on designing and implementing an access-

control system based on a combination of Password and Radio-Frequency Identification 

(RFID) technology. The system seeks to restrict locker access to only authenticated users. A 

passive RFID reader is used to read the ID number from the RFID tag, and a keypad is used to 

input a password. The locker will unlock if the ID number and the password are entered 

correctly. The primary objective of this study is to develop a robust, cost-effective, and error-

reducing storage security system. This literature review aims to provide an overview of the 

proposed locker security system based on Password and RFID technology, emphasizing its 

potential implications for enhancing access control and ensuring secure storage. The research 

presents a novel strategy for resolving locker security issues by integrating two distinct yet 

complementary authentication mechanisms. 
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Setyadi et al. 2020 [12] discuss the limitations of conventional safe cases and propose 

a prototype with enhanced security is proposed. Face recognition and fingerprint technologies 

are utilized in conjunction with a two-way verification process and an incorporated Internet of 

Things (IoT) system. Notifications from Android apps make real-time monitoring possible. 

Under bright conditions, the face recognition system performs reliably, whereas fingerprint 

identification functions best on a flat surface. The system's distance and throughput values are 

optimistic in both line-of-sight and non-line-of-sight conditions.  

Yulianto et al. 2022 [13], addresses the increasing concern over criminal acts such as 

robbery, especially in urban areas. To prevent theft attempts, safe-deposit lockers have been 

utilized to safeguard valuables. The research concentrates on implementing a secure security 

system that employs fingerprint technology and is connected to the internet via the Blynk 

application in order to increase security. The biometric sensor functions as the safe's access 

control, while the Arduino Uno microcontroller stores the command logic. In addition, a 

stepper motor serves as an actuator to open and close the safe, and the Esp8266 module 

connects the system components to the Blynk application via the internet network. Utilizing 

the Internet of Things (IoT) concept enables remote control and notification of residential 

access. 

In conclusion, the above literature survey highlights the significance of instituting 

advanced security systems to protect personal belongings and valuable devices from theft and 

loss in dynamic environments such as educational institutions and offices. The examined 

research papers propose various solutions, including password-based locker systems, Internet 

of Things (IoT)-based smart storage security, face recognition, biometric technologies, and 

cryptographic methods. These cutting-edge methods address security concerns and provide 

real-time monitoring and notification alerts, enabling prompt responses to security breaches. 

These initiatives contribute to creating safer and more secure spaces for students, staff, and the 

general public by combining modern technologies with portable, cost-effective designs. 

 Proposed Work 

The research  presents a prototype security locker that utilizes Arduino UNO as a 

microcontroller. The Arduino UNO is an open-source microcontroller board based on the 

ATmega328P [14], which controls the complete processes like taking a password from the 

keypad module, comparing passwords, driving the buzzer, triggering the relay, and sending the 

status to the LCD. The door lock system uses a matrix keypad as the main input source since 
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the keyboard is directly connected to the microcontroller I/O pins without any communication 

interface. An I2C LCD display is a primary peripheral display where the user can see the input 

password or any essential information on the LCD display. The LCD uses the I2C 

communication protocol to receive its data. A solenoid lock is used as an actuator for the bolt 

in the door. Based on the input of the password, the lock is actuated. A sim 800L module is 

used to send OTP code to that particular sim module connected card, which unique number is 

defined in the program. The Esp8266 Wi-Fi module has been used to connect the Arduino to 

the IoT-based technology. And, for the wrong password, an OTP code message is sent to the 

user’s mobile phone to reset the password using that OTP code. Powering the system is an off-

the-shelf 2-ampere 12-volt power supply that can simultaneously power all the attached 

peripherals. A very lightweight & power-efficient buzzer is used for audible feedback.  

First, the user combination will be compared to passwords previously recorded and kept 

in the system memory. Users are permitted several incorrect password attempts before the 

system is temporarily disabled. The door will unlock if the user combination and password 

match. Suppose the wrong combination is entered more than the specified number of times. In 

that case, the buzzer will emit an audible beeping sound signalling an emergency linked to an 

intrusion or a security breach. 

3.1 Block Diagram of System 

 

Figure 1. Block Diagram of the System 

The brain of this proposed work is the microcontroller, the Arduino Uno board, and it 

is connected with the Esp8266 wi-fi module to connect the device to the internet and develop 
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an IoT-based system. The Arduino board is connected to an LCD, keypad, relay and buzzer. 

The relay is used to trigger the solenoid lock connected with the 12V supply and relay. The 

solenoid lock opens or closes the locker according to the entered password. A 16*2 LCD is 

required to display the message by Arduino; 16*2 means it has 16 columns and two rows. The 

buzzer rings if the password is entered wrong three times. 

3.2 Working Principle of the System 

1    Initialize the required libraries and variables: 

1.1 Import the necessary libraries, such as Keypad, Blynk, GSM, and Wire. 

1.2 Define variables to store the password, entered password, and the number of 

incorrect attempts. 

2 Set up the keypad and Blynk: 

2.1 Configure the keypad library to listen for button presses and assign it to a specific 

pin configuration. 

2.2 Initialize and connect the Blynk library to the Blynk server using the appropriate 

authentication token. 

2.3 Set up the Blynk virtual pins for notification purposes. 

3 Set up the GSM module: 

3.1 Configure the GSM module with the required parameters, such as baud rate, 

APN, PIN, etc. 

3.2 Using the GSM module, set up a function to send an OTP message to a specified 

phone number. 

4 Set up the buzzer: 

4.1 Define the pin for the buzzer. 

4.2 Implement a function to activate the buzzer for a specified duration. 

5 Define functions for password verification and resetting: 

5.1 Implement a function to verify the entered password against the stored password. 
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5.2 If the password is correct, grant access and reset the incorrect attempts counter. 

5.3 If the password is incorrect, increment the incorrect attempts counter. 

5.4 If the incorrect attempts counter reaches three, send an OTP message, activate 

the buzzer, and notify Blynk. 

6 Implement the main loop: 

6.1 Continuously listen for keypad input. 

6.2 When a key is pressed, append it to the entered password. 

6.3 Check if the entered password matches the stored password. 

6.4 Based on the verification result, either grant access or perform the necessary 

actions for an incorrect password. 

7 Implement the OTP verification and password reset function: 

7.1 When an OTP is received, compare it with the entered OTP. 

7.2 If they match, allow the user to reset the password. 

7.3 Store the new password and reset the incorrect attempts counter. 

8 Send Blynk notifications: 

8.1 When the incorrect attempts counter reaches three, send a notification using 

Blynk to alert the user. 
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3.3 Flowchart of the System 

 

Figure 2. Flowchart of the System 

As seen in Figure 2 above. The user is let to input the password, and if it becomes true 

as registered in the program, the system lets the relay or solenoid lock open and give access to 

the door. In case of a wrong password three times, the OTP message and notification of Blynk 

are sent during any sort of unauthorized access to the system. The user gets a message for OTP 

code sending requirement or not on-screen and if the user press one, the OTP gets sent to the 

user’s phone, and the user gets prompted to reset part of the system when OTP is sent to the 

user’s mobile phone. The Wi-Fi module connects the device to IoT, and the Blynk notification 

of unauthorized access is sent to the respective IoT-connected device using the Blynk platform. 

In this research a 12V 2A AC-DC adapter is given to Arduino and a solenoid lock. This 

12V is converted into 5V by a voltage regulator in the Arduino and given to peripheral devices 

through Arduino required for the operation. The Esp8266 wi-fi module has been connected to 

the Arduino UNO using standard serial communication, and a voltage divider circuit has been 
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employed for the purpose of the safety of the module. The SIM 800L is used to establish 

network communication for sending OTP messages. 

The 4*4 matrix keypad is used, which is required to input passwords and manually lock 

our customized door locker. It consists of 16 keys, four in rows and four in columns. When the 

key is pressed, it establishes the connection between the corresponding rows and columns. It 

is also connected to Arduino. 

3.4 Hardware and Software Used  

Table 1. Security Locker System Hardware Components Implemented 

Component Function 

Arduino Uno Microcontroller board for overall processing 

Esp8266 wifi module Connecting to the Internet and building an 

IoT system 

Relay Actuating the solenoid lock 

Solenoid Lock Lock triggered by relay for door open/close. 

Adapter Adapting accurate voltage for the system 

Sim800L module Connecting to a GSM network for sending 

OTP message 

Buzzer Alert sound for unauthorized access to the 

system 

 

Table 2. Security Locker System Software Components Implemented 

Software Functions 

Arduino IDE Programming of system 

Blynk IoT platform for getting notification alert 

Proteus Simulating the project virtually 

 

 Result and Discussion 
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Simulation of the proposed system consists of Arduino UNO, Buzzer, Keypad, Relay, 

and LCD, as shown in the diagram below. A lamp is used to determine if the system is working. 

The analogue digital pins of the microcontroller (Arduino) are connected to the respective pins 

of the keypad, buzzer, relay, LCD and virtual terminal. The simulation and pin configuration 

are as shown below: 

 

Figure 3. Simulation Circuit 

This simulation uses a lamp instead of a solenoid lock to determine if the system works. 

When the required code is entered into the Arduino of the simulation, the Display shows “Enter 

Password”. When the correct password is pressed in the Keypad, the lamp glows, indicating 

that the system is working, i.e. the door is open. The Display shows “Incorrect Password” when 

an incorrect password is entered. The lamp does not glow. When an incorrect password is 

entered more than three times, the buzzer is triggered, and it makes an audible beeping sound 

indicating a security breach in the system. 
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4.1 Hardware and Software Used 

 

 

 

 

 

 

 

Figure 4. Password-Based Locker Prototype 

The above figure shows a “Password-Based Locker Box” with the following dimension 

(in inches): - Length: 18 inches, Width: 12 inches and Height: 12 inches. 

A 4*4 matrix Keypad is attached to the locker. This Keypad is used as an input. The 

user enters the required password in the Keypad, which is displayed on the LCD. A 16*2 I2C 

LCD is attached to the front of the locker. The LCD is used as a display for the input. A 12V 

power supply is required to run the system. A Solenoid Lock is attached to the back of the door. 

It helps in opening/closing the door as required. 

In Figure 4 above, when power is supplied to the locker, the LCD displays “Enter 

Password:”. This lets the user input the password three times until the correct one is entered 

after that buzzer goes high, a Blynk notification is sent as “alert unauthorized access”. Thus, 

this makes the system highly secure and advanced. 

 

Figure 5. Password Input Prompt 

The sim 800L module connects the SIM card to the network and sends the OTP code 

to the respective mobile phone as defined in the program, thus helping actuate the system. A 
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12V adapter is used to provide supply to the system. An adapter is used to convert 12V into 

required 5V supply to Arduino and Relay. 

 

Figure 6. System Components 

The Wi-Fi module allows the system to get internet access. As programmed, the system 

can be connected to the Blynk IoT platform for the purpose of sending the notification alert to 

the user. The Sim800L GSM module allows the user to get an OTP verification code in case 

of three wrong inputs. Thus, the OTP can be entered, and the system password can be reset to 

a new one. 

A PCB with Arduino UNO, Relay module and Buzzer is placed in a compartment, as 

shown in Figure 6. The Arduino and Relay are connected to the Keypad and LCD display.  

 

                            Figure 7. Display with Correct Input 

The correct input prompt occurs when the user inputs the correct password, the system 

is set to open as relay triggers, and the solenoid lock lets the door get opened. 
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Figure 8. OTP Message Sent to the Respective Device 

First, the system scans for a network using a sim 800L module and makes a connection, 

as in Figure 8. The OTP is sent when three invalid presses of the password are made. This 

would create authorized access to the system and let only the registered user enter the system 

and access its components inside the locker system. 

The OTP verification is carried out in 4 procedures: 

i) OTP sent to the registered phone number after invalid attempts are made, as 

illustrated in Figure 9 (a). The OTP is generated by a ‘random’ function in the 

program that generates random OTP values in specific ranges. i.e.  

𝒐𝒕𝒑𝑪𝒐𝒅𝒆 =  𝒓𝒂𝒏𝒅𝒐𝒎(𝟏𝟎𝟎𝟎𝟎𝟎, 𝟗𝟗𝟗𝟗𝟗𝟗); 

 

Figure 9 (a). OTP Messaging to Phone 

ii) OTP verification by the user is carried out as specified in Figure 9 (b). The user 

gets an OTP code to verify if the code matches then, a system reset can be done.  
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Figure 9 (b). OTP Verification Prompt 

iii) Verification is checked out as illustrated in Figure 9 (c), and if the verified 

password is let to reset. 

 

Figure 9 (c). OTP Verification Successful 

iv) Resetting of password is allowed by the system after OTP verification is 

successfully done as illustrated in Figure 9 (d) 

 

Figure 9 (d). New Password Input Prompt 

The user is allowed to enter the password three times, then the wrong password prompts 

occur, and the user gets an OTP message as well as a Blynk notification; then, the LCD display 

prompts the message of enter OTP, and the user is let to enter the OTP, and if it’s correct, he 

can reset or input a new password. When the password is entered through the keypad, if the 

password is correct, “Correct” will be displayed on the LCD, as shown in Figure 4.6, and the 

lock will be opened. After a delay of 5 seconds, the lock is triggered, and the door is locked 

again. In such cases, the message isn’t needed for mobile phones. When incorrect 

input/password is entered, the locker displays “Incorrect” is shown in the display. Three tries 

are provided. if the correct password is not entered on three tries, the buzzer is triggered to 

notify a potential security breach and using a sim800L module, the OTP code is sent to the 

phone number defined in the program. The user can reset the password after the OTP is sent 
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and the user enters OTP enter part in the LCD display, and the user can finally enter OTP and 

reset the password. 

 

Figure 10. Blynk Notification Alert for the Wrong Password 

The message through the Blynk IoT platform [15] is sent to the connected mobile phone 

using IoT technology, and the user is notified of any security breaches. This lets the owner get 

aware of possible threats to the system in the case of unauthorized access, getting a notification 

in the connected device as in Figure 10. This makes the security system more trustworthy to 

use. 

4.2 Discussion  

Thus, the system was perfect to avoid security breaches at different tests, and the OTP 

verification worked perfectly for resetting the password at three wrong inputs. The system was 

perfectly sending the message to the user with three passwords, and then, finally, the user could 

reset the password. This doesn’t apply to unregistered phone numbers. The system can send 

the OTP verification code to the registered user and send the alert message to the user’s phone 

using IoT Blynk technology in case of a breach. The IoT technology makes it more reliable 

and suited for rapid production as a product with the use of Raspberry Pi; more features can be 

added. 

The outcomes of the research work are: 

i) The OTP verification is a plus point when compared to the previous technologies 

of similar kind. 
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ii) The IoT technology makes it more reliable and supports ideas for further 

enhancements that can be used for fingerprint or Computer Vision systems. 

iii) The system is very secure and portable with the OTP verification it is fully ready to 

be brought into the product level. 

iv) The system needs a proper Wi-Fi connection to make it fully operatable without 

any problems 

 Conclusion 

Every innovative work is started with a view to attending a specific motto. The main 

goal is to make such a type of lock security system which will provide enhanced security over 

traditional lock and key systems with the sacrifice of a little cost. In this regard, the proposed 

work is an attempt to design and implement password protected electronic lock using 

microcontroller Arduino UNO. A matrix keypad enters the password and unlocks the lock 

when the correct password is inserted. The security system available in the present market is 

too costly to use, especially in third-world countries like Nepal. It is quite impossible to use 

something so costly for the general purpose.   The prototype of the proposed work enables one 

to make a password-protected lock, ensuring highest security at a very low cost and can be 

implemented easily in educational institutions. This prototype is also reliable and user-friendly.  

The research work was huge learning experience. In future  it is possible to  commercialize the 

locker system for the benefit of the student and institutions alike, if financial  supports are 

extended from the institution. The use of IoT technology enhances the field of science and 

technology these days. These systems can be brought to product level in mass production as 

the system is fully fit for such a purpose. 
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