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Abstract: This paper presents an analysis of Wireless Sensor Network (WSN) security issues 

that take place due to eavesdropping. The sensor-eavesdropper channels and the sensor sinks 

are exposed to generalized K-fading. Based on the physical layer security framework we use 

cumulative distribution, optimal sensors and round robin scheduling scheme to decrease the 

probability of interception and to equip secure connection between the nodes. For identifying 

the interception probability, a novel analytical methodology is present with simple analytical 

expressions. Moreover, diversity orders of scheduling schemes and asymptotic closed-form 

expressions are evaluated. Numerical results show the crucial result of shadowing and fading 

parameters of wiretap and main links, selected schemes on WSN security and network size. 

We have analyzed the output using Monte Carlo simulation and conclusions show the 

validation of the proposed work.  
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1. Introduction  

Over the years, there are a number of military applications in which the wireless 

sensor networks are incorporated. Moreover, because of the scalability, flexibility, low 

operating costs and installation costs, the WSNs [1] are also used in a number of new 

techniques such as Industry 4.0, Smart Grid and Internet of Things, etc. When 

communication takes place by means of an open radio channel, using spatially distributed 

sensors, it becomes vulnerable to attacks by third-party users by means of eavesdropping. 

The battery life of the sensor nodes is limited which makes it not practical to use 

cryptographic techniques [2] which consumes a large amount of energy to protect the sensor 

node from attacks. The traditional cryptographic techniques are based on the assumption that 

takes into consideration of the eavesdropper’s ability [3]. Brute-force attack [4] was later on 

used to determine the strength of the cryptographic method. Hence along with typical data 

encryption, we also propose the use of physical layer security. This layer shows a simple 

methodology that can be used as an additional layer of protection by using the characteristics 

of mediums like noise, shadowing and fading [5]. In a number of published papers that have 

been observed so far wiretap model that describes relationship between destination source 

and eavesdropper based on fading channels were analysed in [6]. Similarly Alice Bob Eve 

model that uses fading channels off α-µ is also investigated in [7].  

Similarly the authors in [8] study the performance of Wyner's system model. The 

secure outage probability and secrecy capacity of wiretap channels the take into to 

consideration and excess disturbance such as shadowing effect was analysed in [9]. Analysis 

is completed based on the assumption of gamma distribution and their distribution. This 

methodology is also used to investigate security issues in fading channels of k distribution. 

Different diversity techniques, conventional relay selection, cooperative relaying an artificial 

noise approach have been implemented resulting in improved privacy of downlink wiretap 

networks in an effective manner [10]. However the major disadvantages of these 

methodologies are higher system complexity as well as excessive energy resources 

requirement. Based on the characteristics of the sensors with respect to power constrained 

transmission the proposed physical layer security [11] is incorporated and is deemed to be 

inflexible when used for WSN.  
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Based on the review of literature work on PLS in WSN there are not many solutions 

that point to less consumption of energy. In [12], an optimal sensor scheduling is executed 

wherein the probability of interception of the messages is reduced significantly when 

compared with other benchmark methods such as round Robin scheduling scheme. In this 

methodology a scenario of m fading environment is built to obtain the asymptotic and exact 

expressions in the form of integrals. This methodology involved an estimation of rate of 

sensor sink channel to determine the best choice of transmitting the message in a secure 

manner while eliminating the sensor sink links that are affected during the process. However 

this methodology had a downfall in terms of energy consumption in a wireless sensor 

network. In order to overcome this disadvantage we have incorporated a cumulated 

distribution function that is used to schedule secure transmission of message using an optimal 

scheduling framework. This methodology is mainly used in [13] to choose the apt active 

downlink users. It is preferred because of its qualitative fairness when compared with other 

similar scheduling methodologies. Based on this detailed study we propose to analyse PLS in 

WSN using multiple sensors attack [14] through eavesdropping and the observed results are 

also recorded. This paper is organised such that the following section gives a detailed outline 

of the proposed PLS methodology problem formulation. Section 3 outlines evaluation of 

probability of intersection and the results obtained via simulation using Monte Carlo is shown 

in section 4. Based on the observed results, a conclusion is drawn in section 5. 

2. Problem Formulation 

A WSN that holds N sensors (each built with a single antenna) and one sink is 

represented in Fig.1 where the dashed lines represent wiretap channels and the solid lines 

represent main channels. The main sensor is the sink and the other sensors use orthogonal 

multiple access to communicate with the sink. In general the sensor which holds maximum 

data throughput is given access to communicate with the sink, respective of the effect of 

attacks, such that the channel capacity is maximized. In this methodology we have 

incorporated PLS in WSN using several scheduling methods. Based on the availability of 

wiretap and main channels with their channel state information analysis can be made. As the 

eavesdropper could be a WSN user who has restricted access to private data, this assumption 

is quite reasonable. However, we should take into consideration, the different data types are 

sensed by the sensors and their respective data streams should hold a higher priority during 
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transmitting the data. While operating, certain service requirements hold a higher priority 

when compared to others. However, due to constraint of execution, this factor is not 

considered in this paper and is left for further research work. The signal to noise ratio SNR is 

observed such that  

𝛾𝑠𝑖 =
|ℎ𝑠𝑖|

2𝑃𝑎

𝜎𝑠𝑖
2 , 𝑎 = 1,… . , 𝑁 

Where 𝑃𝑎 denotes the power transmission and 𝜎𝑠𝑖
2  denotes variance value with white Gaussian 

noise as an additive. ℎ𝑠𝑖 is a fading coefficient  between the sink and the ath sensor. Based on 

Shannon capacity formula, we can determine the channel capacity of the ath main link using 

the expression: 

𝑅𝑠𝑖 = 𝑙𝑜𝑔2(1 + 𝛾𝑠𝑖) 

 

Fig.1.System Model with Eavesdropper to Intercept the Transmission 

For an eavesdropper, the SNR can be expressed as  

𝛾𝑒𝑖 =
|ℎ𝑒𝑖|

2𝑃𝑎

𝜎𝑒𝑖
2 , 𝑎 = 1,… . , 𝑁 
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With the fading coefficient, power transmission and variance denoting that of the 

eavesdropper while the channel capacity can be represented as  

𝑅𝑒𝑖 = 𝑙𝑜𝑔2(1 + 𝛾𝑒𝑖) 

3. Determining the Intercept Probability 

In this paper, we consider the ath sensor to transmit signal with a maximum achievable 

rate 𝑅𝑠𝑖 . Accordingly, one can calculate the probability of interception using the formula 

given below: 

𝑃𝑖𝑛𝑡
𝑖 = Pr[𝐶𝑠𝑒𝑐𝑟𝑒𝑐𝑦

𝑖 < 0] = Pr⁡[𝑅𝑠𝑖 < 𝑅𝑒𝑖] 

On substituting the values of the previous expressions, 

𝑃𝑖𝑛𝑡
𝑖 = Pr[𝛾𝑠𝑖 < 𝛾𝑒𝑖] 

=∫ ∫ 𝑃𝛾𝑠𝑖(𝛾𝑠𝑖)𝑃𝛾𝑒𝑖(𝛾𝑒𝑖)𝑑𝛾𝑠𝑖𝑑𝛾𝑒𝑖
𝛾𝑒𝑖
0

∞

0
 

Every node present in the WSN are exposed to GK fading and the corresponding probability 

density function can be expressed as follows:  

𝑃𝛾𝑒𝑖(𝑥) = 2
𝑥
𝑚𝑎+𝑘𝑗−2

2

𝛤(𝑚𝑎)𝛤(𝑘𝑎)
(
𝑚𝑎𝑘𝑎
𝛾𝑎

)𝐾𝑚𝑎−𝑘𝑎[2(
𝑚𝑎 + 𝑘𝑗 − 2

𝛾𝑎
)]1/2 

Secrecy capacity is defined as the difference between wiretap channel capacity and legitimate 

main channel capacity. In case of a non-positive secrecy, it is possible for the eavesdropper to 

intercept the transmitted message successfully.  For a high average metric value, asymptotic 

probability is used such that when compared with the other methodologies, it gives a practical 

and quick insight to the various risks faced by the system.  
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4. Results and Discussion 

Analytical results are carried out using Matlab simulation and the value of Pa is estimated 

with a total of 108 sample set such that Fig.2 shows the environment of identically distributed 

shadowing/ fading environment and the intercept probability of the different schemes used.  

 

Fig.2. Intercept probability Vs. Fading and Shadowing shaping parameters in identically 

distributed links 

 

Fig.3. Intercept probability with respect to various wiretap links based shadowing methods  
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Fig.3 shows the output of the intercept probability with respect to the different methods of 

shadowing condition with respect to presence of wiretap links. It indicates that the intercept 

probability of RSS is found to be independent of the dimension of the network 

 

Fig.4. Intercept probability with respect to the different dimensions of the proposed 

methodology 

Fig.4 shows the intercept probability of the WSN network when there are different 

dimensions involved.  

5. Conclusion 

In this paper, we have introduced a physical layer in the WSN that operates using different 

scheduling schemes. On analysis of these schemes and its implementation, we have obtained 

the intercept probability express that is general and can be used with various 

shadowing/fading scenarios. The simulation results indicate that the asymptotic results are 

well matched with the outputs obtained for WSNs that are of smaller dimensions. Similarly, 

the scheduling policy for diversity order is also determined. Experimental analysis indicates 

that favorable wiretap/main channel conditions will tend to decrement the interception 

probability. Of the four schemes developed, the OSS scheduling policy shows the most 

optimal output. However, since the battery life of the sensor was restricted in the WSN, the 

CDF-based scheduling methodology is preferred over the OSS scheduling resulting in a 

tradeoff between fairness and reasonable intercept probability in the nodes of the network. 
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Moreover, under the conditions of distributed fading channels, it was observed that both the 

OSS scheduling as well as CDF scheduling resulted in the same order of diversity. The later 

was found to be sensitive on wiretap channel in comparison with the former scheduling 

methodology. However, the OSS scheduling framework was found to be very sensitive to the 

size of the network.  
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