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Abstract: Localization is one of the most important aspects of Wireless Sensor Networks 

that make it applicable in a number of fields and areas. WSN advances in the technological 

aspects the number of attacks on the nodes of the WSN have also increased proficiently 

resulting in a number of security issues. One such attack is the Sybil attack which uses 

multiple pseudonymous identities to disrupt the reputation of the system. This paper is used 

to analyse the Sybil attacks using a detection and defence algorithm based on distance vector 

hop. Simulation of the results using the algorithm will be useful in effectively enhancing 

security of WSN nodes. In this proposed work based on the experimental analysis we have 

found out that with 50 beacon nodes, we have been able to decrease the average localisation 

error buy a solid 4% when compared with previous methodologies. 

Keywords: WSN; Sybil Attack; Security localization; Location node; Location error; DV-

HOP  

1. Introduction 

The Wireless sensor networks (WSN) carry out multiple tasks like tracking, objective 

positioning, data transmission and network state.  However, the security of a WSN needs to 

be considered seriously and any discrepancies in this aspect should not be ignored. One of the 

most common attacks faced by a WSN is the Sybil attack. During this attack, pseudonymous 

identities are introduced to disrupt the credibility of the system, hindering with the services 

provided by the network. Recently a number of research works has been carried out on WSN 

security localisation technology. Some of the typical WSN attacks include denial of service 
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Sybil attack wormhole attack [1], spoofing [2] etc. To find these attacks focus is on security 

enhancement strategies to strengthen localisation of wsn. In this proposed work we have 

categorised localisation algorithm into two types namely tolerated attack algorithm and safety 

class algorithm [3].  The distance vector algorithm is a classic free-ranging wsn localisation 

algorithm is analysed in this work. To further enhance system and protect it against sybil 

attacks on localisation problem, a new DV hop based algorithm [4] is developed. In this 

paper we have considered static WSN with localisation issues.  

The major contributions of this work can be summarized as below: 

• In this paper, we have introduced the concept of neighbour list and hop difference as a 

part of the security measures against Sybil attack. 

• The major difference between our proposed work and the traditional methodology is 

that we have incorporated the same fake node with same neighbour list. 

• The rest of the paper is arranged such that section 2 gives a brief overview of the 

various security localization algorithms that exist. 

• Section 3 outlines the proposed methodology and section 4 shows the experimental 

results observed and analyzed. 

• Section 5 concludes the work and compares the proposed work with other 

methodologies to determine the efficiency of the proposed scheme.  

2. Related Works 

As the demand for security in localization of WSN [5] has gained importance in 

recent years, many research works has been carried out in this aspect [6]. To enhance 

security, many approaches have been proposed and carried out. In [7] the authors have 

introduced a mechanism using distance verified approach that is VM based to stop attacks by 

means of interaction between the beacon nodes. Authors in [8] have used a more advanced 

approach SLS program that is an improvement over the VM approach in terms of robustness 

and flexibility. The drawback with this approach is that it has a very complex program 

structure that requires larger overhead. Similarly, a Covet Base Station hidden approach is 

proposed in [9] as a solution to attacks on localizations in WSN. In this methodology, the 
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signals are positioned in a more secure manner depending on the strength of the signal. It also 

takes into assumption that CBS location privacy is used during execution of the program[10].  

However, this approach cannot be implemented in real time. Hence, an SLA security 

localization methodology is incorporated in [11] such that it is possible to determine the 

variation in transmission range. But, this methodology faced the issue of scalability since the 

location of the nodes is calculated by the sink nodes.  

In [12], HiRLoc protocol, ROPE protocol and SeR-Loc protocol are proposed. 

HiRLoc protocol faces the issue of computing complexity and high communication overhead. 

On the other hand, ROPE protocol [13] will be able to improve the drawbacks realised in 

SeR-Loc protocol though it increases the cost of the system with increase in hardware 

requirement. Similarly, SeR-Loc protocol demonstrates requirements like identification of the 

deployment density of the nodes which are not apt for securing the system against attacks 

[14].  A PLC algorithm is proposed in [15] that need periodic calculation of the node 

positioning along with the overloads. A conflicting set mechanism is used in the positioning 

methodology to prevent wormhole attacks [16]. The apt output is possible only if there is no 

package loss during transmission of information. This will be prominent when an attacker 

who attacks the system discards an information packet on purpose. To overcome these 

drawbacks, a sign cryption-based secure localization scheme [17] is enforced ensuring 

integrity and confidentiality in holding the location data.  But, if a malicious node captures 

[18] the normal node, this technique will fail. To overcome these discrepancies, a novel 

scheme using distance vector hop is introduced to improve the security of the WSNs, 

protecting them from Sybil attacks. 

3. Proposed Work 

3.1 DV-HOP Algorithm 

The minimum hop distance between the beacon nodes is calculated using the DV-Hop 

algorithm [19], in a WSN. It was Niculescu et al. who proposed this algorithm initially. This 

methodology is determined using a range-free strategy. The first step in this process involves 

broadcasting of a message that consists of three components: HopSizea initialised to ‘0’, 
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Coordinates and the ID. The minimum wireless hops that take place between the beacon node 

‘a’ and the sensor node ‘b’ is used as the value of HopSizea. In case the packet that is 

received holds a smaller value with respect to a beacon node, this value is updated in the 

table. Moreover the packet is also sent with an increment count to the network. However if 

the hop count value is higher the packet is not taken into consideration [20]. Using this 

methodology every note the network will hold the minimum hop count value. The next step 

involves calculation of the average of distance as shown in the expression given below: 

𝐻𝑜𝑝𝑆𝑖𝑧𝑒𝑎 =
∑ √(𝑥𝑎−𝑥𝑏)

2+(𝑦𝑎−𝑦𝑏)
2

𝑎≠𝑏

∑ ℎ𝑎𝑏𝑎≠𝑏
               (1) 

The true beacon node coordinates, ℎ𝑎𝑏 and the coordinates of the beacon nodes a and b is 

represented by (xa,ya) and (xb,yb). On calculating, every beacon node broadcasts the value 

using controlled flooding. When this hop size is received by an unknown node, the first 

message is only saved and further sent to the other nodes. On receiving the hop-size, the node 

will compute the distance between the beacon node and itself using the formula: 

𝑑𝑝𝑘 = 𝐻𝑜𝑝𝑆𝑖𝑧𝑒𝑎 × ℎ𝑜𝑝𝑝𝑘              (2) 

Finally, a polygon method is used to identify the position of the unknown node. If there are a 

total of ‘n’ beacon node used and the unknown node is assigned ‘m’, then it is possible to 

determine the location using the following equation: 

(𝑥 − 𝑥1)
2 + (𝑦 − 𝑦1)

2 = 𝑑1
2       

(𝑥 − 𝑥2)
2 + (𝑦 − 𝑦2)

2 = 𝑑2
2                          (3)  

(𝑥 − 𝑥𝑛)
2 + (𝑦 − 𝑦𝑛)

2 = 𝑑1
2       

Using least squares, we can reduce the equation taking the form AX=B such that  𝑋 =

(𝐴′𝐴)−1𝐴′𝐵. 
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3.2 Sybil Attack and Defence 

The primary goal of this paper is to decrease the effect of Sybil attack that occurs on 

localized nodes. Hence sensor nodes S1, S2, S3 and S4 while beacon nodes are taken as B1, 

B2 and B3. Similarly the malicious nodes that are initiate the attack are represented as F1, F2, 

F3, F4,... Fn. A secure network is represented in the Fig.1.a.The simultaneous attack is a type 

of Sybil attack that occurs when the attack is launched by all the fake nodes at the same time 

such that the hop difference is the same for the malicious node as well as the fake nodes. In 

Fig.1.b, since B1 node is in a communication range with S2 and S, the hop distance is HopD 

(F1,S1)= HopD(F2,S2). Here, F1 and F2 have the same location as that of B1 and so the 

nodes F1 and F2 are said to be at equivalent distance [21] from S1 and S2. However, if the 

attack timings vary and these two distances are found to be the same, then some of the fake 

nodes will be missed and this proposed methodology will not pass. Hence to overcome this 

drawback, the neighbour list is introduced into this algorithm such that one node get different 

neighbour list. Based on this analysis, the following steps are involved in the proposed 

algorithm: 

• Step 1: Test information is broadcasted by the beacon node such that a neighbour list 

is established with the neighbouring nodes. For every node a, if the neighbour list is 

different, it indicates that the node is under Sybil attack.  

• Step 2: The malicious nodes are saved in a blacklist represented as BL. 

• Step 3: DV hop localisation is carried out by all the nodes that are normal. 

 

(a) No Sybil Attack    (b) (Sybil Attack 2 Malicious Nodes) 
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(c) S8ybil Attack (n malicious nodes) 

Fig.1. Different Stages of the Sybil Attack 

Using these steps, the proposed algorithm using DV-Hop localization proves to identify the 

Sybil attack in a more efficient manner. When there is ‘n’ number of malicious nodes, the 

system can be represented as shown in Fig.1.c. 

4. Results and Discussion  

The evaluation metrics, simulation settings and impact of malicious nodes are analysed in this 

section. The following observations have been carried out using the network simulator NS-2 

to determine the efficiency of the proposed work.  

 

Fig.2. Location Error Identified against the Malicious Attacks 
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Fig.3. Coverage Percentage 

Fig.2. shows the error identification in case of malicious attacks. It shows that there is 

an increase in localization error during Sybil attack for the proposed methodology while in 

the absence of the attack, it remains a constant. Similarly, Fig.3 shows the coverage 

percentage against the malicious nodes where our proposed methodology works towards 

improving the accuracy of the attack and decreasing the malicious nodes. Fig.4 shows the 

average localization error that varies based on the number of beacon nodes. It is observed that 

the number of beacon nodes vary indirectly with that of the average localization error. From 

the figure it can be identified that about 72% average localization error occurs when there are 

35 beacon nodes. On the other hand, the traditional DV-Hop methodology observes an error 

of 80% while under no Sybil attack, the average localization error is very small at 30%, 

indicating the effectiveness of the proposed work.  
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Fig.4 Beacon Attack Coverage 

5. Conclusion 

In this work, we have incorporated a security localization algorithm that is capable of 

decreasing the localization error. The positive aspect of this paper is mainly the lack of need 

for extra hardware. It is seen that the proposed work shows a significant improvement over 

the previously existing DV-Hop localization methodology and uses novel concepts of 

neighbour list, hop difference and black list in order to accurately identify the location of the 

malicious node. Here, we have used 50 beacon nodes and it is seen that the localization error 

has been decreased by 5% in comparison to the traditional methodologies of DV-Hop. As 

part of future work, it is possible to further improve the accuracy of identifying the malicious 

nodes.  
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