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Abstract: The ability of wireless sensor networks (WSN) and their functions are degraded or
eliminated by means of intrusion. To overcome this issue, this paper presents a combination of
machine learning and modified grey wolf optimization (MLGWO) algorithm for developing
an improved intrusion detection system (IDS). The best number of wolves are found by running
tests with multiple wolves in the model. In the WSN environment, the false alarm rates are
reduced along with the reduction in processing time while improving the rate of detection and
the accuracy of intrusion detection with a decrease in the number of resultant features. In order
to evaluate the performance of the proposed model and to compare it with the existing
techniques, the NSL KDD’99 dataset is used. In terms of detection rate, false alarm rate,
execution time, total features and accuracy the evaluation and comparison is performed. From
the evaluation results, it is evident that higher the number of wolves, the performance of the
MLGWO model is enhanced.

Keywords: Machine learning, Support vector machine, Intrusion detection, Wireless sensor

networks, Grey wolf optimization algorithm
1. Introduction

General purpose computation elements, sensors and small actuators are available in the
heterogeneous wireless sensor network (WSN) system [1]. Self-organizing, low-power, low-
cost wireless nodes are available in hundreds or thousands in a WSN for monitoring and

controlling the corresponding environment. Security, robustness, scalability, reliability and
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self-healing characteristics must be taken into account while developing a WSN system.
Military applications, earthquake monitoring, monitoring performance in manufacturing
machines, ocean monitoring and several such applications make use of WSNs [2-3].
Monitoring water quality, building security, highway traffic, pollution and other futuristic
applications can make use of WSN architecture and principles. The raw information may be
grouped and aggregated efficiently with the help of WSN. The base station is a centralized
control unit of a WSN. A WSN may have one or more base station units. The base station has
multiple functionalities. It offers an access point for human interface, enables data processing,
acts as a storage unit and a gateway to another network. Data may be extracted from the
network and the control information may be disseminated using the base station [4]. It is also
referred to the sink. A routing forest is built by a combination of the sensor nodes. The base
station contains the root of each tree. When compared to the sensor nodes, the power and
storage capacity of the base station is high. Communication outside the WSN facilitated by
strong processors with better speed and performance, storage memory for saving cryptographic
keys and battery power to sustain throughout the lifetime of the sensor nodes are facilitated by
the base station [5].

A robust and accurate IDS model is created by selecting the most pertinent features using an
appropriate feature selection (FS) scheme [6]. From a given dataset, certain attributes and
redundant features are removed to identify the relevant features using FS. Improving the
detection performance and data dimensionality reduction are the significant objectives of FS.
Along with redundant features, the data presentation makes use of several features in real time
applications [7]. Segregation of extra features is made possible as the role certain of features
will be taken by other specific features [8]. The behavior of the dataset and other essential data
are available at the relevant features while directly impacting the output of the system [9].
Conventionally, in high dimensional space, obtaining the best set of features using a
comprehensive search has been impractical. A combinatorial optimization problem is modelled
using the FS by several researchers where an optimal feature space is obtained from the set of

given features [10].
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2. Related Works

Over any type of network, in order to enhance its security an intrusion detection system (IDS)
is essential [11]. The threats imposed on the network in terms of intrusion or by the hosts are
detected and prevented by providing a high level of security using this system. Detection of
new attacks and ensuring adaptability is the primary goal of these system. Anomaly IDS and
misuse IDS are the major classifications of IDS [12]. New attacks are identified by employing
signatures in misuse IDS, while intelligent methods and statistical patterns are used to identify
if the behavior is healthy or not using anomaly IDS. Anomaly detection based IDS is introduced
using several schemes that may classify the abnormality and normality using artificial
intelligence algorithms and other smart classification schemes [13]. The attack detection is
ensured by the IDS classifier and the detection process is enhanced with intelligent
computation. Accuracy, false alarm rate, detection rate and pattern are the factors used for
characterization of each classifier. Along with the computational cost and the classifier model
complexity based issues, high false alarm rate, low detection rate and accuracy are the
drawbacks of most classifiers [14]. The detection process and its performance are affected by
massive storage capacity, long processing time, high complexity and high classification level
[15]. The IDS mainly faces issues relating to reduction of processing cost and enhancement of
classifier performance which has to be improved significantly. The challenges involved in
overhead classification may be overcome by improving the efficiency of the detection process
by reducing the dataset dimensionality. Such problems may be overcome largely by using
feature selection process [16].

In order to secure the infrastructure and data, the WSN based applications must ensure high
security level. Intrusion and abnormal behavior may be detected by the IDS. Distributed
sensors in a WSN gather data and transmit it to the node at the base station [17]. This
information is not completely protected from external attackers using cryptographic security
schemes. IDS acts may as a second level defense mechanism in this scenario for continuous
monitoring of network traffic. When the sensors show any malicious activity, alert is sent to
the base station. Various problems in FS has been solved efficiently using The Grey Wolf
Optimization (GWO) algorithm. High accuracy and performance may be obtained by selection
of essential features with maximum relevance and minimum redundancy thereby reducing the

data dimensionality using feature selection [18]. The efficient utilization of classification
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process is ensured by optimal selection of features while addressing the over-fitting issues and
providing appropriate data for noise recognition using the feature selection schemes. Selection
of prominent features without irrelevance or redundancy while reducing the dataset
dimensionality may be performed using the preprocessing optimization process called feature
selection. No over-fitting problem, a data out noise, data storage capacity, minimum processing
time is ensured while avoiding the classification overhead and enhancing the accuracy as well
as classification performance is obtained using the features that are selected resembling the

optimal subset [19].

3. Proposed Work

The main objective of this analysis is achieved by the novel intrusion detection scheme
proposed in this paper. A valid and verified NSL-KDD dataset commonly used for intrusion
detection testing is used for experimentation. As shown in figure 1, data acquisition is the initial
stage of the quantitative scheme. With this dataset, the WSN based intrusion detection model
and the steps involved is represented in figure 1. The dataset is categorized into training and

testing datasets comprising of 80% and 20% of the overall dataset respectively. Feature

selection, classification and evaluation are the three major stages in the data processing as

o=

shown in figure 1.
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Fig. 1. Proposed IDS architecture
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NSL-KDD’99 dataset is used for evaluation of the proposed model. Various IDS have been
tested using this dataset for analyzing the performance in terms of global security. The lack of
redundant records is a major advantage leading to unbiased classification using this dataset.
When compared to existing IDS techniques, the proposed model offers improved intrusion
detection rate. User to root (U2R) and remote to local (R2L) attacks, DoS attacks and probe
attacks are included in the dataset. The dataset is normalized making it more appropriate for
deployment in classification and feature selection schemes. With lesser requirements of
hardware processing, faster processing is achieved by dataset size reduction. During data pre-
processing, the non-numerical values are encoded and numerical values are normalized.
Further, normalization is performed on the encoded non-numerical values whereby scaling of

the content is done.

A modified grey wolf optimization algorithm is used for feature selection enabling optimal
feature set identification through attribute selection. The hunting and leadership mechanism of
grey wolves in real world forms the basis of the meta-heuristic feature selection algorithm
termed as GWO. It consists of different types of wolves inclusive of alpha, beta, delta and
omega wolves. Wolves often reside in packs. Each pack size may range between five and
twelve. The first place is occupied by the alpha wolves while the second and third places are
taken by beta and delta wolves and the least expected solution is provided by the omega wolves.
In general, optimization is performed by the first three wolves while tracking is performed by
the fourth. In the modified GWO algorithm we determine the fitness of a subset with respect
to the core goal using a multi-objective fitness function and increase the number of wolves.
The reduced dataset with lesser features obtained from the algorithm are fed as an input the

SV M classifier. The classes are categorized on identifying the hyper-plane using this classifier.
4. Results and Discussion

The proposed technique is implemented on a MATLAB environment for experimental purpose.
Various systems and applications are modelled and analyzed using the MATLAB tool. Massive
dataset volumes can be analyzed while providing optimal solution using this environment.
Integration of MATLAB codes with those written in other programming languages is made

possible for deployment of algorithms in enterprises and web platforms.
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Fig. 2. Accuracy based evaluation and performance comparison

Detailed evaluation of the proposed model and comparison with existing PSO and conventional
GWO schemes are performed and represented graphically. The model with the best
configuration of wolves is analyzed by varying the number of wolves. From the results of
evaluation, it is evident that the system is more optimized with an increased number of wolves.
This helps in overcoming the drawbacks like slow search, solution diversity and premature
conference. The optimization process is affected by the variation in wolf size. The tradeoff
between exploitation and exploration searches has to be improved by selecting the most
appropriate number of wolves. Figure 2 represents the evaluation and comparison of
performance based on accuracy when the number of wolves are set at 6, 10 and 14 along for
the proposed model along with the existing PSO and PSO-SVM models. The classification
accuracy of the proposed multi-objective function increases correspondingly as accuracy is

given high weight compared to the other features.
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Fig. 3. Detection rate based evaluation and performance comparison

The proposed technique also outperforms the other models in terms of false alarm rate. The
total features as well as false alarm rate is reduced in the WSN environment with this IDS.
Figure 3 provides the comparison of performance evaluation with respect to detection rate. It
is observed that the overall detection rate decreases with the increase in the complexity of the
model. However, with the increase in the number of wolves, we achieve a decreased feature
count in the WSN based IDS environment. The execution time also is reduced by the proposed
model when compared to the existing schemes. The overall metrices and their enhancement
percentage is shown in figure 4. Detection rate, false alarm, execution time, total features and
accuracy are estimated and represented graphically. It is evident from these results that the
increase in the number of wolves enhances the performance of the model. The execution time
is also reduced with the increased number of wolves. Table 1 represents the estimated values

obtained from the results.

Table 1. Comparison of the proposed model with existing schemes

Technique Total Features | Execution time False alarm Detection rate Accuracy

GWO-SVM 14 8 58 0.02 0.97 0.97

wolves
GWO-SVM 10 10 70 0.03 0.96 0.96

wolves
GWO-SVM 6 12 75 0.09 0.95 0.92

wolves
GWO 28 85 0.2 0.85 0.80
PSO-SVM 20 130 0.3 0.83 0.90
PSO 25 135 0.38 0.81 0.95
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Fig. 4. Comparison of performance based on rate of enhancement
5. Conclusion

IDS and various other fields commonly use the robust and widespread GWO feature selection
algorithm. The rate of intrusion detection and classification accuracy may be improved largely
by selecting the most significant features using this algorithm. The performance enhancement
of the GWO based IDS scheme has been proposed by several researchers. However, in terms
of execution time, total features selected and accuracy, several shortcomings are faced that
affects the effectiveness of the algorithm. In this paper, the total wolves is increased in
combination with a machine learning SVM based classifier that contributes towards
performance enhancement of GWO based IDS scheme in the WSN environment. The
prediction system and its overall performance is enhanced using a multi-objective function.
The execution speed, total features selected and accuracy factors are enhanced based on the its
efficiency in prediction of unknown classes. Training and testing of the proposed model is
performed using the NSL KDD’99 dataset and comparison of the results with existing IDS
techniques using PSO and GWO is performed. The comparison results show that the
performance of the proposed model is better in terms of execution time, total features selected,
false alarm rate, detection rate and accuracy when compared with the existing models. Future

work is focused on enhancing the classification performance with other deep learning schemes.
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