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Abstract

Remote and dangerous fields that are expensive, complex, and unreachable to reach human
insights are examined with ease using the Wireless Sensor Network (WSN) applications. Due to
the use of non-renewable sources of energy, challenges with respect to the network lifetime, fault
tolerance and energy consumption are faced by the self-managed networks. An efficient fault
tolerance technique has been provided in this paper as an effective management strategy. Using
the network and communication nodes, revitalization and fault recognition techniques are used for
handling diverse levels of faults in this framework. At the network nodes, the fault tolerance
capability is increased by the proposed protocol model and management strategy. This enhances
the corresponding data transmission in the network. When compared to the conventional
techniques, the proposed model increases the network lifetime by five times. It is observed from
the validation results that, with a 10% increase in the network lifetime, there is a 2% decrease in
the fault tolerance proficiency of the network. The network lifetime and data transmission rate are
improved while the network energy consumption is reduced significantly. The MATLAB
environment is used for simulation purpose. In terms of energy consumption, network lifetime and

fault tolerance, the proposed model offers optimal results.
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1. Introduction

Several nodes are connected together for observing the environment in wireless sensor
networks (WSN) [1]. Various crisis situations are observed when the network nodes are
unreachable. In order to achieve the desired network lifetime, it is essential to restrain the energy
consumption of the network. Complex network management is essential to ensure optimal network
performance. In certain failure conditions, the network must be capable of recalling its
functionality when required [2]. The WSN management complexity increases with the
inaccessibility of network nodes. Faulty nodes and constant need for preserving their optimal
functionality in WSN is associated with the fault tolerance models in WSN [3]. In military based
and other sensitive and significant applications, the effectiveness of node routine is highly
maintained. This is achieved by enabling the nodes with the competency of transmitting sensed
data to appropriate locations [4]. Accuracy of transmitted data must be ensured against damages

that may be caused by the erroneous decisions taken when incorrect data is transmitted [5].

In failure prone circumstances, optimal network performance must be offered with efficient
execution procedures and management structures at the WSN to enhance the network capacity and
acceptability, despite the increase in the utilization of quality component structure [6]. The ability
of the network is largely dependent on network lifetime and fault tolerance [7]. The capacity of
message transmission and reception is monitored for improving the network fault tolerance in most
of the existing systems [8]. The network lifetime may be diminished by these energy-consuming
functionalities. In order to eliminate the network energy loss, the sensor nodes are clustered. Here,

a cluster is formed by a number of network nodes that are within the radio range [9]. Within this

197
ISSN: 2582-3167

Submitted: 02.10.2021
Revised: 01.11.2021
Accepted: 18.11.2021

Published: 29.11.2021



IRO Journal on Sustainable Wireless Systems (2021)
Vol.03/ No. 03

Pages: 196-207

https://www.irojournals.com/irosws/

DOI: https://doi.org/10.36548/jsws.2021.3.006

radio range, one node acts as a cluster head (CH) and the rest of the nodes are non-cluster head

nodes.

Request for Server
Services

ManagementServer

Figure 1. Generic Nodes Clustering

Three levels are used for propagation of the encountered WSN faults. At the network node,
fault commencement occurs initially [10]. It is further transmitted towards the network and moves
to the sink nodes at the end. Better fault propagation is essential from the primary to secondary
level. Early identification and recovery are essential to achieve improved fault propagation. The
major contributions of the proposed work include - Simulation of the network modelling in both
heterogeneous as well as homogeneous environment for optimal functioning, node clustering for

enhancing fault tolerance and reducing energy consumption, effective node transmission by node
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optimization through flower pollination, and inclusion of re-clustering on occurrence of fault
during decision making [11]. Data processing is carried out by the backup nodes on identification
of fault to improve the fault tolerance. MATLAB environment is used for simulation and validation
of the proposed model as well as determining the accuracy, transmission rate, delay, alive nodes

and energy consumption.
2. Related Works

An optimal fault tolerance protocol and WSN clustering model is presented by the authors
in [12]. The network lifetime of the system is increased largely by this model. Authors in [13]
proposed a structural modelling based fault management system to improve the network fault
tolerance. Crafting is a structural model-based management used for covering fault tolerance when
transmission occurs between the sink nodes and CH. The protocol provided in [14] is similar to
the modeling concept provided here. Defending the CH nodes is the major goal of both these
approaches. The CH nodes transmit data that is received by the sink. Throughout this transmission,
the functions are collectively maintained in a standby mode. Wrong data may be received by the
sink when the system encounters an issue [15]. In such cases, a backup version of the data can be
used or the operation can be repeated. The network lifetime and fault tolerance outputs are
improved while managing the network energy loss and energy consumption with this functionality
[16]. Other researchers have worked independently on offering an enhanced management structure
or a protocol to improve these parameters in the network. Specific algorithmic techniques are

explored in [17] to strengthen the network performance.

Integration of clustering protocols with a structural model for network management is
enabled through crafting [18]. Fault tolerance characteristics are considered while the input
protocol features as well as the output of the network exhibits similar features on integration of

network management structure for fault tolerance along with these protocols [19]. Higher fault
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tolerance can be achieved by improving the level of management, resulting in an improved output
protocol with the assistance of the structural models. The data reaches the sink through a stepwise
approach according to the model proposed by the authors in [20] where intermediate nodes,
maintain the backup data that are aggregated at each level. At certain cluster nodes called the
checkpoint node, data are preserved in the structural framework. In certain cases, this node
functions as a backup node whereas it acts as a CH in certain scenarios. An alternative node can
replace the CH when it cannot function appropriately [21]. Random identification of faults in some
nodes is performed with this kind of structural model. Ht, an alternative framework is used in [22-
24]. The cause for energy loss is identified in this model as a part of the structural architecture

function.

3. Proposed methodology

Wireless Sensor Networks are commonly used as undirected graph G (N,E) such that ‘E’
denotes bi-directional links and ‘N’ represents the WSN based sensor nodes set. Moreover N can

also be expressed as
N={1,2,3,4,....,n}

where ‘n’ is the total sensor nodes connected. The communication range of the WSN is
identified with the help of node transmission power [25]. In order to ensure proper communication,
the power is modified based on the minimum power. pay is the power required for establishing link
existences (a, b) such that p:E. — R+ wherein ‘E’ represents the directional network set. The power
factor is represented as:

LK,

p=(pL, P2y P) 1 Pa= [0, 7 ]
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LN

Here, the maximal transmit power is denoted by P and Pa represents the transmitting

power of the nodes. The maximal power is established by each node as represented by:

Epe = {G.DIPT 2 pijo 07 Z Py

where Emax denotes the bi-directional network links. However, there are some constraints

that need to be satisfied such as:
The graph is bi-connected such that an undirected graph is delivered without cut-points.

One connected graph element is divided into multiple components on deleting the nodes

along with cut-points and edges.
If only one path exists between the nodes, it is possible to connect in an undirected graph.
3.1 Topological Control

In this topic, a connectivity model is established as a topology, T <X, Y, {z}} where z is
the optimal power set [26]. The most important aspects while establishing topological control is
the utility function along with factors such as fault tolerance, residual energy, network connectivity

and Transmission power.
3.2 Clustering Nodes with Pollination

A population-based pollination algorithm is used based on the pollination of flowering
plants which includes self-pollination and cross-pollination. This process is performed
independently and follows Levy fight rules. Cross-pollination is used in a global manner while
self-pollination is primarily local pollination based on the field in which it takes place. The goal

of pollination algorithm is to encourage parallel processing of data at the time of computation and
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transmission. Higher accuracy and quicker convergence is possible with the help of parallel

communication, like replacing, moving and copying information.

4. Results and Discussion

In this section, the outcome of the proposed work is discussed and deliberated. The
simulation environment used is MATLAB 2018a which provides the essential machine learning
tool box. Non-linear as well as non-linear systems can be designed and analyzed with the help of
MATLAB software. A WSN environment is created as well as nodes, along with the establishment
of network communication with the help of toolbox. Fig. 2 and Fig.3 indicates the level of accuracy
of the proposed work with respect to the varying nodes count. Here fault detection is very high
due to major voting methods. Based on the simulated output, it is identified that the fault detection
probability decreases as the number of nodes increases. Similarly, Fig. 4 shows the False Alarm

Ratio (FAR) for the proposed work under diverse cluster nodes.

P X

o N~

60 N

50 ~ —cp

40 \ —REED
30 \

20 \\

10

0 T T 1

ACCURACY (%)

No. of Nodes

Figure 2. Detection of Accuracy at first round with diverse nodes
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Figure 3. Detection of Accuracy at first round with less nodes
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Figure 4. FAR Computation

5. Conclusion

By introducing fault tolerance ability, a WSN structural model is developed in this
proposed work. Two diverse fault tolerances are used in this work. A node with cluster head and

non-cluster head for effectual communication is included in this node, at network level along with
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sinks and CH network nodes. The model anticipated is enhanced by decreasing energy

consumption between the nodes and enhancing the lifetime of the network with the help of a

pollination algorithm. This algorithm improves fault tolerance ability and further increases the

lifetime by 2-5 times compared to other previously existing algorithms. At nodal level, recovery

methods and fault detection are used and at the communication level, communication between CH

and N-CH takes place by means of cluster-based pollination algorithm. Future work can be

performed by improving and enhancing the structural model by tackling the fault tolerance scale.

Some of the applications of the proposed work are wearable communication devices and healthcare

monitoring systems.
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