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Abstract

The internet of Things (loT)-based total security is the most broadly used protection
framework introduced by the technological developments. Sensors and cameras play a vital
role in detecting movement and alerting the humans in lots of security applications. As these
security gadgets are always accompanied with alarm systems, it is more popularly used for
preventing the theft in public places like shopping malls and shops. In such areas, conventional
CCTV cameras are usually used as it helps in non-stop human tracking, and detections of
crimes. The proposed system is also on such intelligent security system capable of identifying
mis-happenings in the public places. With real-time image feedback, the proposed device
provides the owner with assurance even when they are not around. These studies examine the
possibility of implementing automation technologies in the near future to provide complete
protective control. The research suggests a fully automated security system that uses alarm
messages and the internet of things (IoT) to predict and prevent unwanted activities in the

jewellery shop.
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1. Introduction

In the most recent modern era, safety and surveillance have become critical challenges
because of theft and terrorism. The need for powerful video surveillance systems which can
right now notify homeowners and other contributors of a household of ongoing thefts has been

emphasised by using those incidents. Even though different precautious measures like CCTV
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and advanced video recorders are at present available, identifying the burglars in disguise are
still difficult . As a result, the crime rates keep on increasing day by day. When intruders cover
their faces with materials like plastic, leather, or fabric, it becomes tough to recognize them
with the use of face detection methodologies available. Traditional security systems do not
provide real-time burglary notifications, and they do not allow homeowners to identify faces
that may be hidden. In a similar way, legacy systems find it difficult to identify attackers in
low-light conditions when using CCTV cameras without night vision capabilities.

This association requires either time-consuming and laborious manual video
surveillance or the presence of a member or homeowner 24 hours a day. Furthermore, it may
be challenging to search through recorded videos to find prospective intruders if the storage
facility server has a lot of irrelevant photographs. To conquer those impediments, this research
proposes a framework that sends trapped images of potential intruders to the police and
authorized persons and moreover makes use of burglar alarms and harmless gases to hold
thieves from getting away. This device presents an extra efficient method for detecting and

preventing crimes and addresses the shortcomings of existing methods.

2. Related Work

The integration of human decision-making and control with automated systems will
increase in the future of human-in-the-loop cyber-physical systems, allowing for increased
efficiency, safety, and performance in manufacturing, transportation, and healthcare. This
integration will have significant effects on the workforce and society as a whole and necessitate
novel approaches to training, trust-building, and human-machine interaction[1]. A shortcoming
and interruption open minded record framework is intended to keep up with the trust worthiness
also, accessibility of information within the sight of equipment disappointments and pernicious
attacks [2]. The development of strategies and mechanisms to guarantee the security and
resilience of cyber-physical systems in the face of both intentional and unintentional attacks is
referred to as "Towards cyber physical intrusion tolerance.” [3]. Cyber-Physical-Human
Systems, or CPHS, are systems that combine humans, physical systems, and computer
networks to make them smarter and more effective[4]. The Byzantine Commanders Issue is an
exemplary software engineering issue that models the test of accomplishing agreement in a
circulated framework with worn out parts, where a few parts might act perniciously and attempt
to disturb the agreement. Numerous solutions and variants have been proposed to address the

issue, which is crucial to the creation of fault-tolerant distributed systems[5]. Down to earth
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Byzantine adaptation to non-critical failure and proactive recuperation alludes to the
advancement of strong agreement calculations that can endure noxious or defective parts in
disseminated frameworks and recuperate from defects proactively.[6]. By dynamically
adjusting the size of the request batches in response to changes in network conditions and load,
adaptive request batching for Byzantine replication can boost the performance and scalability
of Byzantine fault-tolerant systems. [7]. Inspired by the human autonomic nervous system, the
article proposes the idea of autonomic computing, in which systems manage and adjust to
changing conditions without human intervention. It talks about the advantages and drawbacks
of using autonomic computing in a variety of applications [8]. The paper presents a self-
designing disappointment location framework that adjusts to the quality of service (QoS)
prerequisites of dispersed frameworks. A case study is used to discuss the proposed system's
implementation and evaluation.[9] The paper proposes a self-manageable behavior strategy to
improve group communication in distributed systems. It provides a comprehensive description
and assessment of the proposed strategy, demonstrating its efficacy in enhancing group

communication performance [10].

3. Proposed Work
3.1 Overview

In order to catch thieves and prevent theft, the proposed security system makes use of
a combination of surveillance cameras, PIR sensors, microprocessors, and Internet of Things
technology. The cameras operate typically for surveillance functions throughout business
hours. Anyways, while the store or bank is shut, the accepted person can enact the safety gadget
via a web page. Any human presence is detected by the PIR sensor, and if one is found, the
camera takes a photograph, sends it to the authorized person and the police through email/SMS
. The microcontroller confines the burglar with the aid of emitting a noise and releasing non-
poisonous gas, deterring their break out. The authorized individual can transfer off the security
gadget when the police shows up, and the gas remover removes the fuel from the place. Even
though this system seems to be properly-geared up with a selection of security features to
discourage robbery and trap thieves, right implementation is important to keep away from fake
alarms and make sure that the released gas is innocent. Furthermore, adhering to lawful

conventions is crucial while managing the robbery incidents to avoid any serious complexities.
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3.2 Methodology

For the duration of everyday commercial enterprise hours, cameras are used inside the
proposed machine to screen a financial institution or shop. A webpage may be utilized by an
authorized person to activate the security mechanism after the shop or bank has been closed. A
PIR sensor could be activated through the microcontroller whilst the security mechanism is
turned on to detect any human presence within the place. The digi cam will take an image of
the person if it detects their presence and send it to the authorized person through email. The
microprocessor will produce a loud sound and an harmless save to prevent the burglars from
fleeing. The authorized person can turn off the security machine while the police arrives, and
the gasoline remover can get rid of the gasoline from the area, permitting the police to capture

the thief. Detecting and stopping theft is made possible by this strategy.

3.2.1. Block Diagram
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Figure 1. Proposed Block Diagram
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Figure 2. Proposed Flow Process

Sensors and Cameras Layer: The sensors and cameras layer is responsible for
detecting any suspicious activities within the jewelry shop. These sensors and cameras would
be strategically placed in different locations around the shop to cover all areas, including
display cases, entrances, and exits. They would be designed to detect motion, sound,

temperature changes, and other factors that could indicate a potential theft.

Data Acquisition Layer: The data acquisition layer is responsible for acquiring and
transmitting the data collected by the sensors and cameras to the data processing layer. This
layer could include hardware such as gateways, routers, and switches, which would be used to

transfer the data from the sensors and cameras to the data processing layer.

Data Processing Layer: The data processing layer is responsible for processing the
data received from the sensors and cameras and applying machine learning algorithms and
predictive analytics to detect any suspicious activities. This layer could include cloud-based

servers, edge computing devices, and data processing software.
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Alerting Layer: The alerting layer is responsible for triggering an alert to the shop
owner or security personnel when the system detects any suspicious activities. The alerting
layer could include email, SMS, or push notifications sent to mobile devices.

Response Mechanism: The alert would prompt the shop owner or security personnel
to take immediate action to prevent the theft. Depending on the situation, the response
mechanism could include calling the police, sounding an alarm, or confronting the potential

thief. The response would be based on the severity of the situation and the available resources.

Continuous Monitoring and Improvement: The system would continuously monitor
the shop for any suspicious activities and adjust its algorithms and parameters as needed to
improve its accuracy and reduce false alarms. The software would use feedback from the shop
owner and security personnel to improve its performance and ensure that it is detecting and

alerting only on genuine theft attempts.

In widespread, the gadget is meant to prevent the escape of the burglar at the same time
concurrently alerts the authorities about the unauthorized human entry while the shop is closed.
However, as a way to keep away from false alarms and make certain safety, it's far vital to

ensure that the machine is efficiently designed, applied, and maintained.
3.3 Differentiating Between Burglars and Normal Persons

The key to differentiating between burglars and normal persons lies in the feature
extraction and analysis step. The system is trained using a dataset that contains various
examples of normal activities inside the jewelry shop, as well as instances of known burglary
attempts or suspicious behavior. This training helps the system learn to recognize the
differences between normal customers, staff, or visitors and potential threats.

The system can be designed to look for specific patterns that indicate burglary attempts,
such as masked faces, crowbar-like objects, unusual movements during non-business hours, or
attempts to tamper with jewelry displays. By comparing the real-time extracted features with
learned patterns, the system can make informed decisions about potential theft and trigger the

alarm when necessary.

This procedure is enacted during the jewelry store's closure, thereby significantly
reducing the likelihood of regular customers accessing the shop. In the event that the shop
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owner or other security personnel arrives, they will already be acquainted with this security

protocol.

3.4. Alogithm

Begin.
Input capturedvideo.
FUNCTION theftDetection():
WHILE true: // Continuous monitoring

frames = captureVideoFrames() // Capture video frames from security

cameras
features = extractFeatures(frames) // Extract features from the frames
if isSuspiciousActivity(features): // Check for suspicious activity
triggerAlarm() // Activate the alarm system
notifySecurityPersonnel() // Notify security personnel or shop owner
FUNCTION captureVideoFrames():
def captureVideoFrames(camera_index=0):
capture = cv2.VideoCapture(camera_index)
if not capture.isOpened():
print("Error: Unable to access the camera.")
return
while True:
ret, frame = capture.read()
End while.

End if.
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shop.")

FUNCTION extractFeatures(frames):
ret, frame = cap.read()
return features
FUNCTION isSuspiciousActivity(features):
compare(stored_features & current_features)
if is_suspicious(previous_features, current_features):
return "Suspicious activity detected!"
End if.
FUNCTION triggerAlarm():
if theft_detection_trigger():
activate_alarm()
End if.
FUNCTION notifySecurityPersonnel():
def send_notification(subject, body):
sender_email = "sen_email@gmail.com"
sender_password = "send_password"
receiver_email = "receiver_email@gmail.com”

send_notification("Theft Detected", "A theft has been detected in your
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3.5 Requirements

3.5.1. Hardware Components

ESP32- Receives the signal form the PIR sensor and controls the exhaust fan, solenoid

valve , camera and buzzer
Buzzer- It is controlled by the ESP32 to send audible alerts

PIR Sensor- Detects the movement of the unwanted entries and sends a motion
detection signal to the ESP32

Exhaust Fan- Controlled by the processor to emit the harmless gas

Solenoid Valve- Controlled by the processor to lock the entry /exit

USB Camera — Controlled by the processor to capture the images /videos on trigger
3.5.2 Software Components

Arduino IDE — The working of the components was coded using the Arduino IDE

Python — Enables the proper processing of the data received

4, Results and Discussion

The safety system that has been proposed is a comprehensive solution that uses modern
technology to seize thieves and prevent robbery. Its ability to become aware of human presence
when the shop is closed, trap snap shots, and cause sound and gasoline discharge components
make it a beneficial asset in expanding the security of stores and banks. The usage of

observation cameras and PIR sensors can likewise deliver vast evidence to judicial tactics.

However, there are probable problems and constraints that have to be tended to. To
avoid prison and safety issues, the use of gas and sound release mechanisms should be
cautiously controlled. Moreover, fake alarms can occur, causing customers and personnel
unnecessary pressure and inconvenience. As an end result, protection, false alarm prevention,

and felony compliance all rely on effective layout, implementation, and upkeep.

The proposed protection framework can likely work on the security of shops and banks.
It may effectively prevent theft, catch burglars, and give clients and employees peace of mind

by addressing potential barriers and enforcing high security.
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Figure 4. Implementation of Software

5. Conclusion

The research aims to combat shoplifting with a novel strategy that involves immediately
notifying shop owner about the intrusions to prevent theft. A wireless sensing system that can
detect human intruders and send real-time alerts to authorized parties accomplishes this.
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Additionally, the system aids in stopping robbers from fleeing. However, new privacy and
security issues have arisen as a result of the growing use of technology to link the real and

virtual worlds. It is normal that these difficulties will be overcome in the future.
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