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Abstract:  IoT objects that have a resource constrained nature resulting in a number of 

attacks in the routing protocol for lossy networks and low-power networks. RPL is very 

vulnerable to selfish behaviours and internal attacks though they are built with encryption 

protection to secure messages.  To address this vulnerability, in this paper, we propose a 

novel trustworthiness methodology based on metric for incorporating trust evaluation, 

enhancing the robustness of security mechanism. Simulation results indicate that the 

proposed work is efficient in terms of throughput, nodes’ rank changes, energy consumption 

and packet delivery ratio. Moreover, using mathematical modelling, it has been observed that 

this methodology meets the demands of loop-freeness, optimality and consistency. This 

shows that this metic has both monotonicity and isotonicity requirements to enable the 

routing protocol. Incorporating the concepts of game theory, we can use this technique as a 

strategy to iterate Prisoner’s Dilemma. Both evolutionary simulation and mathematical 

analysis indicate that the proposed metric-based routing protocol is an efficient technique in 

promoting evolution and stability of the IoT network.  
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1. Introduction  

The introduction of Internet of Things (IoT) is a novel communication technique that has an 

impact on the everyday lifestyle of the people in terms of industrial, urban application, 

automobiles, building and home automation and healthcare. The IoT based networks are built 

using Lossy and Low Power networks that are built with a number of wireless devices like 

actuators, sensors, RFID tags etc. Both communication and computing systems are embedded 

in this system in a seamless manner [1]. The IoT objects are categorized based on their lossy 

communication links and strong resource constraints. However, these objects have constraints 

such as short communication ranges, limited frame size, low throughput, high loss rate, 

energy supply, memory and processing power. However, these restrictions lead to a number 

of challenges in academic research and industry community such as security, routing and 

scalability [2]. In the past few years, a number of routing solutions have been suggested for 

LLNs. A standardised routing protocol has been recommended by the Internet Engineering 

Task Force, for Lossy and low power networks. However, the security of the routing protocol 

is considered to be a crucial part and will serve to be a critical domain for understanding. 

RPL [3] is vulnerable to many internal threats from known as well as new sources. However, 

it ensures the confidentiality and integrity of messages that are defined with mechanisms 

based on cryptography [4], against outsider attacks.  

In this paper, we have focused on addressing the issues of RPL with respect to routing 

security, using a Metric-based trustworthiness methodology that is used to secure the 

transmission of data between the nodes. This methodology is used to calculate and pick the 

path that can be trusted the most from the source to the destination, on avoiding the malicious 

nodes, in a secure manner [5].  In this paper, mathematical analysis and simulation validation 

is carried out taking into consideration the collaboration and cooperation of trust relationships 

between the nodes to enhance the network’s security. In [6], the authors used cooperation 

since it can be possible to determine the behaviour of another party making this means of 

trust a more reliable one. In this algorithm, the nodes are demanded to cooperate with the 

routing algorithm in order to improve the ability to detect untrusted nodes. To establish this 

concept, punishment mechanism (by isolating untrusted nodes) is used as a means to 

encourage cooperation among the nodes [7]. Hence using cooperation enforcement, we 
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emphasis that the proposed work is comparatively as efficient as other strategies such as 

spiteful and tit-for-tat strategy.   

2. Related Work 

A number of methodologies presented over the years have proposed the used of 

Intrusion Detection System to isolate and detect RPL attacks. In [8], a novel IDS 

methodology was introduced with the goal of Selective-Forwarding, sinkhole and targets rank 

attacks. However, this methodology shows a number of disadvantages like lack of 

synchronisation and high false detection rate. To overcome these methodologies, authors in 

[9] have introduced a wormhole attack detector using IDS anomaly. In this method, they have 

used a neighbour verification/ discovery based. Here, information about the neighbours are 

gathered from the node and are further sent to the base reception unit. They make use of the 

data obtained to determine the intruders and arrive at a conclusive decision. To secure RPL 

against neighbouring attacks, sinkholes and ranks, a hybrid methodology is used by [10]. 

Here the information is monitored using the nodes to identify the attacks. Information on 

states and transitions were used in Extended Finite State Machine. Similarly, to detect 

wormhole attacks, sinkhole and hello-flood, a compression header analyser based IDS is 

proposed by authors in [11]. Here correlation-based features, greedy stepwise and Best first 

search algorithm are used for features selection and detection. However, this methodology 

was too long to be compatible for usage. Deep learning and machine learning methodologies 

that are used by the IoT system demand for a lot in terms of storage and computation. In the 

recent years, a number of research works are used to tackle the issue of trust management for 

various IoT networks. Authors in [12] and [13] are known as the inventors of distributed IoT 

Trust Management. In this proposed work calculation of trust level is done by the nodes using 

metrics like reliability, community-interest, cooperativeness and honesty, on indirect and 

direct recommendations [14].   
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3. Proposed Methodology 

 

Fig.1. RPL Technology Implemented 

 The RPL mechanism using trust mechanism is proposed in this paper (Fig.1.) where 

the trust worthiness of the neighbouring nodes are calculated and analyzed based on the 

indirect recommendations of the neighbours as well as through direct observation. The issue 

with this method is that it is dependent on node metrics like selfishness, honesty and energy 

in order to determine the optimal path to travel. If these nodes are not selfish, but honest, the 

parent node can be identified using energy metric. Hence, more amount of energy will be 

consumed by the trusted paths selected which will lead to an imbalance in the consumed 

energy. Moreover, link metrics have a crucial role to play to assess the reliability of a 

particular path which in turn will affect the high delivery ratio. Figure 2 shows the integration 

of ERNT with the proposed work resulting in DIO messages. There are four major 

parameters that are used to evaluate the trustworthiness of a node namely energy, ETX, 

honesty and selfishness. This work is adjustable and flexible by removing or adding 

components that are related to particular IOT applications.  
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3.1. Energy 

Energy is a part of QoS trust component. It indicates the measure of of energy 

expected by the node 'a' from the node 'b' in order to achieve specific goals. Similarly the 

remaining energy percentage is indicative of the energy trust between the nodes. In general 

energy is consumed in IoT during the process of sending and receiving data. This energy can 

be calculated using various energy models. In this paper, the energy used by a particular node 

‘a’ to send information of length ‘l’ to another node ‘b’ can be determined using the 

following expression: 

𝐸𝑎
𝑡 = 𝑙 × (𝐸𝑑𝑖𝑠𝑝 × 𝑑2 + 𝐸𝑒𝑙𝑒𝑐) 

Where d represents the communication range, 𝐸𝑒𝑙𝑒𝑐  is the electronics energy and 𝐸𝑑𝑖𝑠𝑝 

represents the amount of energy dissipated. On the other hand, the energy consumed by the 

node ‘b’ which is receiving the information can be calculated using the following equation: 

𝐸𝑎
𝑡𝑟 = 𝑙 × 𝐸𝑒𝑙𝑒𝑐 

When t=0, the maximum energy is equal to the receive energy. This can also be represented 

as: 

𝐸𝑅𝑎(0) = 𝐸𝑚𝑎𝑥 

Hence the total amount of energy that is used by a particular node is the summation of energy 

consumed while receiving the message and when sending the message. Accordingly, the 

energy remaining can be calculated such that: 

𝐸𝑅𝑎
𝑡 = 𝐸𝑅𝑎(𝑡 − ∆𝑡) − 𝐸𝑎

𝑡𝑟(𝑡) − 𝐸𝑎
𝑟𝑥(𝑡) 
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3.2. Selfishness 

A node that tends to use the resources of other nodes while using only a limited amount of its 

own resources is known as a selfish node. A selfish node ‘b’ can be identified by another 

node ‘a’ on evaluation over a specific period of time ‘P’ by means of methodologies such as 

snooping and overhearing. Consider an application that will need energy of 𝐸𝑚𝑖𝑛. A node is 

said to be selfish if it satisfies the condition 𝐸𝑅𝑎
𝑡 <𝐸𝑚𝑖𝑛. When calculating trust, the metrics 

approach allows a specific level of selfishness in order to ensure safety of the resources of 

that node. Hence a trade-off is established between the selfishness and energy of the nodes.  

𝑇𝑎𝑏
𝑠𝑒𝑙𝑓𝑖𝑠ℎ

= {

0                 𝑖𝑓 𝑁(𝑡) ≥ 𝑇𝑠𝑒𝑙𝑓𝑖𝑠ℎ

1 −
𝑁(𝑡)

𝑇𝑠𝑒𝑙𝑓𝑖𝑠ℎ
                         𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒

 

3.3. Honesty 

Identification of a malicious node is possible using the honesty parameter. The node 

‘b’ is evaluated by node ‘a’ to determine if it has been affected. To determine this intrusion, a 

number of detection systems are used to identify the node. In this work, every node ‘a’ 

implements an intrusion detection system to detect and monitor malicious behavior.  

𝑇𝑎𝑏
𝐻𝑜𝑛𝑒𝑠𝑡𝑦,𝑛𝑒𝑤

(𝑡) = {
0, 𝑖𝑓 𝑛𝑜𝑑𝑒 𝑏 𝑚𝑖𝑠𝑏𝑒ℎ𝑎𝑣𝑒𝑠
1, 𝑒𝑙𝑠𝑒                                 

 

4. Results and Discussion 

Simulation of the proposed work is done using 2.7/Cooja simulator which is an open source. 

We have used a BR that uses 30 nodes via simulation and 29 sender nodes are also located in 

a random manner. Every sender node is built with 48kBytes of flash memory and 10kBytes 

of RAM. Of the 29 nodes, 3 are built to be attackers that lead to Black hole or Rank attacks.  
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Fig.2. Comparison of nodes with respect to average rank changes in Black Hole and Rank 

Fig.2. shows the changes in average rank for SecTrust, MRHOF-RPL and Metrics based on 

the attack by blackhole and rank.   

 

Fig.3. Comparison of nodes with respect to Thoughput in Black Hole and Rank 
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Fig.4. Comparison of nodes with respect to Average PDR in Black Hole and Rank 

Fig.3 and Fig.4 shows a comparative study on three methodologies- Metric, MHROF and 

SecTrust with respect to Throughput and Average PDR.  

5. Conclusion 

In this proposed work, we have used a Metrics routing protocol where the node with higher 

trust value is chosen with every hop by the child node. Using simulation, we demonstrate that 

the proposed Metrics Methodology not only improves packet delivery ratio but also 

contributes significantly to decrease the amount of energy consumed by the system. 

Moreover, the use of metrics can be converted into strategy in game theory techniques. The 

nodes that are found to be uncooperative are punished or isolated and will also enhance the 

security of the network. Future work of metrics involves evaluation of the performance that 

can be incorporated in large scale networks 
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