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Abstract- In recent years, digital watermarking has improved the accuracy and resistance of
watermarked images against many assaults, such as various noises and random dosage
characteristics. Because, based on the most recent assault, all existing watermarking research
techniques have an acceptable level of resistance. The deep learning approach is one of the most
remarkable methods for guaranteeing maximal resistance in the watermarking system's digital
image processing. In the digital watermarking technique, a smaller amount of calculation time
with high robustness has recently become a difficult challenge. In this research study, the light
weight convolution neural network (LW-CNN) technique is introduced and implemented for the
digital watermarking scheme, which has more resilience than any other standard approaches.
Because of the LW-CNN framework's feature selection, the calculation time has been reduced.
Furthermore, we have demonstrated the robustness of two distinct assaults, collusion and
geometric type. This research work has reduced the calculation time and made the system more

resistant to current assaults.

Keywords: digital water marking, convolution neural network

1. INTRODUCTION

Digital watermarking refers to the process of sub repetitiously incorporating and
extracting the information from a image cover. To produce a marked image, the data are hidden

behind a portrait. The tagged image does not visually show the watermark and only authorized
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recipients may properly extract the information from watermark [1]. Image watermarking
techniques can be utilized for different purposes. In several formats, information required for
watermarks may be provided according to various target circumstances, such as random bits or
electronic signatures in order to secure and authenticate image or secret communications [2].

Figure 1 shows the visible and invisible watermarking picture.

Figure 1 visible & invisible watermarking

In addition, error corrections codes may be used in a cyber-attack to encrypt the
watermark for different purposes, such as improving encryption security or refurbishing
information reliability [3, 4]. Images are threatening to filter and denoise, because they restore
their original value to each pixel of the image. Recent experiments have been conducted for
watermarking the images with deep neural networks [5]. For example, it is challenging to
properly utilize the fit of deep neural networks to learn and generalize the integration and
extraction processes of watermarks [6].

Furthermore, it is possible to encode the watermark for various objectives, such as adding
encryption security or restore information integrity using mistake correction codes in a cyber-
attack [7]. Filtering and denoising images are hazardous since it restores their original value for
each pixel of the image. There have been recent studies on the watermarking of images with
deep neural networks, however, the challenges remain. For instance, the fit of deep neural
networks is difficult to fully utilize it to learn and generalize the processes of embedding and
extraction of watermarks [8, 9]. Figure 2 shows the simplified block diagram of watermarking

scheme.
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Figure 2 simple blind watermarking scheme

It might be unspecified or time-consuming to identify the reality of the ground for aquatic
image work. Lastly, without knowing the bad cases, it is unknown to concurrently acquire
resilience and blindness [10, 11]. Modern watermarking research mainly focuses on multi-bit
scenarios that collect all the information from the communicative watermarks to allow many
applications in the trends [12]. In general, a photo watermarking process should take into account
various aspects such as the integrity of the picture and the detection of watermarks for computer
analysis [13, 14].

A wide range of algorithms are being developed to watermark and not only address safety
concerns but also achieves the force of the priorities: the watermark should remain even when
the marked image gets damaged and distorted [15]. Ideally, a robust watermark system with no
technical interference is kept intact under a defined distortion class. However, watermarks are
erased and alternative encoding techniques may be used to restore them in various attacking
scenarios. Robustness is a major problem in the blind picture watermarking system that needs
extraction of the original pictures without any information [16]. Figure 3 shows block diagram of

the traditional approach used in digital image watermarking.
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Figure 3 traditional approaches for digital watermarking
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The inclusion of the watermark into the changed domain was employed in various digital
watermarking systems. The inclusion in the low-frequency field might damage the quality of
these images. In addition, the watermark is not incorporated into the frequency domain, which is
set in case of JPEG compression due to the presence of quantization tables in frequency domain.
Embedding in the middle frequency field might influence the image texture. It leads us to
develop a novel method of integrating the watermark which would give the watermarked photos
the least distortions in the medium frequency domain with acceptable locations [17].

2. ORGANIZATION OF THE RESEARCH

This research article contains the following section that consisting of; section 3 related
work and motivation of the research, section 4 contains the proposed methodology for solving
the existing algorithm problems. Section 5 delivers the obtained results with the proof table and

graph. Section 6 concludes our proposed work and future task.

3. PRELIMINARIES

Kandi et al. used two convolution auto-encoders to generate a cover picture. A noted
image demonstrates that the pixels of the first auto-encoder display bits with zero value as well
as bits with one value in the pixels generated by the second auto-encoder [18]. Vukotic et al
created a deep, one-bit watermarking method by employing imagers and unfavourable responses
to include and find the first layer of a trained profound study model [19].

Li et al incorporated in the discrete cosine domain the watermark with standard
techniques and utilized neonatal networks for extraction [20]. To erase the feature from the
screen Fierro-Radilla et al have utilized neural networks to tie features to the watermark to create
a major share [21].

Kim et al included a produced template and projected likely distortion parameters by
using an additive technique and compared the extracted with the original with the use of

convolution neural network approach. The existing systems for deep learning watermarking were
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not entirely able to train and generalize integration and extraction methods using deep neural
networks [22]. In the course of training to solve this difficulty, Mun et al supported proactive use
of labelled photos of noise as opponents. However, the list of all kinds of attacks and their
combinations cannot be logistically practical [23].

Recently, Uchida et al. have indicated that, the integration of watermarks into deep neural
networks should include a framework. This is the first attempt at DNN digital watermarking for
deep-neural network model protection. The technique suggested includes watermarks in deep
neural network parameters utilizing the regularised parameter throughout the training period,
resulting in limitations in the white box. All model parameters for extracting the watermark are
necessary for the model owners. This significantly reduces its applicability as the stolen model
parameters would not be revealed from the plagiarised service [24].

As far as we know, our proposed program is the first one that examined the ability of the deep
neural networks to learn, generalize, and at the same time achieve resilience and blindness with a
low computation time algorithm for higher accuracy [25].

Motivation of the research work

It is frequently desired for rapid watermarking with an easy-to-use function because of its
low computation time. The proposed digital water marking approach should achieve
an acceptable quality after the watermark is incorporated in perceptual distortion. The integrated
watermark must be strong in terms of resilience for various types of attacks. For example, DWT
provides a high level of imperceptibility and resilience for watermarked pictures, despite the fact
that it has a high processing complexity owing to the wavelet changes. The challenges of
achieving high imperceptibility, high strength and low computing time lead to a new
watermarking technique. Therefore, this research work implements a light weight CNN model
for digital watermarking scheme to reduce computation time in various geometric attacks
without fault [26].

4. Proposed Method

Construction of LW-CNN is the solution used to provide less computation with quick response.

This section has explained the implementation of LW-CNN in digital watermarking scheme and
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it reaches higher robustness. The network structure of LW-CNN is concentrating on setting the

minimum node set and set of edges for neural network.

Step 1:

Consider minimum node set of computing unit and set of edges connection between two nodes is

defined as,

LW-CNN = (N,S)

Where, N={N;li=1..m}and S = {S;1 <i<j<m]}

Step 2:

Condition 1:

N node should be set of minimum computing unit participate in feature extracting.
Condition 2:

The edge set S should be the union mathematical function (M) of i and j.

Step 3:

Implementation
N={Ny lk=1..b;i=1..a},(M =axb)
§={Sy 11 € (1D, (12) .. (b, @)};j
€{i+11),(+12) .(i+La)}Ua *drop{(i +2,1) ... (b,a)}}
Step 4:
Training set Dyqin = (XiVi}1
Secured key generation = k = {y;, y4}(D # S)

Step 5:

Function watermark _ neural network

Dpw < 6
123
ISSN: 2582-418X
Submitted: 16.05.2021 Information 'I‘echnology(l I
Revised: 09.06.2021 & )
Accepted: 27.06.2021 Digital World

Published: 04.07.2021


https://www.irojournals.com/itdw/
https://doi.org/10.36548/jitdw.2021.2.005

Journal of Information Technology and Digital World (2021)
Vol. 03/ No. 02

Pages: 118-132

https://www.irojournals.com/itdw/

DOI: https://doi.org/10.36548/jitdw.2021.2.005

Demyp fite < sample (Serain, s %)
For each d € Diypp riredo
Xy = watermark original(s[x], embedded)
Yiw = Ya
Dyw = Dyw Y {xpw, yow'}
End for
End function
Step 6:
Output Fy = Train(Dyw S¢rqin)

This algorithm will be embedded with the preprocessing of input cover image through CNN

network. Figure 4 shows the whole internal architecture of proposed framework.
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Figure 4 Proposed Architecture of Framework
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5. RESULTS & DISCUSSION

In this research project, the suggested framework is tested by using a typical image
dataset. Protection with various watermarks is successfully learnt by using the recommended
architecture [27]. One of the objectives of the proposed study is to validate the ownership of

proposed watermarking model in less time at a successful rate.

50 100 150 200 250 300 350 400 450 500

1

50 100 150 200 250 300 350 400 450 500

100 150 200 250 300 350 400 450

(c) (d)

Figure 5 Results Obtained by Proposed Framework

Figure 5 shows the results obtained by proposed framework. After further examination,
we confirm that our technique has a faster computation time and a higher success rate for
proving ownership [28]. For various processes known as geometric and collusion type attacks,
two separate attack types were explored. Segment wise analysis is considered to prove the
robustness of the proposed LW-CNN framework. The robust segment is identified in the images

part by part by including many pixels in various angle directions.
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Table 1 Robust and Quality of Attacked Images by Proposed Framework

Aftacks Faulty bits BER (SD) SSIM (SD) NCC (SD)
Noisy domain
(i) Average 0% 0.066 0.89 0.796
(ii) Gaussian 0% 0.009 0.98 0.998
(iif) Median 0% 0.31 0.791 0.875

In the deep learning process, the costly computing can be avoided by reducing the model
construction parameters of the CNN technique. Table 1 shows the robust and quality of attacked
images by using the proposed LW-CNN framework.

To distinguish the unique early forecasting, the display of training watermarks is
employed. The suggested method LW-CNN is a verification and comparison with many other
classifiers named support vector machine, decision tree classifiers, which are pre-trained [29]. In
comparison to other current algorithms throughout various attacks, the proposed model has
showed a better resilience. Because of fewer network parameters, it is possible to train LW-
CNN, which indicates that the high-speed neural network will provide less computing time.

Table 2 shows the overall performance of proposed framework.

Table 2 Overall Performance of Proposed Framework

ISSN: 2582-418X
Submitted: 16.05.2021
Revised: 09.06.2021

Accepted: 27.06.2021
Published: 04.07.2021

Information Technology

Computation time
Method Robustness (Sec)
Segmentl 87% 62
DT Segment2 79% 79
Segment3 69% o8
Segmentl 8904 50
SVM Segment2 3009 60
Segment3 70% 69
Proposed Segmentl 100% 12
LW-CNN Segment2 99% 19
Segment3 09904 28
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Figure 6 shows the overall performance of the proposed framework. From the graph, the
LW-CNN provides stable robust and less computation time in all three segments, which contains
various areas from the input image. Another conventional technique requires huge datasets or

several data sets to improve the efficiency and system robustness.

Robust of LW-CNN Computation time by LW-CNN
120% B computation time (Sec)
100%
~ ~

60% == Robust

40%

20% i l

0% T T T T T T T T 1
DT SVM Proposed LW-CNIN Proposed LW-CNN

Figure 6 Overall Performance Metrics of Proposed Framework

However, the suggested approach is demonstrated to be cost-effective and it is most
resilient than other traditional methods that are already included in Table 2 and further it is
displayed in the graph. The proposed model has achieved a good computation time with the
proposed algorithm. This approach makes us to adjust the finest tuning with the current state-of-

the-art learning model to make the model more resilient.

6. CONCLUSION

Thus, an image watermarking system has been developed and tested by using lightweight
and convolution neural networks (LW-CNN). The proposed digital watermarking framework
takes advantage of the deep neural network's adaptability to generalize the watermarking picture
algorithms and it uses an unattended watermarking architecture to accomplish its robust
characteristics without the need for previous awareness on any distortions in the marked image..
This research work has demonstrated that the proposed scheme is feasible and capable of
supporting combination, sophisticated, and demanding cameras for demonstrating the superiority
of the proposed scheme and provide good results for every common attack. In our future studies,

the deep neural networks present inside the system will be addressed and the architecture of
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geometric, objective, and loss will improve, for instance, through various techniques such as
ablation studies. Furthermore, as a future research project, we intend to focus on the maximum
robustness of the algorithm in terms of more rotational and translational type attacks.

Thus, an image watermarking system is developed and tested by using lightweight and
convolution neural networks (LW-CNN). The proposed blind image watermarking system takes
advantage on the adaptability deep neural networks to generalize watermarking picture
algorithms, which displays a watermarking architecture that remains unattended to achieve its
robust properties and without requiring prior knowledge on the potential distortions present in
the marked picture [30, 31]. We have demonstrated that, the proposed scheme is feasible and
gains the ability to support combination, sophisticated, and demanding cameras, showing the
supremacy of the offered scheme, and have shown the good outcomes for every common attack
[32]. In our future study, the deep neural networks present inside the system will be addressed
and the architecture of geometric, objective, and loss will improve, for instance through various
techniques, such as ablation studies. Besides this research work will also concentrate on the
greatest robustness of the algorithm in terms of more rotation and translational type attacks as

future research work [33, 34].
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