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Abstract

Noise can scramble a message that is sent. This is true for both voicemails and digital
communications transmitted to and from computer systems. During transmission, mistakes tend to
happen. Computer memory is the most commonplace to use Hamming code error correction. With
extra parity/redundancy bits added to Hamming code, single-bit errors may be detected and
corrected. Short-distance data transmissions often make use of Hamming coding. The redundancy
bits are interspersed and evacuated subsequently when scaling it for longer data lengths. The new
hamming code approach may be quickly and easily adapted to any situation. As a result, it's ideal
for sending large data bitstreams since the overhead bits per data bit ratio is much lower. The
investigation in this article is extended Hamming codes for product codes. The proposal
particularly emphasises on how well it functions with low error rate, which is critical for
multimedia wireless applications. It provides a foundation and a comprehensive set of methods for
quantitatively evaluating this performance without the need of time-consuming simulations. It
provides fresh theoretical findings on the well-known approximation, where the bit error rate

roughly equal to the frame error rate times the minimal distance to the codeword length ratio.
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Moreover, the analytical method is applied to actual design considerations such as shorter and
punctured codes along with the payload and redundancy bits calculation. Using the extended
identity equation on the dual codes, decoding can be done at the first instance. The achievement
of 43.48% redundancy bits is obtained during the testing process which is a huge proportion

reduced in this research work.
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1. Introduction

The analog signals in digital systems are converted to bits, which are a digital sequence. A
"Datastream"” refers to this particular collection of bits. Catastrophic (major) data mistakes may be
caused by a single bit being moved. Errors may be found almost everywhere in electronic

equipment, and error detection and repair methods can be used to obtain an exact or close result

[1].

The data mistakes will result in the erasure of crucial or confidential information. Even the
smallest change in data may have a significant impact on the overall system performance. Digital
systems often use 'Bit — transfer' for data transmission. If this is the case, the data inaccuracy is
more than likely to be located between 0 and 1 [2-4]. Figure 1 shows simplified block diagram of

digital communication system.

Cryptographic security against unauthorized intrusion is most often provided via
encryption, both on Earth and in space. When transmitting data between a satellite and a ground
station, encryption has become standard on the EO satellites themselves [5]. In practice, however,
the most often used encryption algorithms are proprietary or obsolete, such as DES. An issue with
the existing and newest encryption standard is raised since the encryption algorithms safeguarding

potentially extreme sensitive information do not satisfy those already in place [6].
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Figure 1. Simplified block diagram of communication channel

Using Hamming code, which is an error correction code, single-bit mistakes can be
identified and fixed while propagating binary data from one unit to the next. Using basic parity, a
single-bit error in a received message may be identified. Correcting these detected errors require
the inclusion of some extra data and hence the erroneous bit location must be recognized. When a
mistaken bit is found, it may be corrected by simply flipping or inverting the bit value to get it
back to its original value. In this case, the repair is impracticable since there is only one parity bit
after each bit mistake, regardless of bit position [7-10]. A source data message with extra bits may
assist in detecting incorrect bits if the bits can be arranged in such a way that distinct incorrect bits

produce unique error consequences.

As part of the military's digital communication facility systems, the forward error
correction (FEC) must function accurately and reliably even when subjected to noise and
interference. Forward error-correction coding is the most effective and efficient method to achieve
this goal out of all the possibilities [11]. While the term "forward error correction” may be
confusing, it refers to the use of digital signal processing to improve the reliability of data by

adding a known structure to it before transmission. This structure gives the accepting system the
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ability to identify and, if necessary, rectify mistakes caused by debasement of the supplied data
channel and the applied receiver on the other end of the communication chain. By avoiding a
request for retransmission of the original data, the coding method used in this system gives the

decoder the ability to fix any mistakes it finds [12-14].

2. Organization of the Research

The remainder of the paper is structured as follows: Section 3 summarizes prior research
on the extended hamming code method. Section 4 covers the structure suggested for developing a
novel method to hammering code. Section 5 summarizes the findings. Section 6 addresses the

conclusion and potential extension.
3. Preliminaries

Richard Hamming, a computer scientist, invented the Hamming error correcting and
detection code in 1950. The early work on Hamming codes enabled massive computer machines
to carry out a huge number of operations without encountering a single mistake [15].

The redundant bits are placed at the end of the data in enhanced Hamming code. Since the
redundant bits are interspersed and ejected later at the receiver end, the overhead is reduced
substantially. There is also a smaller amount of overhead bits used in the calculation of redundancy
bits. [16].

To prevent data corruption or loss due to single-bit mistakes, Hamming code is an EDAC
technique. The encoder receives errorless information that is k bits long as the input. The decoder
uses Hamming theorems to create a n-bit code word by calculating the parity bits and adding them
to the incoming data. Added parity bits have been added to the processed data, and is ready for

storage [17].
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Because of this, the onboard computer (OBC) of a nanosatellite uses RAM as its primary
storage instead of flash memory. When data is stored, mistakes are more likely to happen than
when it's being used. Typically, errors arise when radiated particles enter the RAM's memory cells
[18].

The decoder’s job is to look for and fix any mistakes in the data being sent. The Hamming
theorem is used to determine the syndrome using a parity check matrix. Before extracting the new,
error-free data, the decoder searches and corrects any mistake found in the codeword [19].

4. Methodologies

4.1 Design of an extension version of hamming code

Input (source Ff Encod MNoise Box
. . . woder |
information) Bufier '
Transmitter Random Sequence
Parity Check Generator
Generator
Received
. || Buffer Decoder
Information
Receiver

Parity Checker

Double code

Error Prediction

Figure 2. Double code error prediction decoder model
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4.1.1 Construction of generator matrix

While encoding data to create a code word, the generator matrix (G) is utilised. The
Hamming code is built on top of G, one of its foundational elements. The Hamming code is capable

of SECSED because of the connection between the generator matrix and the parity-check matrix.
4.1.2 Construction of Parity-Check Matrix

When decoding and correcting the code word, a parity-check matrix (H) is utilised to
extract an error-free message. The Hamming code is built on the basis of H. The Hamming code
is capable of SECSEC because of the connection between the parity-check matrix and the

generating matrix.
4.1.3 Relationship between G and H
G+HT =0 (1)

As a last remark on G and H, basic matrix operations may be used to transform this matrix
from a system to a non-systematic equivalent (for error free). Then each row's (or column's) value
is multiplied by this number. The result of multiplying one row by a nonzero integer is added to

another row (or column).

4.2 Hamming Encoder

This encoder generates the codeword (n-bits long) from the message (M) and the generator
matrix using a Hamming encoding algorithm (G). Once the codeword has been produced, it

includes the message's data as well as the parity bits
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4.3 Hamming Decoder

In the Hamming decoder, a codeword (n-bits long) indicated by C and a parity-check
matrix is decoded to produce a syndrome (r-bits long) (H). Once created, the syndrome includes

the pattern of errors that may be used to identify and fix the problem.

4.4 Extended Hamming Code

An extra parity bit is used in the expanded Hamming code. As a result of this additional
bit, the Hamming code's capabilities have been raised to SECDED. Both systematic and non-
systematic implementations of the expanded Hamming code are possible [20].

4.4.1 Double Code Error Prediction (DCEP)

Figure 2 shows proposed double code error prediction (DCEP) decoder model which is an
enhanced version of Hamming code. The advantage of this DCEP is that the algorithm can identify
two types of errors due to the double error detection (DED). As a result of the code's non-
systematic implementation, duplicate mistakes are easier to spot. DCEP performance may be
estimated in part using standard formulae. This demonstrates that DCEP outperforms hamming

code in terms of code rate and bit overhead when combined with SECSED's capabilities [21-25].

Remarks: Improving stage

The enhanced hamming code method uses the same amount of redundancy bits as the
conventional hamming code method for some value of n. In any event, the necessary number of
redundancy bits will sometimes be only one more than Hamming code raised in its count.
According to statistics mathematical equation number 1, n-bit data requires "'r" redundancy bits to

get a single error correction. The following equation number 1 is defined for improved version,

2071 — 1 = n(2) (2)
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Owing to this, codewords that may be used with a 16-bit wide data bit and six redundancy
bits will have a single error correction as well as two error detections. Areas 15, 14, 13, 12, 11,
and 10 are used to set these six bits. Using the equations as a guide, the parity bits can be figured

out.

5. Results and Discussion

The use of basic parity allows the identification of single-bit mistakes in a message that
has been received. The bit position of the erroneous bit must be recognised in order for it to be
rectified by adding more data. This table 1 contains input data information for testing. Besides, it
depicts the codeword format for the sample data 10'01100110011.

Table 1. Sample input data word format

0 0 0 0 1 1 1 1 0 0 1 1 0 0 1 1

As long as the proposed system is in use, the coding process gives the decoder the ability
to fix any mistake that is discovered without taking the risk of requesting retransmission of the
original data [26]. The Hamming code is a common example of forwarding error correction that
everyone is familiar with. In any case, when it comes to a communication system that makes use
of forward error correction coding, the digital data source delivers a message data sequence to a

systematic data encoder unit in the first step, which is described in the below table.

P [5] is selected in such a way that the entire bit position, including the redundant ones P
[4:0], have the same amount of parity. Positions 15, 14, 13, 12, 11, and 10 include the parity bits.
Even parity checks were per-shaped on 5, 5, 4, 3, 4 & 16 bits correspondingly for the calculation
of parity bits. When hammering bits are computed, a total of 37 bits are added. Table 3 contains

final results obtained by this proposed DCEP approach in extended hamming code.
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Table 2. Original erroneous bit positions of input data

Bit Position
Input position P[0] P[1] P[2] P[3]
sequence
0 0 0 0 0
1 1 0 0 0
2 0 1 0 0
3 1 1 0 0
4 0 0 1 0
5 1 0 1 0

Table 3. Final results obtained by DCEP

Received Information Status of parity check in Overall obtained Result
DCEP comment
0000111100110011 000000 No Error
0000111100110111 100011 Odd Error type
0000111000110011 101011 Even Error type

Calculated results:

No.of data bits

Payload =

Obtained results data bits = 52 bits

Bits transmitted = 92 bits
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52
Payload = 9 X 100(%)

Payload = 56.52%
Redundancy bits = 43.48%

Payload and redundancy bits are calculated in percentage. To transmit or store data, the
device uses a codeword like the one displayed. The parity bits are uprooted at the other end. The
transmitted parity and the received codeword parity are compared using a parity check. The
outcome of the test determines the direction of the mistake. If a single bit error has occurred, a
mask will be generated and the data will be fixed [27]. Table 3 outlines the hamming code fault

detection and repair procedure by giving odd or even type error for further testing.

6. Conclusion

An analytical assessment of extended Hamming product code with DCEP performance has
been analysed, as well as a comprehensive collection of methods for dealing with all conceivable
scenarios, including conventional, shorter, and punctured scheme implementations have been
reviewed. These codes are often used in low-error wireless applications. Designers and researchers
may now assess code performance without having to resort to time-consuming and, in many cases,
impractical simulations. The proposed system is an improvement of the traditional hamming code
method and the drawback which was surpassed is the single-bit error correction. This proposed
system can be further improvised to detect and correct more than one-bit errors. Furthermore, due
to its role as a starting point for continually pushing the limits of both space and technology, this
will be important in the future in the field of nanosatellite research which is developing and
expanding at a dizzying rate besides the fact that the memory chip cell design is becoming denser

due to the advancement in nanotechnology.
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