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Abstract

Waiting for anything is undesirable by most of the human beings. Especially in the case of digital money
transactions, most of the people may have doubtful thoughts on their mind about the success rate of
their transactions while taking a longer processing time. The Unified Payment Interface (UPI) system
was developed in India for minimizing the typographic works during the digital money transaction
process. The UPI system has a separate UPI identification number of each individual consisting of their
name, bank name, branch name, and account number. Therefore, sharing of account information has
become easier and it reduces the chances of typographic errors in digital transaction applications.
Sharing of UPI details are also made easy and secure with Quick Response (QR) code scanning
methods. However, a digital transaction like UPI requires a lot of servers to be operated for a single
transaction same as in National Electronic Fund Transfer (NEFT) and Immediate Payment Services
(IMPS) in India. This increases the waiting time of digital transactions due to poor server
communication and higher volume of payment requests on a particular server. The motive of the
proposed work is to minimize the server communications by employing a distributed blockchain
system. The performance is verified with a simulation experiment on BlockSim simulator in terms of

transaction success rate and processing time over the traditional systems.

Keywords: Distributed blockchain, digital transaction, UPI, transaction speed, secure information,

server optimization
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1. Introduction

Safe money transaction is a primary motive of all the banking applications. To ensure
that several encryption and decryption steps are enforced in most of the applications on their
back end algorithm [1, 2]. One time password, 2 step authentication and biometric recognition
are some of the common front end steps involved in securing the money transaction
applications. Certain advanced applications are using Google authenticator for generating a
Time-based One Time Password (TOTP) for the security purpose. Figure 1 indicates a simple
architectural view of TOTP system, where the time is considered as a changing factor of
generated passwords. The traditional OTP systems are also called as Hash-based Message
Authentication Code (HMAC) OTP, where the changing factor of password is about the
counter connected to the algorithm. The change in HMAC-OTP occurs with respect to the
count of requests made by a user [3, 4].

Time based secret key
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Figure 1. Architecture of TOTP system

Most of the banking applications in India are using the 2 step authentication model for
their transaction process. The HMAC-OTP is forwarded to the user through mobile SMS [5].
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The user must need a separate third party application on their mobile like Google
authentication, when the bank is using a TOTP mode [6]. In certain recent banking applications
the authentication systems are included with a biometric scan for ensuring the originality of the
user. However, the biometric authentication models are not widely used in the present scenario
due to its poor accuracy in the prediction process. The computational speed of biometric
authentication also seems very less when comparing it to the OTP kind of logins [7, 8].

The payment services provided by the banks are usually operated with a centralized
server of National Payments Corporation of India (NPCI) monitored by the Reserve Bank of
India (RBI). The NPCI server has the responsibility of digital money transactions in all the
mediums like NEFT, IMPS and UPI [9]. To improve the operational efficiency of the NPCI
server, several transaction mediums were introduced. Table 1 represents the primary operating
differences among the different payment services available in India. The change in operational
time of the different transaction medium reduces the computational stress happening over the

NPCI server at a single time [10].

Table 1. Operation differences among the digital transactions

Transaction Type NEFT IMPS UPI
Transaction E_Batch mo_de_l Instant Instant
Frequency (30 minutes minimum)
Transa}ctlon Bank working hours 2417 2417
Timing
Primary . . Smartphone
Requirement Internet Banking Internet Banking UPI app
Transaction Account No. Account No. UPI AE!XJ?}?KIZNO'/
Requirement IFSC code IFSC code IESC code
MaX|_mum_ . No Rs. 2 Lakhs Rs. 1 Lakhs
Transaction Limit
ULEhE Ry Bank and NPCI Bank and NPCI PSP, Bank and NPCI
Servers
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The NEFT and IMPS transactions accompany bank’s server in its operation for money
transaction and confirmation process. The NPCI server acts like a mediator and monitoring
sever in between the two different bank servers for ensuring a secure payment process [11].
The UPI model includes a Payment Service Provider (PSP) server to their operation to facilitate
the user to communicate with the bank server through a mobile application. The PSP server
also has the primary information of the user for accessing their accounts from the bank server
[12]. Due to the involvement of a third party server (PSP), the transaction limits are enabled in
the UPI model as rupees 1 lakh per day. The following literature work section explores the
attainments of various algorithms on secure money transaction process in a limited processing

time.

2. Literature Work

Machine learning techniques are widely implemented for fuzzy logic based prediction
and classification process on several applications. In banking systems, the machine learning
models are implemented for detecting the suspicious transactions. It detects the suspicious
transactions by analysing the Anti-Money Laundering (AML) typologies, link analysis,
anomaly detection, geographic capability, risk score and behavioural modelling of the
transaction requests [13]. The banking sectors are usually employed with an AML software for
screening every transactions made online along with a watch list monitor for identifying any
unusual transactions made by forbidden people. Know Your Customer (KYC) systems were
also implemented in the banking sector for identifying the communications with forbidden
business models. A machine learning component technique was developed to integrate with
the watch list monitoring system for finding out the unusual activities in digital transactions.
The work was verified with various machine learning algorithms like support vector machine,
naive bayes and decision tree. The experimental work found that the SVM model performs
better than the other two algorithms. The maximum attained accuracy of SVM is found to be

84.8%. The technique was also extended to block the abnormal transactions [14].
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A Deep Convolution Neural Network (DCNN) based technique was designed to
observe the abnormal activity in credit card transactions. The training process of the DCNN
was made with a real time dataset on credit card fraud actions. The testing accuracy of the work
was found to be more than 99% with the computational speed of 45 seconds per transaction
[15]. An optimal geometric transformation technique was proposed to secure the data that
needs to be forwarded to the digital transaction analysis applications. The technique will also
act as an attack resistance medium to avoid loss of information at the time of analysis. The
proposed model was verified with various dataset and machine learning algorithms and found
successful in all the scenarios [16]. In some cases, the critical details available in the transaction
data are forwarded to a machine learning algorithm in an encrypted format. This improves the
secrecy of the data transmission and avoid hacking of information. A hybrid encryption
technique was developed for such application to encrypt the data in the speed of 2630 KB/S.
The hybrid model was developed by combining the traditional Advance Encryption Standard
(AES) system with a customized cipher key [17].

A user layer protection system was proposed with a chaotic biometric authentication
for delivering the secret information in a secure manner to a destination. The work equips
fingerprint biometrics for the operation with a N-stage Arnold Transform for ensuring the
settlement claim of information [18]. A Secure Socket Layer (SSL) was introduced to data
security and privacy protection in the cloud data transmission network. The system has
prediction based encryption model for data encryption in a secure transmission. The suitability
of the developed algorithm is verified with sensitive medical data and e-commerce data. The
experimental analysis found that the proposed work requires 44.4 seconds for a 64Mb file [19].
A decentralized blockchain technique was developed to secure health care data on the cloud
environment. The system is equipped with an efficient cryptographic algorithm for securing
the data on the cloud surface. The decentralized system is found better in securing process, as

the centralized security system has a single node to be operated for the cyber-attacks [20].
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The Distributed Denial of Service (DDOS) attacks are quite common in recent days on
the centralized cloud system. A soft computing based autonomous detection approach was
developed to find out the low rate DDOS attack in the centralized cloud system. The work
utilizes a hidden Markov model for analysing the change in flow process of the network and a
random forest classifier is equipped for categorizing the attack and its nature in the cloud
architecture. The experimental projection of the verified model gives accuracy of 97.34%,
which is comparatively better than the existing artificial bee colony ANN and the adaptive
threshold-based attribute selection systems [21]. A Federated Access Control Reference Model
(FACRM) was formulated to secure the big data information in the Apache Hadoop cloud
stack. The model was successful in addressing certain limitations of the cloud architecture like

access control complexity, security auditing, data integrity and node adaption [22].

A blockchain based communication network was designed to make connection between
the smart vehicles. The system is also designed to share information from the vehicle to the
roadside units for tracking purpose [23]. An enhanced soft computing technique was developed
by combining the fuzzy logic system with the decision tree and K means algorithm for
observing the intrusions in the social media networks. The developed model was verified with
DARPA and KDD-NSL datasets and observed to have better detection rate with minimum
complexity when comparing it with various SVM algorithms [24]. A Dijkstra-based optimal
algorithm was designed to make routing connection from the lIoT sensors to its destinations.
The algorithm was framed to utilize minimum energy consumption with least transmission
distance. The algorithm was also further extended to secure the network connection from the
attackers to maintain the consistency. The simulation analysis of the developed algorithm

explores the attainments of both energy efficiency and route stability to 16% [25].

A real time fire detection approach was developed with a cloud network communication
and IoT sensors. The collected information from the primary source areas are forwarded to the
prediction algorithm via cloud communication. The simulation work analysis, reports that the

analysing speed of the proposed model is not affected with respect to the huge data forward to
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the cloud servers. A prediction accuracy of 98% was also observed in the verified network [26].
An artificial bee colony optimization algorithm was proposed to make an efficient
communication between the wireless networks. The nature inspired algorithm was verified
with a MATLAB simulation along with a machine learning based network traffic analyser. The
experimental analysis shows that the proposed work has the ability in predicting multiple short
routes for communication with lesser complexity [27]. A comparative work was performed in
finding the efficiency of soft computing techniques in wireless sensor network route selection
process. The experiment was performed with genetic algorithm, particle swarm optimization
and ant colony optimization techniques. The simulation process explores a betterment in terms
of network lifetime, energy and packet delivery ratio in ant colony optimization technique [28].
From the literature analysis, it has been found that an efficient routing algorithm along with a
secured network are the primary essentials for making communication in the cloud architecture.
The upcoming section explores a new technique for making an efficient routing process with

minimum computational speed in UPI payments.

3. Proposed Work

A PSP system consists of distributed blockchain setup developed in the proposed model
for reducing the computational complexity in the traditional blockchain less transaction system.
The architectural view of the traditional digital transaction process using UPI is shown in
Figure 2, where the primary user has a mobile application connected with the PSP server for
enabling the transaction request. The motive of the PSP server is to forward the UPI
information from the user’s mobile application to the sub server of NPCI named as UPI server.
The UPI server forwards a request to the beneficiary PSP server for collecting the account
number and branch details of the bank. After successful receipt of the bank details the UPI
server will send a request to the remitter bank server for money transaction. The remitter server
verifies the primary user account for its balance statement and make corrections to the digital
ledger according to the request made by the primary user. A confirmation message with money

transaction token will be forwarded back from the remitter bank server to the beneficiary bank
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server through UPI server. The UPI server will make a note of this transaction in the centralized
NPCI server and confirms the primary user about the successful completion of the transaction.

The number of server included in the traditional UPI transactions are very high and that
improves the computational complexity to certain extent. A failure or information loss in any
of the server may affect the whole transaction process and it may lead to unusual transaction
speed on certain circumstances. Therefore a blockchain based PSP server is introduced in the
proposed work to minimize the number of transactions from the available present digital

transactions.

Remitter
Bank
Server
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oo Bank

Figure 2. Architecture of traditional UPI transaction

The architectural view of the proposed UPI transaction model is shown in Figure 3. The
role of beneficiary PSP server is avoided in the proposed approach by employing a blockchain
setup to the remitter PSR server. The role of the blockchain model included in the remitter PSP
is to store the account and branch information after the successful completion of the first

transaction. The proposed system gathers the account information from the remitter PSP itself
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rather than contacting the beneficiary PSP server. In this way the number of communications
made between the servers are minimized. Table 2 compares the number of steps involved in

the proposed work over the traditional UPI model.

Remitter

Bank

Server
Remitter PSP
with distributed

blockchain
Beneficiary
Bank
Server

Figure 3. Architecture of the proposed UPI transaction

Table 2. Comparison of steps involved in the proposed model over the traditional model

Steps Process in traditional UPI Process of the proposed
P model distributed blockchain model

1 Initiating transaction request Initiating transaction request

2 UPI details forwarded L!PI dEta'!S with account

information forwarded
3 Request to collect beneficiary | Debit details forwarded to remitter
account details bank
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4 Beneficiary details forwarded Remitter bank responds to the
to UPI server request
5 Debit details forwarded to Amount credited to beneficiary
remitter bank account
5 Remitter bank responds to the Confirmation forwarded to UPI
request server
; Amount credited to beneficiary | Success message forwarded to the
account PSP
8 Confirmation forwarded to Transaction completed
UPI server
9 Success message forwarded to )
the PSP
10 Transaction completed -

The distributed blockchain is very popular in recent days due to its resistive nature to a
common hacking algorithm. All distributed blockchains are having a separate secret code for
enabling the data available in it. Therefore a common hacking tool or algorithm may not work
all the time in every distributed blockchain network. However, the cost for maintaining the
distributed blockchain systems are comparatively higher than the centralized blockchain

systems.

4. Experimental Analysis

A network model based on the proposed architectural flow is compared with the
traditional network flow in a blocksim blockchain simulator for observing the transaction
performances for a same set of data. The transaction performances considered in the work for
evaluation are transaction per second, transaction throughput and transaction latency. The
transaction per second analysis indicates the maximum number of transaction requests that can
be submitted to the network for the operation. This will explore the scalability and volume of
the developed network in the transaction process. The block size created in the PSP server is
fixed to 1MB and the average transaction data request utilized in the work is about 124.5 bytes,
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whereas the transaction data size of traditional PSP server is 51.2 bytes. The change in request
data size is about the information change from the proposed method to the traditional method.
Figure 4 represents the comparative analysis among the existing and proposed model on

transactions per second.

[ Traditional PSP server Proposed PSP server with blockchain

40
35

20 =
15
10

Transaction count in numbers

Figure 4. Comparative analysis of transactions per second

The maximum transactions per second that a block can do is calculated with respect to
the equation given below. It explores the total number of transaction a block can do for every
600 seconds.

Block size in bytes __ 1048576
Average transaction size in bytes 124.5

=8422.29

Transaction count per block =

Therefore the maximum transactions a PSP block can do for a second is limited to
approximately 14 numbers in the proposed system. Figure 4 indicates the performances
betterment in the traditional model. However, the data size in traditional model is very limited
with UPI ID, where as in proposed PSP blockchain model it is extended to complete account
information. Figure 5 and 6 compares the performances of the transaction latency that explores

the acceptability of the given requests by both the algorithms in UPI server.
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Figure 5. Acceptability of the given requests in the UPI server — Traditional model

[JProposed PSP server with blockchain Given request
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Figure 6. Acceptability of the given requests in the UPI server — Proposed model

The acceptability of the given requests by the proposed model are comparatively better

than the traditional model’s with respect to time. The time taken to give acceptance by the UPI

server is completely minimized in the proposed approach, as it has the total required
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information of the transaction. It is achieved by eliminating the connection of beneficiary PSP
server for beneficiary data collection. Figure 7 indicates the comparative time requirement for

completing the transaction process by both models.

Time taken to complete the transaction in seconds Traditional PSP server

Time taken to complete the transaction in seconds Proposed PSP server
with blockchain

Time in seconds
w

1 2 3 4 5 6 7 8 9 10

Transaction count

Figure 7. Performance comparison of the proposed model with the traditional model to

complete the transaction

The experimental analysis projected in Figure 7 indicates that the overall time
requirement for completing the digital transaction is minimized up to a certain extent in the
proposed method. The average time required for completing the given 10 transactions in the
traditional model is 4.29 seconds, whereas in the proposed approach it is limited to 2.51

seconds.

5. Conclusion

Instant digital money transaction is a primary expectation of many people in the last
few years. It has been started with the use of debit and credit cards. However, the security in
utilization of debit and credit cards are not up to the mark when compared to the traditional

NEFT and IMPS transactions. In order to make secure instant transaction, the UPI payments
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were introduced. As people are more convenient in using smartphones, the UPI payments have

become popular. Though, the response time of the UPI payments are not quite satisfying for

many people in several circumstances, a distributed blockchain based PSP server is employed

in the proposed work to minimize the service requests made by the UPI server among the

various secondary servers. The experimental analysis of the proposed model indicates that the

overall transaction speed is improved by 49.4%.
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