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Abstract 

Multimedia data in various forms is now readily available because of the widespread usage of 

Internet technology. Unauthorized individuals abuse multimedia material, for which they should 

not have access to, by disseminating it over several web pages, to defraud the original copyright 

owners. Numerous patient records have been compromised during the surge in COVID-19 

incidents. Adding a watermark to any medical or defense documents is recommended since it 

protects the integrity of the information. This proposed work is recognized as a new unique method 

since an innovative technique is being implemented. The resilience of the watermarked picture is 

quite crucial in the context of steganography. As a result, the emphasis of this research study is on 

the resilience of watermarked picture methods. Moreover, the two-stage authentication for 

watermarking is built with key generation in the section on robust improvement. The Fast Fourier 

transform (FFT) is used in the entire execution process of the suggested framework in order to 

make computing more straightforward. With the Singular Value Decomposition (SVD) 

accumulation of processes, the overall suggested architecture becomes more resilient and efficient. 

A numerous quality metrics are utilized to find out how well the created technique is performing 
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in terms of evaluation. In addition, several signal processing attacks are used to assess the 

effectiveness of the watermarking strategy. 

Keywords: Digital watermarking, Fast Fourier Transform, robust, security, copyright protection, 

singular value decomposition  

1. Introduction 

A partial answer to the copyright ownership dilemma is digital watermarking. Sideband 

data embedding directly into digital audio, picture, or video samples is known as watermarking. 

Besides the digital signal itself, sideband data may include things like block headers or time 

synchronisation markers that must be sent along with it. The watermark is not an add-on by the 

digital data but is a part of the image itself. A digital data is generated in multiple formats and the 

originality may be lost during various attacks, though the samples of digital information are static 

features. This is where watermarking comes in handy [1-6]. 

 

Figure 1. Visible and invisible watermarking 

Modern and inexpensive digital watermarking contains the recording unit with storage 

capacity to build a platform to access many multimedia content in digital formats without altering 
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the quality of images [7, 8]. General-purpose PCs and graphics editing software are adequate 

resources needed for a person without a lot of expertise or professional talents to start with. The 

visible and invisible watermarking sample images are shown in figure 1. 

There are no discernible traces left behind when it manipulates or tampers a picture, 

bringing out the best in digital photographs and recreating them into whatever a person wishes for. 

Researchers, scientists, and practising engineers in the multimedia publishing industries place a 

high value on pervasive advances because unauthorised person details of original multimedia data 

can be spread through many communication channels such as guided or unguided media [9-12]. 

Encoders and decoders are the most common parts of digital watermarking systems. They 

use cover media data and watermark encoder as input and an embedding security key as output. 

There are numerous methods for incorporating machine-readable code into digital media such as 

music, video, and images. The encoder modifies the material to enter the machine-readable code 

and then retrieve it in a way that ensures basic security while extracting watermark information. 

The simplified procedure of watermarking method is shown in figure 2. 

 

Figure 2. Simplified work for watermarking procedure 
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Consequently, the necessity for appropriate solutions to assure tamper resistance and avoid 

digital content owners' harm is critical. Digital multimedia data's copyright and intellectual 

property should be guarded against unauthorised ownership, replication, and distribution due to 

potential copyright difficulties. Encryption, steganography, and watermarking are all new 

approaches being introduced [13-15]. Not all watermarking methods have the same amount of 

resilience. It depends on the application. While some can withstand a variety of image processing 

assaults, others are vulnerable. As a result, three levels of robustness exist: strong, fragile, and 

semi-fragile. 

2. Preliminaries 

A recent proposal by Wazid et al. presents lightweight authentication mechanism in a 

cloud-based IoT environment that allows authenticated persons to access the data. Researchers 

have shown enhanced security using security based encryption function with gate operation [16]. 

Singh et al. introduced telemedicine hybrid domain based watermarking method. A DWT-

SVD-based watermarking approach embeds dual function such as image and text that are 

incorporated within the image. Text watermarks are made more resilient by using four error 

correction codes (ECCs) throughout the embedding and extraction procedures [17]. 

SVD and the redundant discrete wavelet transform were combined with a hybrid resilient 

watermarking approach suggested by Roy and Pal to protect the copyright of color photographs 

[18]. Using entropy and QR decomposition, Laur et al. introduced a resilient color picture 

watermark in their research. Selecting image blocks for watermark embedding was done using 

entropy. The data can be embedded into a single value of the image after the transform with SVD 

[19]. 
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According to Mishra et al. various scale parameters affect the imperceptibility and 

resilience of watermarks. They developed an improved SVD-based watermarking approach, which 

uses an optimization process known as the firefly algorithm to identify the appropriate scaling 

factor [20]. 

The Discrete Wavelet Transform (DWT) is most likely to be used for embedding 

watermarks in digital images going forward. Due to DWT's reputation as a trustworthy 

transformation method, many scientists have used it. On the other hand, the smallest bit 

modification technique is insufficient to protect against certain signal processing threats. It's no 

secret that frequency-domain approaches like DCT and DWT are popular among scientists. These 

approaches have been merged into one termed singular value decomposition since the forms often 

confront issues like matrix dimensionality reduction [21]. 

There may be huge difficulties in the process of watermarking even though this technique 

provides a fair balance between robustness and imperceptibility. SVD and the integer wavelet 

transform were combined by Makbol and Khoo [22] to create a false-positive-free watermarking 

technique. The identification print details from the matrix U and V is placed for the orthogonal 

function to avoid the false positive situation.  A certification procedure is carried out before 

watermark extraction at the time of watermark predication. The authentication is extracted from 

the image at initial stage. Ansari et al. presented the procedure to improve the robust and reliability 

of the watermarked image against various attacks [23]. 

3. Methodologies 

In digital picture watermarking systems, robustness is prerequisite for the detection of a 

watermark after typical signal processing modification operations are performed. The process 

includes mapping, filtering an zigzag scanning procedure and compression after scaling transfer 
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function. Additionally, they encompass various processes, such as analog-to-digital conversion, 

digital-to-analog conversion, picture enhancement, cutting, and so on [24-26]. 

3.1 Proposed scheme 

This portion of the research paper describes the suggested approach, which is based on FFT 

and SVD. The process consists of two parts. "Watermark generation and extraction" are the terms 

used to describe the specific action that will be described in the next subsections. Figure 3 & 4 

shows the proposed methodology. 

3.2 Watermark Generation 

Step 1: The FFT decomposition is done first on the carrier image, which yields the 

frequency domain and reduces processing complexity. 

Step 2: To minimise the impact of watermark generation, two identical watermarks are 

inserted in different frequency sub-bands. The block based SVD can be applied into each and every 

block that is generated by splitting the picture into 16*16 blocks, using the other band frequencies 

as an example. 

Step 3: A dual orthogonal matrix, designated by M, is generated using the direct coefficient 

of each sub-block. Singular values of the matrix M may be found using the below equation, which 

is applied to the coefficient matrix. 

𝑀 = 𝑈𝑆𝑉𝑇 

M is equivalent to orthogonal matrices that are indicated with diagonal matrix. 

Step 4: SVD is applied on Sm and the coefficient matrix M is changed. The HL sub-band 

embedded with a watermark is produced after the inverse transform. 
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𝑆𝑚 = 𝑆 + 𝑎 ∗ 𝑊1 

Step 5: In order to add the second stage watermark to the other sub-band, the same 

procedure is used. 

Step 6: Carrier images are watermarked using the inverse DIF (Decimation In Frequency) 

method. 

 

Figure 3. Proposed watermark procedure / algorithm  

3.3 Watermark extraction 

Step 7: FFT alters the received picture, which may have been corrupted as a result of 

several assaults. Afterwards, various band frequency characteristics are gathered. 

Step 8: The various band images are segmented into 16*16 blocks for computation in order 

to retrieve the watermark from all the sub-bands of the given image. On each sub-block, the SVD 
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is carried out using the same algorithm. When all of these factors are added together, a new matrix, 

M, is created. 

Step 9: The SVD is used to convert the newly created matrix M into three new matrices as 

shown in the below equation. 

𝑀∗ = 𝑈∗𝑆∗(𝑉∗)𝑇 

The same procedure is used to produce the second watermark. Lastly, the average of these 

two watermarks is used to calculate the watermark, W. 

Correctness: 

A sign function is used to adjust the watermark to maximize the quality of the images with 

watermarked content that is defined as,  

𝑊∗(𝑖, 𝑗) = {
1 𝑊(𝑖, 𝑗) ≥ 𝑇,
0, 𝑊(𝑖, 𝑗) < 𝑇

 

where T is the desired threshold value. 

 

Figure 4. Second stage of proposed watermarking extraction algorithm flow 
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To achieve high resilience, there are numerous broadways, including redundant 

embedding, spread spectrum, and embedding watermarks. To ensure that watermark data can't be 

removed or omitted by unauthorized distributors, a suitable digital watermarking system must 

withstand multiple attacks. 

4. Results and discussion 

Evaluation indicators such as Bit Error Rate (BER), Normalized Correlation (NC), 

Structural Similarity Index Measure (SSIM), and Peak signal to Noise Ratio (PSNR) are used to 

assess the effectiveness of the method. PSNR is a powerful statistic for determining whether a 

photograph is watermarked or not, based on the image's mean square error value.  Here the BER 

is nothing but reciprocal of PSNR value [27-30]. These settings establish a connection between 

the watermarked picture and the original one.  

𝑃𝑆𝑁𝑅 = 10 ∗ log (
2552

𝑀𝑆𝐸
) 

𝑁𝐶 =
∑ ∑ 𝑊1(𝑖, 𝑗) ∗ 𝑊∗(𝑖, 𝑗)32

𝑗=1
32
𝑖=1

∑ ∑ 𝑊1(𝑖, 𝑗) ∗ 𝑊1(𝑖, 𝑗)32
𝑖=1

32
𝑖=1

 

         

The first two photos (a and b) are shown in the customary way. The suggested work is 

shown in Figure 5c. When the attack takes place, the resilience of the other conventional 

techniques are tested at the location of the watermarked insertion, as seen in figure 5.  

The created algorithm's efficiency is solely determined by the quality measures whose 

values are acquired. To compare the two images, all quality metrics must be distinguished between 

the original and the watermarked version. The PSNR performance graph is shown in figure 6. 
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Figure 5. Obtained resultant of robust watermark images 

There are several noise-based and geometric-based attacks that can be prevented by a 

watermark that does not modify the watermark data. After various assaults, the watermark stays 

the same and authenticates the user by detecting the watermark [30-33]. 
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Figure 6. PSNR performance of proposed framework 

Using bit error rate as an estimate, the quality parameter is utilised in the research work. 

Both invisibility and embedding time are used to evaluate how well the procedure works. Over the 

years, several scientists have worked to improve on already-developed processes. Table 1 

containes the computed performance metrics of various algorithms.  

Table 1. Computed performance metrics for proposed algorithm 

 

Method 

Bit 

Error 

Rate 

Normalized 

Co-efficient 

 

PSNR 

 

SSIM 

Overall 

Robust 

Computation 

Time (Sec) 

WT 0.03 0.5313 33.31 0.7854 Low 6.21 

DCT+FFT 0.022 0.8671 45.21 0.8879 Moderate 4.43 

DWT+SVD 0.0195 0.8723 51.12 0.9103 High 7.78 

Proposed FFT 

+ SVD 

0.016 0.9711 59.79 0.9807 High 4.15(speedy) 
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Here, the suggested method is compared to what has already been discovered over time. 

Based on embedding time and quality measures, Table 1 compares the proposed method with other 

different approaches. Figure 7 shows NC and SSIM performance chart for various methods. 

 

Figure 7. NC & SSIM computation chart 

Depending on the task, each researcher has employed a unique collection of natural images 

from a created dataset. It is impossible to compare the suggested method's performance to current 

methods by using quality criteria to evaluate its performance by computation time (speedy). When 

comparing the proposed approach to current practices, embedding time becomes critical. Different 

sets of pictures are used for the comparison study, and the estimate of embedding time is 

determined to the nearest second in seconds [34]. As a result, various photographs have varying 

results when it comes to watermarking. The suggested method's efficiency is determined by the 

embedding time which is deduced based on the findings in Table 1. 
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5. Conclusion 

As a result, the suggested framework outperforms the competition in terms of attack 

performance owing to its novel and creative structure for resilience. The algorithm that 

demonstrated the high efficiency of the framework is used to determine the performance metrics 

for the method. When compared to other standard methods, the proposed methodology is much 

faster during execution as shown in table 1. The suggested technique, however, faces the issue of 

false positives, which is still an open question. This problem will be addressed in the future, and 

the suggested solution will be applied to colour photos as well. For imperceptible resilience and 

increased data embedding capacity, it is essential that image data be secure. For these reasons, 

hybrid digital picture watermarking is an important area of study. The present hybrid approach, on 

the other hand, need improvement, on how IoT based authentication can be enhanced further with 

watermarking images. Further study will incorporate machine learning with various neural 

networks that can be implemented in the wavelet transform domain to promote resilience and 

security based word embedding procedure. 
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