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Abstract

Even though cloud computing has advanced over the years, the two major challenges
currently faced by cloud computing are data security and trusted computing. In cloud
computing applications, blockchain technology can enhance data security and trusted
computing when paired with virtual machine agents and mobile agent technologies. A
decentralized new framework for distributed computing is blockchain. A potential area of study
is the integration of blockchain technology with cloud computing, leveraging the former's
security mechanisms to enhance the latter's secure computing and storage capabilities. The
usage of the proposed framework builds on the inherent security features of blockchain
technology in an effort to secure data and information integrity, confidentiality and
authentication in cloud environments. Through the introduction of distributed virtual machine
agents, the framework increases the scalability and effectiveness of data protection
mechanisms for virtual data environments that can be used to store information protected by
cloud security measures. Thus, the proposed study substantiates the applicability and efficiency
of the existing and emerging problems of cloud data security and this approach develops

satisfactory data protection solutions.
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1. Introduction

Cloud computing provides scalable internet-based resources and services, it also poses
serious security risks. The need for better application and data security is growing along with
the creation and hosting of cloud-based applications. Virtual machines are used to host cloud-
based applications, and these machines also house the data that these apps create or utilize.
Therefore, the only way to secure the data and applications is to secure the virtual machines.
Big data security measures processes and data to prevent theft, unauthorised use, hacks,
breaches, and other destructive actions. The emergence of cloud computing has significantly
changed the traditional model of data storage and processing, providing scalable, adaptive, and,
most crucially, cost-effective solutions to an equally diverse range of businesses. Cloud
services provide consumers with nearly limitless computing power and storage on demand,
which can innovate by clearing up resources that would otherwise be constrained in traditional
IT. On the other hand, it facilitated the easy movement of sensitive data to the cloud while also
introducing significant security concerns, which have since made cloud data security a top

priority for organizations worldwide [11-15].

Cloud computing has become the new standard in modern IT architecture, providing
scalable and adaptable resources for storing and processing data at a low cost. Although cloud
computing is extensively used by researchers and practitioners, there are some serious security
risks that may arise, particularly with data integrity, confidentiality, and availability. Its
centralised design can lead to single points of failure and vulnerabilities, making the traditional
security solutions insufficient [16-20]. The proposed study suggest a new technique to enhance
cloud data security by leveraging blockchain technology and distributed VM agents to address

the aforementioned concerns. Figure 1 depicts the cloud data with blockchain infrastructure
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Figure 1. Cloud Data with Blockchain Infrastructure
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2. Related Work
2.1 Blockchain

Blockchain refers to a distributed open database that stores multiple records across
various nodes in a network while maintaining the integrity and transparency of the records.
Every transaction under goes validation and becomes a block of data that is connected to the
previous block, forming a continuous chain [21,22]. This structure can make it virtually
impossible to change any single transaction without changing all subsequent blocks, which
provides enhanced data security. It uses consensus protocols such as Proof of Work (PoW) or
Proof of Stake (PoS) whereby the nodes in the network must reach a consensus on the
authenticity of the transactions. These mechanisms ensure that only authorized transactions are
processed and establish the reliability of data stored in the blockchain. Moreover, blockchain
works on a decentralized mechanism, which means that there is no central authority that acts

as a single point of failure. Figure 2 depicts the blockchain with authentication system .
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Figure 2. Blockchain with Authentication System [8]
2.2 Cloud Computing

Cloud technology has significantly transformed the traditional model of data storage
and processing, enhancing the flexibility in data administration. Businesses profit from cloud

services because they allow them to harness large-scale compute in an adaptable, flexible, and
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cost-effective manner without having to pay for expensive hardware upfront. Most of these
developments have encouraged innovation and flexibility in remote solutions for organisational
operations across a wide range of sectors. However, while cloud computing has provided
several benefits, it has also introduced a number of security risks that must be managed properly

in order to assure information security.
2.3 Distributed VM Agents

Distributed VM agents are progressing autonomy nodes that are established in the cloud
environment. These agents work autonomously but can exchange information between
themselves and with the use of the network to maintain security as well as manage data. VM
agents also improve security as they manage the control and monitor the processes, thus

minimizing the dependency on centralized systems.

VM agents that can be located and distributed across geographical locations can
perform security tasks such as encryption, user access, and other security services like
intrusion. To achieve this level of security, the functions are divided among multiple parties or
agents to ensure that an attack or failure of one agent does not bring down the entire system.
Every VM agent can be a checkpoint, never forgetting to retain secure data and to recognize

any improper activity.

[1] The suggested distributed virtual machine agent approach enables a unique and
believable monitoring of virtual machines for each cloud user, preventing the cloud
administrator from accessing or interfering with the user's sensitive information. The study
uses a data integrity mechanism to assure user data availability and integrity. Security study
demonstrates that the suggested protocol can protect against three forms of cloud service

provider attacks.

[2] The study offers a blockchain-based cloud data integrity protection mechanism that
employs a distributed virtual machine agent paradigm as well as blockchain-based
methodologies to verify, monitor, and protect data integrity. The system employs a Merkel
hash tree and smart contracts to track data changes and notify users to data manipulation. It
also employs a "block-and-response™ mode to create a blockchain-based cloud data integrity

verification system.
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[3] Cloud computing delivers on-demand, controlled, and customised resources, but
also poses significant security and privacy risks. To solve these difficulties, the article presents
a cloud security architecture and framework that makes use of blockchain technology. The
combination of blockchain with cloud computing is expected to have a significant influence on

cloud security characteristics.

[4] A new system is described that use machine learning to identify attacks by analysing
connection attributes and prevents attacks by selectively encrypting virtual machines.This
framework detects new and old attack types with almost 98% accuracy. The virtual machines
are extremely susceptible during the transfer since they are moved as basic text data within the

data centre networks.

[5] Blockchain technology's distributed ledger, consensus-based confirmation, and
immutable data storage have the potential to improve cloud computing security. However,
blockchain technology has issues in security, compliance, and dependability. The study's major
goal is to analyse prior research on merging blockchain with cloud computing in order to better
understand the security concerns and build cloud-based threat mitigation solutions.

[6] The research proposes utilising Ethereum blockchain to protect, track, and manage
virtual machine images (VMIs) in cloud architecture. The blockchain-based solution is
intended to improve the proposed scheme's reliability and provide system auditability by

preserving the whole VMI history.

[7] An Ethereum-based blockchain network and a specific smart contract are used to
monitor and secure the virtual machine images (VMIs) kept by cloud service providers.
Blockchain technology precludes any one administrator or outside party from managing or
updating the system, maintaining the integrity of the VMIs. The suggested approach is said to

be more efficient than previous methods intended for the same objective.

3. Proposed Framework

The open-source business blockchain technology Hyperledger Fabric is extensively
utilised in modern applications; the addition of virtual machines (VMs) agents has the potential

to improve cloud data security. In order to preserve data integrity, confidentiality, and access
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control while providing auditable features in cloud environments, this integration leverages the
distributed ledger and consensus aspects of blockchain technology in conjunction with the
distributed and self-governed control feature of the virtual machine agents. Hyperledger Fabric
and virtual machine agents together provide a complete security architecture for cloud data
protection. Data integrity, confidentiality, access control, and auditability are all improved by

this combination.

The integration of Hyperledger Blockchain with cloud computing and VM agents as a
proposed framework would allow to take use of the capabilities of the technologies stated

above in developing a strong, scalable, and secure framework for varied applications.

The cloud infrastructure extends the scalability option that enables the network to either
expand the resources available or reduce them depending on the current network load. Some
cloud platforms, such as AWS, Azure, and Google Cloud, allow you to construct or instantiate
virtual machines. These are the virtual machines that will host the various components of the
Hyperledger Fabric blockchain network.

Every VM may contain the necessary OS, libraries, and services (CPU, memory, and
discs) to execute Hyperledger Fabric components. VMs provide enclosed worlds to individual
portions of the blockchain network that would otherwise have the capacity to impact one
another. It also helps to fulfil the goals of security and stability since isolation minimises
susceptibility. Figure 3 shows the proposed blockchain framework
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Figure 3. Proposed Blockchain Framework
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Virtual machines host peer nodes, which help to maintain ledgers and perform smart
contracts known as chain code. It is worth mentioning that any organisation in the network may
have one, a few, or no peer nodes. VMs have ordering nodes, which are used to arrange
transactions while also contributing in the formation of consensus among the various members.
Hyperledger Fabric, for its part, provides for the option of alternative consensus models
according on the application's requirements. CA nodes can be hosted on network VMs to
control network members' identities. This includes the giving and revocation of certifications

required for network access.

Every peer node has a copy of the ledger, which contains a record of all transactions
that have gone through validation and consensus. The ledger is made up of two parts: the
blockchain, also known as the blocks, which we've heard a much about (the continuous series
of blocks), and the blockchain's current state, also known as the global state.
Another option for managing ledgers is to use Cloud storage solutions, which allow for multiple

copies of ledger data for availability and redundancy.
3.1 Benefits of the Proposed Framework

Data Privacy: Another important problem that must be addressed is privacy.
Blockchain offers benefits like data traceability and transparency, but it also raises the
possibility of data exploitation and privacy violations. Future studies must strike a compromise

between user privacy and disclosure.

Data Integrity: Information exchange within the ordered and peer nodes occurs
stochastically while all the data exchange records are stored on Hyperledger Fabric’s
blockchain. This again holds the implication of a fairly decentralised log, one that guarantees
that once data has been entered into the ledger it cannot be changed without the entire network

agreeing on this[9].

Other roles of VM agents are to decide or validate transactions and prevent fraudulent
transactions from going through, thus being recorded on the blockchain. They check the
accuracy of data before it is written to the ledger before sensitive transactions take place[10].

Data Confidentiality: VM agents along with Hyperledger framework are able to
effectively encrypt data prior to storing it in the cloud libraries. This means that only the agents

Journal of Information Technology and Digital World, June 2024, Volume 6, Issue 2 213



A Novel Framework for Cloud Data Security with Blockchain Technology and Distributed Virtual Machine Agents

who are permitted to do so carry the key or code to decrypt the content since its content is

sensitive.

4. Conclusion

Hyperledger Blockchain, in conjunction with cloud infrastructure and VM agents,
provides a strong foundation for running blockchain applications now and in the future, while
also leveraging the inherent capabilities of both technologies within their respective industries
and purposes. The integration of distributed virtual machine agents with the Fabric platform to
enable Hyperledger Blockchain creates a novel and capable cloud data security environment.
It offers another way to secure any sensitive data stored in cloud services and resolves a number
of significant issues, including data consistency, non-disclosure, authorization, and
authentication. Since the performance of these technologies and their diverse applications need

to be assessed, additional uses of these technologies will be implemented accordingly in future.
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