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Abstract: The fundamental advantage of the cloud environment is its instant scalability in rendering the service according to the
various demands. The recent technological growth in the cloud computing makes it accessible to people from everywhere at any
time. Multitudes of user utilizes the cloud platform for their various needs and store their complete details that are personnel as
well as confidential in the cloud architecture. The storage of the confidential information makes the cloud architecture attractive
to its hackers, who aim in misusing the confidential/secret information’s. The misuse of the services and the resources of the
cloud architecture has become a common issue in the day to day usage due to the DDOS (distributed denial of service) attacks.
The DDOS attacks are highly mature and continue to grow at a high speed making the detecting and the counter measures a
challenging task. So the paper uses the soft computing based autonomous detection for the Low rate-DDOS attacks in the cloud
architecture. The proposed method utilizes the hidden Markov Model for observing the flow in the network and the Random
forest in classifying the detected attacks from the normal flow. The proffered method is evaluated to measure the performance

improvement attained in terms of the Recall, Precision, specificity, accuracy and F-measure.
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1. INTRODUCTION

The cloud computing enables the people to share; it’s the resources, services and the information. It equips the
organization with the architecture that is flexible ensuring an effective computing network for the concern. The
effective way of service provisioning by the cloud computing has made it more attractive among a wide range of
organizations. The increased popularity of the cloud computing is leading to more and more organization to get
adapted to cloud. The multitudes adopting towards the cloud results with high risks and challenges that cause
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security threats to the cloud computing. The distributed denial of service is also one such vulnerability that affects
the services and the resources of the cloud. The distributed denials of services are more sophisticated and continues

to progress at a rapid pace overthrowing all the identification and the counter measures.

The dos attacks have remained as a as a security threat to the internet and has caused many problems since its
emergence. They are illegitimate activities in which the person who attacks causes interruption to the resources as
well as the services of the system and also disturbs network access, the social accounts and other sources and the
elements that are associated with the network. Counter measures where developed to stop the dos attacks and was
found convincing. The illegal action later emerged with a more sophisticated attack named as the distributed DOS,

this involved the multitudes of computer located at various parts of the world and was controlled by same attacker

[1].

The DDOS is so mature that it remains as very dangerous form of attempt, creating intrusion into the network,
making the network unavailable to its legal user, by interrupting or suspending the network service. The attacks are
propelled through the well framed network that is distributed and controlled remotely using numerous of computer
system that are compromised. These computers used by the attackers are known as the zombies or bots. The
zombies are used in continuously sending a huge set of attacks to the destined system that is aimed to be attacked.
The main objective of the DDOS attack is to cause unusual behavior in the network either in form of inability or
unavailability in the accessing of the network. So this makes the target system to respond slowly or get crashed
completely. They disrupt the in the connectivity and services of the legal users in various layers. The fig.1 below
shows the types of DDOS attacks, their attacks in different layers of the network and the attributes of the DDOS
attacks. The DDOS mostly attacks the network layer and the application layer of the seven layers in the network. In
which the attack on the network layer exists only for few hours, and the attack on the application layer exist for
days. Though many promising methods have aroused to mitigate the severity of the DDOS attacks still the attacker

continue develop new and methods and the aids to thwart the counter measure.
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Fig.1 DDOS Attacks Types and Attributes

The DDOS attacks the cloud architecture and affects the resources and the services of the cloud bringing down the
speed and the elasticity in the service provisioning. Since the DDOS attacks are long term attacks and appear to be
normal flow in the network the identifying of the attacks is a challenging task. So in orders mitigate the DDOS

attacks in the cloud architecture, the paper provides the soft computing approach to identify the attacks and prevent

them.

The paper utilizes the Hidden Markov Model combined with the Renyi entropies enumerated for the IP of data
packets to observe the flow and extract the features and uses the random forest in classifying data flow in the

network as either normal or abnormal.

The rest of the paper is arranged with the related works in section 2, proposed work in section 3, experimental

results in section .4 and conclusion in section 5.
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2. RELATED WORKS

Bravo, et al [1] presents the “systematic review of aspects of DDoS attacks detection." The author provides the
complete detail of the deterioration caused by the DDOD attacks in the network. Behal, et al [2] provides the genral
review on the “Characterization and Comparison of DDoS Attack Tools and Traffic Generators” the fig .2 given

below shows the categories of the DDOS tools used in generating attacks.
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Fig.2 DDOS Tools [2]

Dong, et al [3] elaborates the "A survey on distributed denial of service (DDoS) attacks in SDN and cloud
computing environments." Sherazi, et al [4] details the “DDoS attack detection in the sustainable communication in
internet of vehicles." Kumar, P. et al [5] provides the "Distributed denial of service attack detection using an
ensemble of neural classifier." Devi, et al [6] presents the "A comparative analysis of security methods for DDoS

attacks in the cloud computing environment."
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Zekri et al [7] explores the "DDoS attack detection using machine learning techniques in cloud computing
environments." "A survey on security issues in cloud computing." Is provided by the author Bhadauria, et al [8] ,the
author Ravinder, et al [9] presents the "Prevention of IP spoofing attack in cyber using artificial Bee colony and
artificial neural network." Agrawal et al [10] explores the "Defense Mechanisms available against DDoS Attacks in
a Cloud Computing Environment” Verma et al [11] provides "An Adaptive Threshold-Based Attribute Selection to
Classify Requests Under DDoS Attack in Cloud-Based Systems."

Atif, et al [12] and Lara, et al [13] elaborates the "Soft Computing Techniques for Dependable Cyber-Physical
Systems." and the "Trends on Computer Security: Cryptography, User Authentication, Denial of Service and
Intrusion Detection" respectively. Ko, et al [14] provides the "Feature dynamic deep learning approach for DDoS
mitigation within the ISP domain." Samaria, et al [15] uses the “Hidden Markov Model in the facial identification
and the feature extraction” Rényi, et al [16] in his paper explores the “foundations of the probability” and details the
Renyi’s entropy. Wani et al [17] explores the “machine learning techniques in the analysis and the detection of the

DDOS attacks in the cloud environment.”

3. PROPOSED WORK

The average traffic flow of the low-rate DDOS attacks is much lower when compared to the conventional DDOS
attacks, and resembles almost the normal traffic causing great challenges in detecting and preventing of the attacks
in the cloud architecture. This necessitates a more effective solution to detect and prevent the attacks in the cloud
architecture. So the proposed method utilizes the Hidden Markov model to observe the features of the traffic flow in
the network, the features observed are used in the training of the random classifier to detect with the abnormal flow
in the network. The block diagram in the fig .3 details the process in the proposed method of Low rate -DDOS

detection in the cloud data centers.
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Fig.3 Proposed Block Diagram

The attack in the real time does not seem to be stable at all time. There is always a variation in the probability of the
events happening in the network before and after the attacks. The probability of the events decrease with the attacks
and increases when there is no attack so the Renyi entropy [16] is added to proffered method to enumerate the
probability of the events, according to the attack rate. In case of the Low rate —-DDOS the probability of the Low rate
—DDOS goes high when the attack rate goes high. So the Renyi entropy enables to differentiate between the normal
and the attack flow. It has several entropies forms such as the maximum (M), minimum (m) and Shannon (S).The

following equation’s (1, 2, and 3) shows the different entropy forms of the Renyi.

Mentropy = maximum (Ha (x)) = log(n) Forx =0 (1)
Mentropy = Minimum (—log(p;)) = — log(maximum (P;)) For < = oo )
limoc:l Hx(OC) = ?:1 Di * logz(pi) Forc=1 3)
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All Renyi entropies for the random variable that follows the uniform distribution remain the same, but differ in the

effects of detection.

The Hidden-MM [15] is stochastic model that is used to predict the probabilities of the attack. It composed of two
states hidden state (hg), observational state (o). The probability transformation matrix for the hy and the ogare
represented as TMpg and TM,,; respectively. In Low rate —DDOS the Hidden-MM is used remove the noises in the
flow and fully observe the features of the traffic flow and defines the states based on the degrees of the attacks. The
following equation (4) and (5) is framed in this regard.

TMys = [TMas T TMpsy, = P (icss = sty lic = 50) x = 1,y < @

TMys = [TMos,, luenTMos, = P (jesr = Sty lje = s0) 1< x<m 1<y <n 5)

Where, the s;, is the prevailing moment in the state, the xyis the next state moment, TM,, the decides the
generation method of the observations made and decides the way to generate the observed sequence. The TM;
along with the initial time probability of every state is used in enumerating the hidden Markov chain and produces

the state sequence of the unobserved.

The degrees of the attack obtained from the output of the Hidden-MM and used to train the Random Forest [17]
along with the normal traffic to identify the abnormal behavior in the network. The attributes of the random forest

makes it easy and flexible to use and as well as produce improvised results in all cases.

It operates by building numerous of the decision trees during the training phase and produces the classification
output in form of single tree. The training for the detection of the abnormal traffic flow in the network is based on
the bootstrap aggregation technology. It utilizes the degrees of the attack and the normal flow observed from the
output of the Hidden-MM and applies trees to the data set and predicts the attack. The equation (6) gives the

prediction average (Pred,,,) observed from the entire individual regression tree (T,.")
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Predg,y = — Yot Predgy, by (T,") (6)

bt Tyr=

Where, b, is the bagging time. The uncertainties existing in the observations can be enumerated applying the

standard deviation

4. EXPERIMENTAL RESULTS

The proposed frame work is tested using the KDD-Cup99 data set and evaluated to measure the
accuracy, precision f-measure and the recall, the table.1 below provides the degree of the attack ratio
obtained for the different entropies of the Renyi entropy. The Renyi entropy provides the
probabilities of the attacks and the Hidden-MM provides the degree of the attacks reducing the noises
in the flow. The table.1 below provides the observed and the hidden degree of the attacks.

Order of entropy Attack ratio Degree of attacks

o=

Table.1 Order of Entropy, Attack Ratio, Degree of Attacks
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The fig.4 shows the accuracy, precision and the F-measure and the Recall of the HMM-RF (proposed method) with
the other methods such as the ABC-ANN [9] and the ATBA [11]. The result obtained shows that the proposed
method provides a 97.34% accuracy and 95.45% of precision in detection of the low-rate DDOS in when compared

with the other methods.
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5. CONCLUSION

The proposed HMM-RF for the identifying the low rate- DDOS in the cloud data centers utilizes the Hidden Markov
model to observe the features of the traffic flow in the network, the features observed are used in the training of the
random classifier to detect with the abnormal flow in the network. The Renyi entropy provides the probabilities of
the attack and the Hidden—MM predict the degree of the attack. The based on the degree of the attack predicted the
RF is trained using the bootstrap aggregation technology to classify the normal traffic form the attacked flow. The
evaluation of the HMM-RF using the KDD CUP 99 data set highlights the improved classification accuracy of the
proposed model when compared with the other model ABC-ANN and the ATBA.
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