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Abstract: The multi cloud architecture improvises the constancy of the system associated with the cloud computing as they offer
benefits such as the reducing the severity of the vendor lock in, which is the major impediment to the cloud service adoption.
However the information maintenance in the multi cloud architecture is a very tedious and challenging as it inherits multitudes of
complexity due to various services rendered, interfaces and technologies used. As storage is the fundamental usage of the cloud
computing, the failures in the information maintenance (storage, securing, retrieval) in the traditional cloud computing has led to
the development of different techniques that are highly reliable and flexible. The paper also scope in developing one such
adaptable and highly secure information maintenance using the Cryptography integrated Computational intelligence (CICI) for
application deployment in the multi cloud architecture. The proposed method is validated using the network simulator —Two, to

verify the performance augmentation of the multi-cloud architecture in its information maintenance.
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1. INTRODUCTION

The cloud computing [1] is an upcoming technology that allows the resources, information and software to be
shared. The cloud computing [2] is regarded as the well planned technology nowadays due to its service
provisioning and the advanced storage methodologies. The cloud architecture is gaining very high importance
recently and is becoming predominant on among various applications [3]. The benefits in the cloud [4]make more
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and more users to adopt the cloud service which in result causes a huge amount of data flow in the cloud causing

difficulties in managing the and maintaining the storage of the information’s

The cloud paradigm [4] provides the multitudes of services such as the software, infrastructure, communication,
network and the monitoring as service either under the public cloud paradigm that is shared among multiple of users
or private cloud that is specifically used by one organization or group of similar organizations or the hybrid cloud

that includes private cloud paradigm into the public cloud.

For the IT sectors in which the volume of the data are exponentially growing at a rapid pace, the hybrid and the
multi cloud architecture have brought a new reality. Though the hybrid cloud paradigms are promising they do not
work well or give assured success if failed to construct on the ground work supported by the robust data. So this
makes the multi-cloud paradigm a well suited architecture for the aligning the data storage, build the applications
properly and run them seamlessly. Primarily the multi cloud is preferred as it provides different cloud offerings, for
the application associated with it and makes the applications run in multiple clouds. The multiple clouds are highly

beneficial in terms of cost, speed and performance.

But the management/ maintenance of the data stored in the multi —cloud is the very tedious and challenging. So the
paper utilizes the CICI-cryptography integrated Computational intelligence (genetic algorithm included with the
elliptic curve Diffie Hellman) in multi cloud architecture to improve the maintenance of the information by

providing a high reliable and more adaptable data storage, and retrieval.

The paper is arranged with the section 2 elaborating the related works done in favor of multi cloud architecture
deployment, development and benefits, section 3 providing the frame work of the proposed method, section 4.

Explaining the results analysis for the proposed method and section 5. Provides the conclusion.
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2. RELATED WORKS

The management of the information that is to be stored protected and retrieved requires an effective management
system that side steps the complexities such as the technological variations, interfaces data loss and down time so
several methods have been utilized to enhance the information maintenance in the cloud based system Naik et al [1].
In has paper details the “utilization of the swarm docker system that include several dependability characteristics to

aid the development of the multi cloud dependable system.

Banyal, R. K., et al [2] has proffered a “highly reliable and a more secure cloud storage system to improve the data
management in the cloud based systems” Ashalatha, et al [3] details the “algorithm for the data storage security in

multi cloud architecture” Thakur et al details the “Framework to improve data integrity in multi cloud environment”

Horn et al [5] describes the "Cost Benefits of Multi-cloud Deployment of Dynamic Computational Intelligence
Applications." Whereas Naik et al [6] in his paper details the “Docker container-based big data processing system in

multiple clouds for everyone."

Ferry et al [7] in his paper presents the “model-driven provisioning, deployment, monitoring, and adaptation of
multi-cloud systems." Pitchai, et al [8] provides the “methods to predict the availability and the integrity of the data

in the cloud using the soft computing”

Mukhopadhyay et al [9] presents the “architecture that enables the Secure Cloud Computing with Elliptic Curve
Cryptography” Junghanns et al [10] deals with the “methods in addressing the security and the privacy issues that

are associated with the data storage in the public cloud services”
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Fig.1. Information Storage and Retrieval with the Cryptography [10]

Casola, et al [11] et al the author proffers "MUSA deployer: deployment of multi-cloud applications." The Jiao et al
[12] in his paper present the method of the “Multi-objective data placement for multi-cloud socially aware services."
Raj et al [13], provides the “survey on the technologies, tools and methods for multiple cloud management” GR et al
[14] provides the "the efficient security model in cloud computing based on soft computing techniques." , Igbal et al
[15] presents an "A provable and secure key exchange protocol based on the elliptical curve diffe—hellman for wsn."
Raj, Jennifer S. et al [16] present the “comprehensive survey on the computational intelligence techniques as well as

its applications.” S. Smys. et al [17] present the utilization of the “cloud in the ERP to improve its sustainability”
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3. PROPOSED MODEL

The cloud paradigm being a most successful and a promising methodology in the present days is utilized in variety
of applications that fall under different domains. They are capable of handling variety of computing and storage
necessities, paving way to build more complex systems that are supported by heterogeneous services provided by
diverse service renders associated with the cloud offering the end users with the services that are value added. The
multi cloud applications are the examples of one such application that involves the resources of the multiple cloud
providers that are independent and does not require any co-operation among the involved service providers of the

cloud [11]. The fig.2 below provides the block diagram of the proposed method.
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Fig.2 Proposed Block Diagram
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The basic challenges in the deployment of the application in multi cloud architecture are

(1). Selection of the appropriate cloud services that satisfies the functional and the non-functional requirement of the
application

(i1). Secured method of information storage and retrieval

(iii). Proper deployment planning enabling a migration of the application components across the cloud.

So the aim of the paper is have a proper deployment of applications in the multi cloud architecture and efficient
maintenance of information storage in the multi cloud environment. So this achieved in the paper by employing the

CICI- Elliptic-Diffie Hell Man integrated with the Genetic Algorithm. The paper employs the

1. Genetic algorithm [14] in the selection of the Service providers in cloud such that the functional and the
nonfunctional requirements of the application are satisfied.

2. Elliptic-Diffie Hell Man [15] algorithm to secure the data storage and the retrieval.

3. The deployment planning of the multi cloud is handled by engaging the planner and he broker [11]

3.1. GENETIC ALGORITHM FOR SERVICE PROVIDER SELECTION

The genetic algorithm is a population based flexible method to identify the fittest individual. It is mainly used for
solving the problems associated with the searching and the optimizations. It utilizes the basic of the survival of the
fittest, natural selection and the natural population to find the more optimal solutions for the problem present in the

real world. It involves the steps shown in the fig .3 below to bring out the befitting solutions from the population.
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Fig .3 Step in Genetic Algorithm

Here the GA based search is employed to identify the most fitting resources from the multi cloud architecture for the
user request on the storage. To identify the best resources the size of the data (data ;,, ) are enumerated maximum
days of storage (maxuqys) is noted based on the information gathered from the users the genetic algorithm is
applied to find out the more befitting resources (Beg,) for the information to be stored from the multi cloud architure
by enumerating the cost of storage (s o5 ), the size of the storage (S, ) and the availability (Sqyqi; )- The Genetic

algorithm applied identifies the optimal storage based on the user request.

3.2. ELLIPTIC-DIFFIE HELL MAN FOR SECUIRNG THE INFORMATION

The information to be stored cloud architecture are secured applying the Elliptic-Diffie Hellman algorithm to
prevent the misuse of the confidential information’s. The Elliptic-Diffie Hellman (EDH) is the basically a key
agreement protocol that enables a two persons to safety and securely convey an information without any
interference. For two persons to convey information. The EDH enables both the user and the service provider to
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generate their own public and the private keys and enables them to exchange the public keys on the channel that is
insecure. Later the user calculates the shared key that is secret using his own private and the service provider’s
public key, the same is done by the service provider also. So this avoids the middle man to be unaware of the shared

key that is secret.

1. Initially the user and the service provider enumerates their own public and the private key. Where the user
public key is denoted as theP, = Pr, G, where the P, is the private key of the user and the G is the base
point on the same elliptic curve on the same finite field.

2. The service provider’s public and the private key is denoted as Ps = PrsG and Prg the user and the service
provider uses the same base pointG.

3. The public key of the user and the service provider are exchanged over an insecure channel.

4. The user and the service provides enumerates the shared secret key Ssye,y = Pr,,Ps and Ssyey,s = Prsh,

The shared secret key remains as an authentication between the user and the service provider, and protect the

information from being misused or hacked.

3.3. PROPOSED ALGORITHM FOR THE CICI FOR MULTI CLOUD ARCHITECTURE

The process of information maintenance that includes the proper storage, protection and retrieval is accomplished
using the Genetic algorithm that helps in identifying the prefect storage and utilizes the EDH algorithm to protect
the data stored in the multi cloud architecture. The algorithm below in the fig .4 shows the step involved in the

proposed method.
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Input : User Request , Cloud Service Providers
Output : secure information storage and retrieval
Begin

Initialize API planner and Broker

Monitor incoming user Request

Gather data g;, and max;,,.

Initialize cloud service providers

HApply Genetic Algorithm {selection, cross over ,
mutation , evaluation}//

For every user request

Begin

Sort Besp with max {Ssize > Samil } and min {S cast}
End

HApply Elliptic Curve-Diffic Hellman//

For every information to be stored

begin

Generate P, = Pr,G

Generate P s = P TSG

Exchange {F,, Ps}

Enumerate SSjy = Pr,Pg and Ssyq,c = PreP,
Stop

Store The information

For every retricval request

Begin

Verifies SSygyy and Ssigys

Allows retrieval

Stop

End

Fig.4.Proposed Algorithm

The deployment planning of the multi cloud architecture is done employing the planner and broker as proposed by
the author Casola in [11]. The planner and the broker take the responsibility of preparing, implementing and
managing the steadfastness of the plans involved in deployment. The planner API and the Broker API are employed

in charge of the building deployment plan and monitoring respectively.
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4. RESULTS ANALYSIS

The proposed method is validated using the network simulator-2 to enumerate the performance augmentation
achieved in the multi cloud architecture in its information maintenance (protected storage and retrieval). The
proposed method applies the GA and the EDH in identifying the proper storage for the user information in the cloud
and enables a protected storage and retrieval respectively. The proposed method is evaluated along with the AVIP
[8] for user request varying from 100 to 200, of different sizes for the simulation time of 1000s. The security
provision and the cost of the information storage and the retrieval are evaluated for the above two method to bring
out the performance upliftings achieved by the CICI (GA-EDH). The tabulation below in the table.1 shows the
percentage of the security provisioning, the cost of the information maintenance and conveyance, the failures

tolerated, expected additional waits etc.

Table.1 The comparison of the Performance Augmentation
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5. CONCLUSION

The information maintenance in the multi-cloud architecture is a tedious and challenging due to increasing number

of adoption towards the cloud environment. So the paper has framed the cryptography included computational

intelligence the GA with the EDH to support the proper information storage by selecting the befitting service

provider and protecting the information storage and retrieval respectively. The CICI-GA WITH EDH is validated

for the different number of user request of varying sizes using the network simulator-2 and compared with the

AVIP. The results obtained shows that the proposed method provides augmented performance in the multi-cloud

architecture for the information maintenance.
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