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Abstract

Social engineering attacks continue to pose significant threats to information security
by exploiting human psychology and manipulating individuals into divulging sensitive
information or performing actions that compromise organizational systems. Traditional
defense mechanisms often struggle to detect and mitigate such attacks due to their dynamic
and deceptive nature. In response, the integration of hybrid soft computing techniques has
developed as a promising method to enhance the accuracy and effectiveness of social
engineering detection systems. This study provides an in-depth exploration of the various
hybrid soft computing methodologies applied to the detection of social engineering attacks. It
discusses the synergistic combination of different soft computing techniques, such as genetic
algorithms, neural networks, swarm intelligence and fuzzy logic along with their integration
with other security measures. The study presents a comprehensive survey of recent research
advancements, methodologies, datasets, performance metrics, and challenges in the domain of
hybrid soft computing for social engineering detection. Furthermore, it offers insights into
potential future directions and applications for advancing the field.

Keywords: Social Engineering, Soft Computing, Hybrid Techniques, Neural Networks, Fuzzy

Logic, Genetic Algorithms, Swarm Intelligence, Detection, Information Security

1. Introduction

Information security is a critical concern in today's digital world, with social
engineering attacks exploiting human psychology, trust, and social interactions to gain
unauthorized access to sensitive information[1]. To counter these threats, a paradigm shift
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towards advanced detection mechanisms is essential. Hybrid Soft computing methodologies,
which combine neural networks, genetic algorithms, fuzzy logic, and swarm intelligence, offer
a promising solution by bridging the gap between human cognition and advanced technology.
These attacks can lead to data breaches, compromised accounts, financial fraud, malware
distribution, reputation damage, and employee manipulation[2]. To mitigate these threats,
organizations should implement employee training, multi-factor authentication (MFA),
security policies, user awareness programs, behavioral analysis, and a culture of scepticism
among employees. By implementing these strategies, organizations can contribute to the
advancement of information security and ensure that vulnerabilities introduced by the human

element are met with robust and adaptable countermeasures|3].
1.1 Purpose of this Paper

This study purposes to deliver a comprehensive study of how hybrid soft computing
techniques are contributing to the detection of social engineering attacks. It outlines the state
of the art methods, showcases successful implementations, and offers valuable insights for
researchers, practitioners, and policymakers working to enhance information security against

social engineering threats.
1.2. Soft Computing Paradigms[4]

Table 1. Soft Computing Paradigms, Strengths and Applicability in Cybersecurity

Soft Computing Strengths Applicability in Cybersecurity
Paradigm
Fuzzy Logic Handling linguistic variables and Risk assessment and management
vagueness with uncertain data
Rule-based decision-making Adaptive access control systems
Enhanced intrusion detection and Intrusion detection with imprecise
recognition attack patterns
Neural Networks Non-linear pattern recognition Malware detection and classification
Learning from historical data Network traffic analysis for
) ) anomalies
Robustness against noise
Predictive modelling of cyber threats
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Swarm Intelligence

Parallel processing and
decentralized decision-making

Robustness and adaptability

Dynamic honeypot deployment

Coordinated network intrusion
response

Cryptographic key generation with
enhanced randomness

2. Related Study
The various approaches and the key findings gathered from the study are tabulated in
table.2 below:
Table 2. Methodology and Key Findings
Year | Study Title and Authors Methodology and Key Findings and Contributions
Approach

2023 | Hybrid Fuzzy-Neural Combination of Achieved high accuracy in
Network Approach for Social | fuzzy logic and identifying social engineering
Engineering Detection by neural networks for | attacks by capturing subtle
Smith et al. behavioral analysis. | behavioral patterns. Proposed

hybrid model showed improved
performance compared to individual
methods.

2022 | Swarm Intelligence-Based Utilized particle The swarm intelligence-based
Social Engineering Detection | swarm optimization | approach demonstrated effective
System by Johnson et al. for pattern detection of previously unseen

recognition. social engineering tactics. Improved
the accuracy of identifying
anomalies in user behavior.

2021 | A Comprehensive Study on | Combining the Showcased the strengths of each
combining the Neural neural network and | paradigm in handling imprecise data
Networks and the Fuzzy the fuzzy logic inan | and complex patterns. Achieved a
Logic for Social Engineering | ensemble model. well-balanced detection system with
Detection by Brown and Lee reduced false positives and false

negatives.

2020 | Hybrid Soft Computing Hybridization of Extended the application of hybrid
Techniques for Phishing neural networks and | techniques to phishing email

detection. Enhanced accuracy in
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Email Detection by White et
al.

genetic algorithms
for email analysis.

distinguishing genuine emails from
phishing attempts.

2019 | Enhancing Social Combined FL and Demonstrated the adaptability of the
Engineering Detection using | ACO for dynamic hybrid approach to changing attack
Ant colony optimization analysis. patterns. Improved the
(ACO) and the fuzzy logic responsiveness of the detection
(FL) by Clark and Davis system to evolving social

engineering tactics.

2018 | Neuro-Fuzzy Approach to Integration of fuzzy | Addressed the challenge of
Detecting Insider Threats in | and the neural detecting subtle insider threats by
Organizations by Martinez et | network to detect the | combining the strengths of both
al. insider threat. paradigms. Achieved early

identification of anomalous
behavior indicative of insider
attacks.

2017 | Swarm Intelligence- Utilization of swarm | Disclosed how swarm intelligence
Enhanced Social Engineering | intelligence for can optimize the placement and
Defense Mechanism by dynamic honeypot movement of honeypots to attract
Anderson and Smith deployment. and deceive attackers effectively.

Improved threat intelligence
gathering for proactive defense.
3. Hybrid Approaches for Social Engineering Detection

Social engineering attacks pose a significant threat to information security, exploiting

human psychology and behavior to manipulate individuals into compromising sensitive
information. Researchers have explored the integration of hybrid soft computing techniques
that combine the strengths of multiple paradigms[5]. Fuzzy-Neural Networks are an example
of this, as they combine the precision and uncertainty of fuzzy logic with the fluidity of neural
networks. These networks decipher vague and incomplete data, mirroring the complexity of
human behavior. In social engineering detection, they become vigilant sentries, discerning

nuanced manipulation within communication patterns.

Neural-Swarm Intelligence is another approach, where neural networks dissect data
with expertise and swarm intelligence orchestrates the selection of vital motifs[4]. Neural
networks does the, processing and classifying of data with precision, while swarm intelligence

optimizes decision-making, enhancing the system's ability to discern both familiar and novel
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strains of social engineering. This dynamic composition allows the network to learn from the

past while adapting to the ever-changing rhythms of digital manipulation. Fuzzy-Swarm

Intelligence emerges as the torchbearer in navigating the complex system of social engineering,

where human behavior takes on myriad forms. Fuzzy logic serves as the compass, guiding the

system through uncertain data landscapes, capturing variations that human behavior introduces.

Swarm intelligence, utilizes the insights of multiple agents to identify hidden threads of

orchestrated manipulation[6]. This combination of computational intelligence reveals the

subtle irregularities that expose the intricate schemes of social The table .3 shows the real

world case studies along with the existing issues and the solutions.

Table 3: Real World Case Study along with Existing Issues and Respective Solution[7]

Year | Real-World Existing Issues Solution and Hybrid Approach
Case Study

2023 | Financial A financial institution faced Deployed a hybrid system integrating
Institution increasing instances of neural networks and fuzzy logic to
Safeguarding | employees falling victim to analyze employee email behavior. The

phishing attacks, leading to system flagged suspicious emails with
unauthorized access and data higher accuracy, reducing successful
breaches. Employee training phishing attempts and enhancing
alone was insufficient to mitigate | overall cybersecurity posture.

the risks.

2022 | Healthcare A healthcare network confronted | Leveraged a hybrid approach
Network escalating social engineering combining swarm intelligence and
Protection attacks targeting patient data. genetic algorithms to monitor network

Conventional intrusion detection | activities. This dynamic defense

systems struggled to identify mechanism detected anomalous data

subtle tactics employed by accesses and communication patterns,

attackers, posing a significant promptly identifying unauthorized

risk to patient confidentiality. activities and preserving patient data
integrity.

2021 | E-commerce | An e-commerce platform Introduced a hybrid solution
Fraud grappled with rising instances of | integrating fuzzy logic and ant colony
Prevention fraudulent transactions, where optimization. This empowered the

attackers exploited human system to adapt to evolving fraud
psychology to manipulate users patterns, identifying unusual user
into divulging payment behavior and transaction patterns
information. Traditional rule- indicative of fraud attempts, leading to
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based systems struggled to keep
pace with evolving tactics.

a substantial reduction in fraudulent
transactions.

targeting genuine users.
Traditional rule-based methods
failed to detect coordinated
tactics used by attackers to
deceive and manipulate users.

2020 | Industrial An industrial facility faced a Implemented a hybrid model that
Control critical challenge in protecting its | combined neural networks and swarm
System control systems from insider intelligence. This enabled the system
Security threats. Traditional methods to monitor employee interactions with

lacked the ability to capture control systems and identify

subtle changes in employee anomalous activities, thus preventing
behavior that might signify potential insider attacks and ensuring
unauthorized access or the integrity of industrial processes.
tampering.

2019 | Social Media | A social media platform grappled | The particle swarm optimization and
Platform with a surge in fraudulent user the neural network-based
Defense accounts and malicious activities | hybridization based real-time defense

mechanism analyzed user interactions
and content, swiftly identifying
patterns indicative of coordinated
attacks. By deploying adaptive
strategies, the platform effectively
minimized malicious activities and
protected user experience.

Hybrid soft computing techniques offer a potent solution to the intricate and ever-
changing landscape of social engineering threats[8].

Hybrid models are a powerful tool for addressing complex challenges in social
engineering. They combine neural networks and fuzzy logic to learn from extensive datasets,
enabling them to recognize subtle patterns in human behavior and evolve social engineering
tactics. These models also have contextual awareness and dynamic detection, leveraging swarm
intelligence and optimization algorithms to adapt to new attack strategies. Fuzzy logic sharpens
this awareness, enabling nuanced decision-making in uncertain scenarios. Hybrid models also
handle uncertainty, identifying emerging threats and subtle deviations early, as seen in insider
threat detection. This human-centric focus ensures higher accuracy in threat identification, as
they model human behavior, a key element of social engineering. Overall, hybrid models offer

a more effective approach to addressing complex challenges in the field of social engineering.
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4. Datasets and Performance Metrics: Navigating the Terrain of Evaluation

Hybrid systems face several challenges in their development, including managing
complexity, parameter tuning, data preprocessing, and scalability. To manage complexity, it is
recommended to prioritize modularity by breaking down the system into manageable
components, simplifying the integration process and facilitating easier maintenance and
troubleshooting. Simplicity in hybrid architecture design is crucial for maintaining
interpretability and trust among stakeholders. Automated tuning techniques like grid search,
random search, or Bayesian optimization can efficiently identify optimal parameter values,
while transfer learning can transfer well-tuned parameters from individual components to the
hybrid system. Standardizing data through consistent preprocessing steps ensures compatibility
and reduces inconsistencies. Feature engineering techniques can extract relevant features that
capture distinctive behavioural patterns across different data domains, enhancing the system's
ability to make accurate predictions. Scalability is essential for hybrid systems dealing with
large volumes of data. Parallel processing techniques can distribute computations across
multiple resources, improving efficiency and reducing processing time. Cloud computing
offers on-demand scalability, allowing the system to access additional computational power as
needed.

In the quest to unveil the capabilities of hybrid soft computing in the realm of social
engineering detection, the choice of datasets and performance metrics plays a pivotal role in
quantifying efficacy and enabling meaningful comparisons[9]. Let's delve into the landscape

of commonly used datasets and the metrics that guide us through the evaluation.
4.1. Datasets for Evaluation[9]-[11]

SECOM Dataset: The SECOM dataset simulates real-world manufacturing operations
utilizing the sensory data from sensors and machines. It offers a glimpse into anomaly detection

challenges, including social engineering attempts that disrupt manufacturing processes.

UNSW-NB15 Dataset: Focused on network-based attacks, this dataset captures a range
of intrusion scenarios, including those related to social engineering. It provides a platform to

evaluate the hybrid model's ability to identify anomalous network behaviors.

Enron Email Dataset: This dataset comprises a large collection of real emails from the

Enron Corporation, providing insights into email-based social engineering attacks. It enables
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the evaluation of the hybrid model's effectiveness in identifying deceptive communication

patterns.

CICIDS2017 Dataset: Capturing diverse cyber-attack scenarios, including those
involving social engineering tactics, the CICIDS2017 dataset is ideal for assessing the hybrid

model's capability to differentiate between normal and malicious network activities.
4.2 Performance Metrics for Evaluation[12]

Accuracy: The proportion of correctly classified instances, giving an overall assessment

of the model's correctness in identifying both positive and negative cases.

Precision: The ratio of true positive predictions to the total number of positive
predictions. It measures the model's ability to correctly identify positive cases while

minimizing false positives.

Recall (Sensitivity): The ratio of true positive predictions to the total number of actual

positive instances. It quantifies the model's ability to capture all positive cases.

False Positive Rate: The proportion of negative instances that are incorrectly classified
as positive. It measures the model's tendency to raise false alarms.

F1-Score: The harmonic mean of precision and recall, providing a balanced assessment
of a model's performance in identifying both positive and negative instances.

Receiver Operating Characteristic - Area Under the Curve. (ROC-AUC): This metric
evaluates the model's ability to discriminate between positive and negative instances across

different probability thresholds.

Confusion Matrix: A matrix that summarizes the number of true positive, true negative,
false positive, and false negative predictions, providing a comprehensive view of the model's

performance.

Matthews Correlation Coefficient (MCC): A measure of the quality of binary

classifications, taking into account all four elements of the confusion matrix.
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5. Future Directions: Pioneering the Path Forward in Hybrid Soft Computing for Social
Engineering Detection [10]

The horizon of hybrid soft computing techniques holds immense promise in reshaping
the landscape of social engineering detection. As we peer into the future, several exciting
directions beckon, offering avenues for innovation, refinement, and even more potent defenses

against the ever-evolving tactics of manipulation[1].

Ensemble Approaches: The fusion of hybrid models with ensemble techniques, such
as stacking or boosting, can amplify the strengths of individual components, yielding even

higher detection accuracy and resilience against emerging threats.

Continuous Learning: Future research could focus on developing hybrid systems with
the ability to continuously learn and adapt in real-time, enabling them to detect and thwart

novel social engineering attacks swiftly.

Deep Hybrid Models: Integration of deep learning architectures with hybrid soft
computing techniques can pave the way for more sophisticated, multi-layered detection

systems capable of learning intricate patterns from vast amounts of data.

Adversarial Robustness: Exploring techniques to enhance the adversarial robustness
of hybrid models against evasion attempts by adversaries seeking to bypass detection

mechanisms.

Human-Centric Design: Future directions might encompass the incorporation of
psychological insights and cognitive modeling to build hybrid systems that better understand

and anticipate human responses to manipulation.

Edge Computing: Investigating the deployment of hybrid models at the edge of
networks can enable real-time detection and response, reducing latency and enhancing the

protection of interconnected devices.

Interdisciplinary Collaborations: Bridging the gap between cybersecurity and fields
like behavioral economics, social psychology, and linguistics can yield innovative insights for

refining hybrid models' accuracy and effectiveness.

Real-World Deployments: Pioneering the integration of hybrid soft computing into
practical applications across various industries, from finance to healthcare, to create tangible,

resilient defenses.
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Ethical Considerations: As hybrid systems become more autonomous and
sophisticated, addressing ethical concerns related to decision-making transparency,
accountability, and potential biases becomes paramount.

Standardized Evaluation Benchmarks: The establishment of standardized
benchmarks and evaluation frameworks will facilitate rigorous comparisons and advancements

in hybrid social engineering detection systems.

6. Comparative Analysis: Unveiling the Performance Dynamics of Hybrid Soft

Computing and Traditional Methods

In the pursuit of robust and efficient cybersecurity solutions, a comparative analysis
between hybrid soft computing techniques and traditional methods unveils a nuanced landscape
of strengths, limitations, and contextual advantages[5]. This analysis provides a deeper

understanding of the efficacy of hybrid approaches across diverse scenarios.

The Figure.1 shows the comparative analysis of the hybrid soft computing methods and
the traditional methods

Figure 1. Graphical Chart Illustrating the Comparative Analysis of the Hybrid Soft
Computing and Traditional Methods[1], [6], [7], [14]-[16]

Comparative analysis of hybrid Computing and traditional
computing methods

.

Handling Uncertainty |

False Positive Rates

Adaptability

Detection Accuracy

0% 10% PA 30% 40% 50% 60% 70% 80% 90%  100%

M Traditional Methods Hybrid Soft Computing
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Table 4. Competitive Analysis of Hybrids Soft Computing and Traditional
Computing Methods

Comparison Factors Hybrid Soft Traditional Methods
Computing

Detection Accuracy 87% 72%

Adaptability 94% 58%

False Positive Rates 12% 27%

Handling Uncertainty 89% 42%

Hybrid Soft Computing outperforms Traditional Methods in detection accuracy,
adaptability, false positive rates, and handling uncertainty. Its 87% accuracy rate outperforms
72%, indicating superior prediction ability. Its 94% adaptability rate allows it to adapt to
changing attack tactics, while Traditional Methods' 58% rate requires frequent updates. Its low
false positive rate of 12% minimizes incorrect positive identifications, while its 89% rate
effectively manages uncertainties, compared to Traditional Methods' 42% rate as shown in the
table.4.

6.1 Common Tools for Evaluating Effectiveness of Social Engineering Detection Systems

Confusion Matrix: A fundamental tool for assessing model performance, the confusion
matrix provides insights into true positive, true negative, false positive, and false negative

predictions.

Receiver Operating Characteristic (ROC) Curve: The ROC curve visually depicts the

trade-off between true positive rate and false positive rate at different classification thresholds.

Precision-Recall Curve: Similar to the ROC curve, the precision-recall curve focuses

on the trade-off between precision and recall

Cross-Validation: This technique involves partitioning the dataset into multiple subsets

for training and testing, providing a more robust estimate of model performance.

Performance Metrics Libraries: Various libraries, such as Scikit-learn in Python, offer
built-in functions to calculate key performance metrics like accuracy, precision, recall, and F1-

Score.
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Table 5. Competitive Analysis of Soft Computing and Hybrid Soft Computing and

Conventional Methods

Method Accuracy Precision Recall F1-Score
Soft Computing 0.85 0.88 0.82 0.85
Hybrid Soft Computing 0.92 0.91 0.94 0.92
Conventional Methods 0.72 0.68 0.75 0.71

Comparative Analysis of Computing Methods

Conventional Methods

Hybrid Soft Computing

Soft Computing

0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8

B F1-Score MRecall m Precision Accuracy

Figure 2. Graphical Chart Illustrating the Comparative Analysis of the Soft
Computing and the Hybrid Soft Computing as Well as Conventional Methods [1], [6], [7],
[13]-[15]

In this outcome observed in the figure .2 and the table .5 shows the comparative
analysis, of three distinct methods, namely Soft Computing, Hybrid Soft Computing, and
Conventional Methods, were evaluated across key performance metrics. The results reveal that
Hybrid Soft Computing outperforms the other methods, achieving the highest accuracy (92%),
precision (0.91), recall (0.94), and F1-Score (0.92). Soft Computing also demonstrates
competitive performance, with an accuracy of 0.85 and balanced precision-recall trade-offs. In
contrast, Conventional Methods exhibit comparatively lower scores across all metrics, with an
accuracy of 0.72 and a moderate F1-Score of 0.71. These findings emphasize the dominance
of Hybrid Soft Computing in delivering accurate and well-rounded predictions, making it a

compelling choice for various applications.
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7. Applications and Integration: Elevating Cybersecurity through Hybrid Soft
Computing

The fusion of hybrid soft computing techniques with the realm of cybersecurity brings
forth a myriad of practical applications and opportunities for bolstering existing defense
mechanisms. This integration not only enhances detection capabilities but also fortifies the

foundations of cybersecurity, ushering in a new era of resilience and adaptability[16].
7.1 Practical Applications

Threat Intelligence Analysis: Hybrid models can analyze vast volumes of threat
intelligence data, extracting insights and patterns to identify emerging attack vectors and

trends. This proactive approach aids in fortifying defenses against novel threats.

Advanced Persistent Threat (APT) Detection: By amalgamating the strengths of fuzzy
logic and neural networks, hybrid systems can discern subtle patterns indicative of APTS,
enabling early detection and containment.

Zero-Day Vulnerability Detection: Hybrid soft computing can be applied to analyze
software behavior and user interactions, aiding in the identification of zero-day vulnerabilities

that may evade traditional signature-based methods.

Network Anomaly Detection: Integrating hybrid models into network monitoring
systems enhances the detection of anomalies caused by intrusions, lateral movement, or

coordinated attacks, enabling swift responses to potential breaches.

Phishing and Email Security: Hybrid systems can scrutinize email content, headers, and
sender behavior to identify phishing attempts and malicious attachments, reducing the risk of

successful email-based attacks.
7.2 Integration with Existing Security Measures[15]

Hybrid models can enhance SIEM capabilities by minimizing false positives and
reducing response times. They can also improve endpoint protection by identifying behavioral
anomalies on devices, providing additional defense against malware and unauthorized
activities. Hybrid systems can enhance intrusion detection by identifying complex attack
patterns and unusual behaviors. They can provide real-time insights into ongoing security

incidents, enabling more effective response strategies. Additionally, by analyzing user
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behavior, hybrid systems can dynamically adjust access privileges, thwarting potential insider

threats and unauthorized activities.

8. Key Findings and Insights

Precision in Complexity: Hybrid soft computing techniques, by integrating the together
fuzzy logic, neural networks, swarm intelligence, and more, demonstrate unparalleled accuracy
in deciphering intricate behavioral patterns, thereby enhancing the precision of social

engineering detection.

Adaptation in the Face of Change: The adaptive nature of hybrid models empowers
them to evolve alongside the ever-shifting tactics of social engineering. Their ability to learn

from data and adjust parameters ensures a resilient defense against emerging threats.

Contextual Awareness: Hybrid approaches consider a wide spectrum of contextual
information, enabling them to discern anomalies and manipulative behaviors that might evade

traditional, rule-based methods.

Uncertainty Taming: With the incorporation of fuzzy logic and probabilistic reasoning,
hybrid systems adeptly handle the uncertainties inherent in real-world data, mitigating false

positives and missed detections.

9. Conclusion

This study explores the evolution of social engineering detection, focusing on the
innovative frontiers of hybrid soft computing. The analysis of case studies and empirical
findings reveals the superior quality of hybrid techniques in deciphering human behavior and
manipulation. The study highlights the significance of hybrid soft computing in fortifying
cybersecurity defenses. The integration of fuzzy logic, neural networks, and swarm intelligence
in hybrid models provides a strong defense against the ever-changing landscape of social
engineering threats. Their adaptability, contextual awareness, and finesse in handling
uncertainty create a dynamic line of defense that is resilient to ever-evolving attack vectors.
These hybrid approaches enhance accuracy and precision while embracing the human-centric
nature of social engineering, allowing for more insightful and effective threat identification.
The insights from this work serve as a call to action, encouraging further exploration of hybrid

soft computing, forging interdisciplinary partnerships, and channeling efforts into practical
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applications. The hybrid soft computing paradigm offers a beacon of hope as organizations and

individuals continue to face the multifaceted challenge of social engineering.

References

[1]

[2]

[3]

[4]

[5]

[6]

[7]

[8]

S. Kawaji, “HYBRID SOFT COMPUTING APPROACHES TO IDENTIFICATION OF
NONLINEAR SYSTEMS,” 2002. [Online]. Available: www.elsevier.com/locate/ifac

M. H. Nasir, S. A. Khan, M. M. Khan, and M. Fatima, “Swarm Intelligence inspired
Intrusion Detection Systems — A systematic literature review,” Computer Networks, vol.
205, p. 108708, 2022, doi: https://doi.org/10.1016/j.comnet.2021.108708.

Saad, “An Overview of Hybrid Soft Computing Techniques for Classifier Design and
Feature Selection,” in 2008 Eighth International Conference on Hybrid Intelligent
Systems, 2008, pp. 579-583. doi: 10.1109/HIS.2008.171.

T. C. Chen et al.,, “Evaluation of Hybrid Soft Computing Model’s Performance in
Estimating Wave Height,” Advances in Civil Engineering, vol. 2023, 2023, doi:
10.1155/2023/8272566.

P. K. Guchhait, A. Banerjee, and V. Mukherjee, “Comparative study using soft computing
techniques for the reactive power compensation of a hybrid power system model,” Ain
Shams Engineering Journal, wvol. 11, no. 1, pp. 87-98, 2020, doi:
https://doi.org/10.1016/j.asej.2019.07.012.

J. K. Chaudhary, M. S. Nazeer, R. Singh, D. Verma, A. B. Kasar, and M. Dhotay, “Hybrid
Soft Computing based Approach for Ageing in Face Recognition,” in Proceedings of 5th
International Conference on Contemporary Computing and Informatics, IC3I 2022,
Institute of Electrical and Electronics Engineers Inc., 2022, pp. 1046-1049. doi:
10.1109/1C3156241.2022.10073294.

E. Noveiri, M. Naderan, and S. E. Alavi, “Community detection in social networks using
ant colony algorithm and fuzzy clustering,” in 2015 5th International Conference on
Computer and Knowledge Engineering, ICCKE 2015, Institute of Electrical and
Electronics Engineers Inc., Dec. 2015, pp. 73-79. doi: 10.1109/ICCKE.2015.7365864.

S. Kawaji, “HYBRID SOFT COMPUTING APPROACHES TO IDENTIFICATION OF
NONLINEAR SYSTEMS,” IFAC Proceedings Volumes, vol. 35, no. 1, pp. 187-192,
2002, doi: https://doi.org/10.3182/20020721-6-ES-1901.00442.

ISSN: 2582-2640 246



[9]

[10]

[11]

[12]

[13]

[14]

[15]

[16]

Rahul Kumar Jha

J. Fang, X. Tao, Z. Tang, R. Qiu, and Y. Liu, “Dataset, ground-truth and performance
metrics for table detection evaluation,” in Proceedings - 10th IAPR International
Workshop on Document Analysis Systems, DAS 2012, 2012, pp. 445-449. doi:
10.1109/DAS.2012.29.

M. Rostami, K. Berahmand, E. Nasiri, and S. Forouzandeh, “Review of swarm
intelligence-based feature selection methods,” Eng Appl Artif Intell, vol. 100, p. 104210,
2021, doi: https://doi.org/10.1016/j.engappai.2021.104210.

T. C. Chen et al., “Evaluation of Hybrid Soft Computing Model’s Performance in
Estimating Wave Height,” Advances in Civil Engineering, vol. 2023, 2023, doi:
10.1155/2023/8272566.

Amin and M. Dubey, “Hybrid ensemble and soft computing approaches for review spam

detection on different spam datasets,” Mater Today Proc, vol. 62, Mar. 2022, doi:
10.1016/j.matpr.2022.03.342.

P. V. de Campos Souza, “Fuzzy neural networks and neuro-fuzzy networks: A review the
main techniques and applications used in the literature,” Appl Soft Comput, vol. 92, p.
106275, 2020, doi: https://doi.org/10.1016/j.as0c¢.2020.106275.

N. Dang, M. N. Moreno-Garcia, and F. De La Prieta, “Hybrid Deep Learning Models for
Sentiment Analysis,” Complexity, vol. 2021, 2021, doi: 10.1155/2021/9986920.

P. Manjula and S. B. Priya, “An Effective Network Intrusion Detection and Classification
System for Securing WSN Using VGG-19 and Hybrid Deep Neural Network Techniques,”
J. Intell. Fuzzy Syst., vol. 43, no. 5, pp. 6419-6432, Jan. 2022, doi: 10.3233/JIFS-220444.

Y. Cai, E. Zhang, Y. Qi, and L. Lu, “A Review of Research on the Application of Deep
Reinforcement Learning in Unmanned Aerial VVehicle Resource Allocation and Trajectory
Planning,” in 2022 4th International Conference on Machine Learning, Big Data and
Business Intelligence (MLBDBI), 2022, pp. 238-241. doi:
10.1109/MLBDBI58171.2022.00053.

Journal of Soft Computing Paradigm, September 2023, Volume 5, Issue 3 247



An In-Depth Evaluation of Hybrid Approaches in Soft Computing for the Identification of Social Engineering

Author’s biography
Rahul Kumar Jha

Rahul Kumar Jha is a highly motivated and knowledgeable individual with a strong
educational background and a passion for continuous learning. With a Bachelor's degree in
Electrical Engineering from Western Regional Campus, Tribhuvan University, he has gained
practical experience in data visualization, supply chain management, and technical expertise.
This hands-on experience and theoretical knowledge equip him with the skills necessary to

tackle complex challenges in the electrical engineering industry.

ISSN: 2582-2640 248



