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Abstract: In this work, two participants fairly send or receive things through the aid of intermediate who is only engaged if
required. An up-to-date accepted necessity is with the aim of involving third party in the trade should be transparent, to save from
privacy and evade terrible publicity. Together, a dishonest intermediate will negotiate the fairness of the trade and so the
intermediate should be liable in case of any behavioural changes. Optimistic fair exchange (OFE) is one of the classical protocols
to assure fairness of indulgence for a party. This exchange can be done by means of an arbitrator. The most important aspect of
OFE is to describe security models so as to capture real-time attacks and design schemes secure in practical models. Signaller is
confirmed with the data to send the correct person to address that to make sure it is. Since then the SMS has gone through to
achieve that can hold the path to the right to see which if any is the fact that to ensure there is. After the signature is created by
creating it to be able to well take care of it and then to the right of the person to pay off that is sure to make it. In this project, to
avoid the third party attack (hacking) and unauthorized person access the particular important data. The data should be transmitted
in sender to receiver that receiver only have a correct data without any data losses, protect a data security in cyber-attacks. A

signature may be digitally and OFE design for the exchanged item have trade-off between transparency and accountability.

Keywords - OFE, Network, Signaller, Message, Add signaller, View signaller , Add arbitrator, View arbitrator, Get trajectory,
Find Sybil attack , Signal verification. Triple DES algorithm, Public key, Private Key, Cipher text, Plain text.

1. Introduction

In this article, we are providing authentication to send or receive the information between the participants
using Trusted Third Party. During the initial period of recent cryptographic systems, public key
cryptography is normally revised in the single-user setting and the security model assumed only one public
key. In 1997, Asokan, Waidner and Schunter established the term called Optimistic fair exchange (OFE) as
a method to explain the fairness of exchange issues for trusting third party known as “an arbitrator”.
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Based on OFE method, the complete signatures which are generated from the signer along with the party
produced with the help of arbitrators relying on signaller partial signature to be considered while signaller
checks full signatures and represents all signaller commitment on some statements. For those protocols, the
arbitrator is employed effectively by the way which involves in working out the conflicts between
participants, whereas the most of the Transactions, the arbitrator may not engage in each OFE.

There are two parties for fair exchange method called “Alice and Bob swap” which will not allow other
parties to find benefits by suspending in advance or else it will go wrong for one receiver in the public key
encryption and one signer in the public key signature. Though, some customers for real-time in addition to
the security in the single-user setting will not guard against the attacks by joining dishonest users.

This authentication process is based on the OFE protocol. Here signaller and arbitrator performing the
communication. Each party consists of Private Key and Public key, those keys are used for signature
verification. And the communication is monitored by the Trusted Third Party Based on these signature
verifications communication further take places.

2. Proposed System

The drawbacks which are faced in the existing system can be solved in the proposed system. The proposed
system covers the concept of optimistic fair exchange (OFE). OFE takes control of a third party, however
there is no constraints to be online for all time; instead, the third party will be occupied if anything goes
wrong (for instance, a fault occurs when someone tries to cheat).

The exchange between the signer and the verifier has paid much interest towards various researches carried
on OFE, and it is one of the reasons which OFE refers to in the rest of this project. The proposed system
will include some cryptographic primitives which will be used in the implementation of Fair OFE for the
model of accountable OFE.
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3. System Architecture
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Fig.1: System Architecture

4. Modules
4.1 Module: 1 Sender Identic Creation

In TPA key creation, public key and private is generated. The key generated for security purpose is
performed using RSA algorithm.

In Add signaller, road side unit details such as signaller id, public key, private key, trusted authority id are

added and saved to ‘Signaller’ table. In update road signaller failure, failure occurred in road side unit
details are updated and saved to ‘Signaller’ table. The signallers active status will be set to 0. In add
neighbour signaller, neighbour signaller details such as signaller id, neighbour signaller id, distance are
added and saved to ‘Neighbour signallers table.
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This distance information will assist the sybil attack detection. In view signaller, signaller details are
fetched from ‘Signaller’ table. The records are displayed using data grid view control. In this additional,
Signaller and its neighbour signaller details are fetched from ‘Neighbour signallers table. The records are
displayed using data grid view control. In add arbitrator, arbitrator details such as arbitrator id, public key,
private key are added and saved to ‘Arbitrator’ table. In show trajectory information, trajectory path
information for each arbitrator is verified. These details help to identify the path travelled by the arbitrator.

4.2 Module: 2 Authentication Message

The message module is used to update the message between signallers to arbitrator. The another process is
used to know the trajectory of the desired arbitrator, the details contains such as issued arbitrator identity
number, received arbitrator unit, trajectory id, signallers number and entry time of the arbitrator.

In finding suspected attack is used to detect the unauthorized Arbitrator in the network. Here the attack
details is executed depend upon the Arbitrator id. The details contain such as traverse path of identity
number, road side unit details, entry time of the Arbitrator at all transmission. Message should be create the
actual details of the sending and receiving trajectory

4.3 Module: 3 Verification and Communication

In this module create a unique identify to send the authenticate receiver. Partially create one signature
verified correct person to receive the data. This signature verified performed as cryptography technologies
are used.

In signature verification, the partial signature creation, the input provided as two pairs namely public key
for arbitrator and private key for the road side unit, the message should be provided then the message
should be encrypted and partial signature value executed in the application.

Based on selecting both road side unit and arbitrator identity number, the partial signature is verified. The
complete signature creation is finished when two pairs namely private key for road side unit and public key
for arbitrator and then the information pass through to road side unit from board unit. The information can
be used for future mention. Finally, the partial signature value and encrypted message is taken as ouput.
The encryption and decryption process is carried out using Triple DES algorithm.
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5. Result

Fig.2: Add Signaller

In Fig.2 Road Side unit details such as signaller id, public key, private key, trusted authority id are added
and saved to ‘Signaller’ table.

Fig.3: Add Neighbour Signaller

Fig.3 shows, neighbour signaller details such as signaller id, neighbour signaller id, distance are added and
saved to ‘Neighbour Signallers’ table. This distance information will assist the Sybil attack detection.
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Fig.4: Add Arbitrator
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Fig.4 shows, arbitrator details such as arbitrator id, public key, and private key are added and saved to
‘Arbitrator’ table.
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Fig.5: Message Update

Fig.5 indicates the message is used to update the message between signallers to arbitrator. The details
contains such as issued arbitrator identity number, received arbitrator unit, trajectory id, signallers number

and entry time of the arbitrator.
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Fig.6: Find Sybil Attack

Fig.6 indicates the unauthorized arbitrator in the network. Here the attack details is executed depend upon
the arbitrator id.

The details contain such as traverse path of identity number, road side unit details, entry time of the
arbitrator at all transmission.
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Fig.7: Signature Verification

Fig.7 In the partial signature creation, the input provided as two pairs of the Arbitrator, the message should
be provided then the message should be encrypted and partial signature value executed in the application.
The verification of partial signature can be done by selecting the road side unit and arbitrator identity
number.

From these two pairs, the full signature creation is done and data exchanged from road side unit to on board
unit for implications then the generated partial signature values and encrypted messages are the outputs.
The encryption and decryption process is carried out using Triple DES algorithm.

6. Conclusion

The main objective of the proposed approach is to validate the concept of accountable OFE, where signer
and the third party are liable for their behavioural affairs. The accountable and transparent third party with
generic model of OFE is proposed. The proposed architecture depends on several well-studied
cryptographic methods in order to meet all security requirements. The three categories of accountability are
explained in this work just capturing the critical requirements of accountable OFE, in accordance with each
OFE protocol should satisfy the characteristics. In addition to other particular requisites of accountability
within existing state of affairs, identification of such demands and security issues are some of the works to
be carried out in future.

Alternatively, the proposed protocol is verified securely based on random oracle assumption. Whereas
random oracles have been extensively employed in security verifications, a deductible secure protocol
certainly is much enviable in the absence of random oracles.
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