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Abstract 

The advent of autonomous vehicles is indeed a potential field of research in today's situation. 

Connected Vehicles (CV) have received a lot of attention in the last decade, which has resulted 

in CV as a Service (CVaaS). With the advent of taxi services, there is a need for or demand for 

robust, seamless, and secure information transmission between the vehicles connected to a 

vehicular network. Thus, the concept of vehicular networking is transformed into novel concept 

of autonomous and connected vehicles. These autonomous vehicles will serve as a better 

experience by providing instant information from the vehicles via congestion reduction. The 

significant drawback faced by the invention of autonomous vehicles is the malicious floor of 

intruders, who tend to mislead the communication between the vehicles resulting in the 

compromised smart devices. To address these concerns, the best methodology that will protect 

and secure the control system of the autonomous vehicle in real time is blockchain. This 

research work proposes a blockchain framework in order to address the security challenges in 

autonomous vehicles. This research work enhances the security of smart vehicles thereby 

preventing intruders from accessing the vehicular network. To validate the suggested 

technique, money security criteria such as changing stored user ratings, probabilistic 

authentication scenarios, smart device compromise, and bogus user requests were employed. 

The observed findings have been documented and analysed, revealing an 82% success rate.  
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1.  Introduction 

Recently the manufacturing of vehicles has become a challenging task to mechanical 

engineering, and computer professionals, primarily due to the combination of communication 

and information technology with automobiles dynamically transforming the age-old vehicles 

into smart vehicles known as autonomous vehicles [1]. These self-driving cars are equipped 

with artificial intelligence, which allows them to interact with other vehicles, make dynamic 

and adaptive judgments, and cruise without a driver. Despite the numerous appealing 

characteristics of these vehicles, the major difficulties with deploying these autonomous 

vehicles rely on secure connectivity [2]. Furthermore, the increased production of automobiles 

has resulted in a variety of difficulties such as road safety, transportation infrastructure, fuel 

consumption, parking space, and so on. The event is largely composed of a collection of 

moving and stationary e cars that are wirelessly linked together. In the beginning, it was 

introduced to ensure safety and comfort to the drivers operating in vehicular environment [3]. 

With progress in technology, this has changed towards intelligent transportation systems, 

where autonomous vehicles communicate and connect with the aid of smart devices. This has 

led to a higher success rate in the creation of Connected and Autonomous Electric Vehicles 

(CAEVs) [4]. 

The use of internet by vehicles to share information in the form of localization, sensory 

and risk data is commonly called as Connected Autonomous Vehicles (CAVs) or internet of 

vehicles (IoV). This technology is considered to be a crucial application of VANETs, enabling 

them to become smarter with more control units, adapters and sensors to communicate with 

the other devices in the network and also to monitor the activities of a vehicle [5].  One of the 

biggest expansions of CAV applications is that of online cab booking services. This has 

significantly expanded the use of CAV for better vehicle entertainment experiences. Ride 

sharing and online cab facilities have dramatically revolutionized public transportation 

industry, making them widely popular among users [6]. Main use of online cabs also reduces 

the overhead of money negotiation between the customer and the driver, giving the customer 
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the ability to tractor ride using GPS. In this paper we have proposed enhancement of security 

in the CAV network using blockchain technique [7]. The IoT device stores the vehicle ratings 

(previous and current), the vehicle number, and vehicle location when moving from one place 

to another. The blockchain network saves all the information stored by the IoT devices [8]. 

This way, in case of a breach in security, the vehicle owner can determine the information 

registered for that particular IoT device. 

2. Related Work 

The authors in [9] examined the blockchain methodologies using electric vehicle 

charging stations. In this paper, a number of prototype implementation using blockchain has 

been analysed. Due to data flow and exposure of information, between vehicle to vehicle 

interceptions there is a high security concern. Similarly, authors in [10] have also used 

blockchain framework for facilitating, negotiating and verifying with the consent entities. The 

authors have incorporated multi agent vehicle in order to ensure security in the vehicles. In 

[11], an unmanned aerial vehicle with a blockchain framework is introduced. Here every 

vehicle behaves as a node which uses creating and reading transactions and is also able to 

exchange communication through blockchain. Authors in [12-14] have utilised blockchain 

methodology to monitor and secure traffic flow sharing between vehicles with data correctness 

and tamper resistance in the agreement mechanism. Traffic data bypassing is collected using 

proof of event agreement [15]. Here blockchain enables two phase transaction between the 

vehicles. The observed simulation result indicates a positive response for the proposed work 

by the authors with respect to trust verification tracing events [16].  

Moreover to enable vehicle security and constrain the attacks, a number of 

authentication methodologies where also proposed. Attacks like authentication and guessing 

time requirement, location spoofing and replay have been identified to analyse and improve 

security mechanism proposed by authors in [17]. This method is also related by drawing a 

comparison between the existing methodologies with respect to security and performance. 
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Similarly, a number of researchers have also focused on ensuring security in information 

exchange by considering external intruders, who have the ability to disrupt confidentiality [18], 

authenticity and integrity [19, 20]. In secure exchange of messages is introduced within a smart 

city using elliptic curve cryptography methodology [21]. This technique enhances security by 

using two level authentications. Both formal and informal analysis is made using burrows logic 

along with internet security protocols validating the work. Moreover the proposed 

methodology is compared with previously existing techniques in relation to overheads, latency 

and reliability [22-24]. Presence of intruders and malicious users will collapse the whole 

communication system leading to chaos on the streets. The biggest issues with CAV is data 

falsification attack where information to save from peers and other vehicles are relied upon 

[25]. Till date many be secure CAV mechanism have been introduced scientists and 

researchers. However, the number of books on CAV using blockchain is very limited. In this 

paper a blockchain framework is introduced to secure the IoT sensors which are attacked by 

expert intruders [26-27]. 

3. Proposed Methodology 

In this proposed work, a blockchain framework of CAV is used to enable transparency 

and security of vehicles and users. To keep track of every activity that the IoT sensors perform 

[28], a secure methodology is introduced. Henceforth for ensuring and providing safety at the 

time of ride sharing in CAV, the transmission that takes place between the sensors through 

smart devices is also kept track of. Though maintaining a record or tracking everyday activities 

of the vehicles is an easy task, it further increases the computational complexity of the system 

in real time. This is primarily because many intruders tend to attack mobility [29] of vehicles 

using man in middle or denial of service threat. However when a complete track of record of 

all the activities are in place, it will be easy to identify and trace the attempts by intruders to 

penetrate into the security of IoT devices. Moreover, these devices belong to the upper layer of 

the network and the attack probability is low when compared with edge level devices [30]. In 
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order to check security of smart devices, providers who register are used so that devices and 

information are not tracked altered or changed by any other devices once they are casted.  

 

Figure 1. Blockchain- CAV architectural framework 

Similarly, uniqueness in money bank vehicles is verified to guarantee that tracking 

information is not taken by anybody. This elaborate process can be easily resolved by using 

blockchain technique with smart contracts that layout as writing the code, objects, models and 

rules between the parties. Smart contracts indicate an agreement or a consensus between two 

parties. When a smart contract is established, it will not be altered or deleted from the 

blockchain network. Hence, a central authority is not required to validate the work performed 
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by individual entities. Every vehicular node will be able to calculate its result of contract 

without the need for external interference. Hence using the proposed blockchain framework, 

device or automated vehicle which is logged into or registered with the network prior to 

accessing or providing vehicular service is kept track of. The essential details of IoT devices 

and vehicles are saved in an ordinary database at the beginning and then moved onto the 

blockchain permanently where every activity is kept track of. Blockchain technique 

incorporated CAV architectural framework is represented in figure 1. It can be observed that 

smart devices for IoT sensors are connected to the vehicles such that they can be used to guide 

monitor and control drivers on the street. Based on the transmission range and the 

communication coverage of the IoT sensors and devices, the number is vehicles connected will 

vary. 

Both blockchain network and ordinary tables will be used to keep track of vehicle 

numbers as well as ratings provided by users and customers. This way, a complete record or 

track of every illegal or legal activity carried out by the IoT devices or vehicle can be 

maintained. In the event of compromise in the IoT device due to intruder attack the blockchain 

authorities who are in-charge of that particular device will be able to identify the attack and 

take immediate course of action to ensure security to the vehicle. Rather than recording every 

activity of the IT devices it is easier to record, analyse and trace every vehicle using blockchain. 

However this aspect of maintaining such a large data based on vehicular data will further 

increase the possibility of computational time and power, especially since the vehicle is in 

mobility in real time scenarios. Hence in order to address this aspect of levitation in power and 

high storage, we save only the activities of the IoT devices instead of the entire vehicle in 

blockchain. In a particular device which keeps track of a specific number of vehicles, we will 

be able to easily track and retrieve the user's request from blockchain. It is also possible to 

minimise information that are saved in a block by using blockchain technology. Detection of 

intruders who will be able to change the previous interactions or history of the device and can 

also reduce the vehicles rating or block it completely is also possible.  
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4. Scenarios of Attacks  

There are a number of attacking strategies available and it can be adopted by an intruder, 

who used to perform malicious activities. Traffic congestion, data falsification, driver rating 

alteration, and breach of IoT sensors and gadgets are some of the difficulties produced by 

intruders that cause mayhem in the car at work. Listed below are some of the attacking 

scenarios that occur between vehicles and its users in a ride service:  

 Traffic Congestion: Here, for the benefit of the intruder, he might divert suggestions of path on 

the road. 

 Data falsification attack: One of the biggest security concerns in CV is data falsification attack, 

since vehicles are heavily dependent on the data received from peers or other vehicles. 

 Modification of ratings: Once the rating for a particular cab driver has been submitted and it is 

not possible to change the rating even on successful intrusion into the IoT device 

 Misbehaving with the user: When a person takes a ride on the vehicle, if the service provider 

behaves in an inappropriate manner by changing the route taken or by halting frequently, the 

location of the cab will be monitored continuously by the IoT sensors and the path taken will 

also be traced and updated in the server in order to prevent any mishap from occurring. In such 

events and notification will be sent to the primary server and the cab driver will be punished or 

terminated accordingly. 

 Add-on of compromised IoT: When compromised IoT devices are registered by the intruder to 

execute passive and active attacks it is instantaneously identified by the blockchain peer nodes 

by checking the illegal action performed such as compromising or stealing of legitimate IoT 

devices. 

Using secure information sharing and cab riding mechanism with blockchain, it is 

possible to prevent such attacking strategies. Moreover, a number of simulation is also carried 

out with respect to several parameters, indicated the validation of the proposed work.  
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5. Results and Discussion 

Experimental observation indicates that, the proposed security framework performs 

better than the previously existing algorithms. Fig.2 shows the user’s fake request graph, where 

the efficiency of the proposed work tends to increase as the number of requests increase, while 

that of the existing methodology performs less efficiently. Moreover, as the network congestion 

increases, it will also lead to tremendous degradation in the network performance.  

 

Figure 2. Network Congestion due to User’s Fake Request 

Fig.3 indicates the compromised devices that are controlled and monitored at a regular 

basis. Here, when an IoT device is compromised, it will intrude into restricted area and alter or 

remove confidential information and further it will be used for personal gain. This will also 

affect the network performance. On the other hand, Fig.4 shows the ratings stored and it may 

be altered by intruders and will also pave a platform for the continuation of misbehaviour with 

customers.  
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Figure 3. Compromised Devices Vs. Possibility of Attack 

 

Figure 4. Possibility of User Rating Alteration by Intruders 
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6. Conclusion 

In this work, a blockchain framework is used to secure the transmission that takes place 

between autonomous vehicles that are connected. IoT sensors and devices are used as a medium 

for transmission and can be compromised by intruders. To ensure transparency and secrecy 

among cab drivers and customers, every activity of the entities of the IoT devices and vehicles 

are properly recorded and traced with blockchain. Information is extracted from the IoT devices 

and stored onto the blockchain, providing enhanced device security and customer safety. Using 

this methodology, a significant decrease in the compromise of IoT devices and users’ fake 

requests is observed. The result attained shows a positive success rate of about 82% when 

compared with the other existing works. As a future scope, deep and reinforced learning can 

be used to improve the system intelligence.  
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