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Abstract

At present, the traditional healthcare system is completely replaced by the revolutionary
technique, the Internet of Medical Things (IoMT). Internet of Medical Things is the IoT hub
that comprises of medical devices and applications which are interconnected through online
computer networks. The basic principle of loMT is machine-to-machine communication that
takes place online. The major goal of IoMT is to reduce frequent or unwanted visits to the
hospitals which makes it comfortable and is also highly preferred by the older people. Another
advantage of this methodology is that the interpreted or collected data is stored in cloud
modules unlike amazon and Mhealth, making it accessible remotely. Although there are
countless advantages in IloMT, the critical factor lies in data security or encryption. A surplus
number of threat related to devices, connectivity, and cloud might occur under unforeseen or
threatening circumstances which makes the person in the situation helpless. Yet, with the help
of data security techniques designed especially for Internet of Medical Things, it is possible to
address these challenges. In this paper, a review on data securing techniques for the internet of
medical things is made along with a discussion on related concepts.
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1. Introduction

Internet of Medical Things (Io0MT) is a progressive version [1] of 10T which plays an

important role in health care. It contains multiple nodes which are systematized into a set of

IoT medical devices. It increases the quality of the patient’s treatment and the responses time

of the treatment. IoMT devices are used to curtain the patients in their homes [2]. It also

provides many services like improving health care services, data analysis, low-cost services

[3], diseases management [4], and patient experience. Table-1 shows us the category and

features of medical devices used in the loMT system:

Table 1. Category and Features of medical devices used in IoMT system

Device type | Placement Example Risk value
Implantable | Within  the human | Deep brain implants [5], heart | High

tissues pacemaker, and insulin pump [6]
Wearable On the human body Smart watches [7], fitness devices Low
Ambient QOutside the human | Elderly monitoring devices in smart | Low

body home [8]
Stationary | Inside hospitals Medical image processing devices | Low

of MRI [9] and CT- scan

1.1 Architecture of loMT Systems

IoMT systems are divided into sensor layer [10], gateway layer, cloud layer, and

visualization layer that are given as a layered architecture in Figure 1.

1. Sensor Layer: This layer collects the patient’s biometrics in worn sensors or
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2. Gateway Layer: In this layer, the processing operations such as data storage,
analysis, and validations are done. The Patient’s smartphone or an Access Point

[12] is the devices in this layer.

3. Cloud Layer: This layer is responsible for getting the data from the gateway
for secure access, analysis, and storage. The (KGS) key generation server [13]

is answerable for creating id’s of various patients.

4. Visualization or Action Layer: The data of the patients are presented to the
physicians to track their health [14]. This layer contains the actions suggested

by the physicians based on the patients’ health conditions.
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Figure 1. IoMT system architecture

1.2 1oMT Threats

The data collected through the 1oMT of the patients [15] should be protected in all the
stages such as collection [16], storage, and transmission. It can be clearly explained using the
four architectures [17] of the IoMT.

1. Data Collection: In the sensor layer of the [oMT system the patient’s data [18]
is collected. Data tampering and sensor hardware manipulation attacks can take

during this stage.
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2. Data in transit: This stage tells about the communication between all four

layers in IoMT devices. Outbreaks can manipulate [19] or block the data in this

stage.

3. Data in storage: Once the patient’s data are processed it is stored in the cloud

layer. In this stage, the patient’s data may be stolen [20].

1.3 IoMT Security Requirements

The patient’s data should be safe and secured in loOMT systems. Hence the necessary

parameters are gathered from CIANA [21].

ISSN: 2582-337X

Integrity: Integrity is connected to the competence of shielding the data from

any unofficial damaging during the collection, transmission, and storage.

Availability: The data of every patient should be updated and monitored

continuously in the lIoMT system.

Non-repudiation: These prerequisite securities that any communication in the
system cannot be deprived of. The Digital signature technique [22] can be

applied here to avoid such threats.

Authentication: The authenticated user only has the right to execute the
commands to which they are authorized. It can be achieved only through using

proper data encryption and access techniques.

Confidentiality or Privacy: The data of every patient in the loMT systems
should be kept confidential [23]. The common technique is to attain this

requirement is data encryption and access control lists.

Obscurity: The data of the patients and the physicians should be kept hidden

from unauthorized users. The Smart card can fulfil this obligation [24].
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2. Related Works

The A module to secure data in the loMT systems is demonstrated in [25]. Along, a set
of techniques, an overview of IoMT systems, security model, or a framework is also designed
for better understanding. The proposed framework can solve most of the privacy threats but yet
the need for a more secured framework to overcome challenges persists [26]. According to the
authors of [27], it is found that only a little importance is paid to data protection in loMT
systems. It is because of the complication and alteration difficulties of a huge amount of data.
So, a review of 153 papers was done to cover the security issues and the possible solutions. In
[28], the basic architecture of the IoOMT system, present operations of IOMT in healthcare
sectors, related case studies, and emerging techniques were outlined. The working pattern of
platforms like blockchain, & Al and their associated challenges were given. In [29], the authors
have investigated factors like privacy issues, security attacks and vulnerability. Further, an
analytic network process is also proposed and implemented using 1SO27002 standard to put a
full stop to such threats. As most of the data are confined to loMT devices are vulnerable to
Ransomware there is a high need for privacy, suggests the authors of [30]. A study over the
possible privacy issues, attacks are carried out throughout and some of the best practices to

ensure end-to-end encryption and overall integrity is also discussed.

3. Data Securing Techniques in loMT

In this session, a detailed review of security risks, different attacks on the layer, and
different data security techniques associated with loMT systems is given.

3.1 1oMT Security Requirements

As said before there are countless security threats possible in IOMT systems. Some of
the risks associated with IoMT layers include: data exposure, financial loss and life risk. As
data is a vital part of the medical field, there are times where an intruder exploits such medical

devices and lead to data exposure. When a system or device encounters hacking methodology
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the recovery plan or backup needs to be secured this, in turn, raises the overall financial budget.
If a data leakage occurs in the medical device that is directly associated with the patient, the

destined functionality gets interrupted, and hence the life of the patient is put at risk.

3.2 Portrayals of threats of each layer in loMT Environment

The attacks concerned with each layer of loMT Architecture are given a detailed view
in Figure 2.

IoMT Layer Attacks

N

Perception Network Middleware Application Business
Layer Layer Layer Layer Layer
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Figure 2. Extortions of attacks in loMT Environment
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3.3 Portrayals of threats of each layer in loMT Environment

The different security techniques to protect the loMT medical devices can be easily

understood by viewing the below figure 3.

Symmetric Cryptography includes the algorithm based on an undisclosed and collective
key between two or further nodes which need to be communicated. Without any prior setup,
one can secure patient data in loMT systems using hierarchical access which is a branch in

symmetric cryptography. With the help of hierarchy access, one can take control of data
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security stored in the cloud layer. In this technique, a hierarchy model is developed where based
on authorized access encryption and decryption is performed.

a. Wireless signal characteristics: This technique operates by making keys
without the help of any previous networks. This technique has the capability to

produce its own keys and operate on them.

b. Gait-based Technique: When it comes to the case of gait patterns related to
patients, these walking designs are used to generate symmetric keys which are
used in the future to safeguard the communications between the IloMT sensors.
One of the popular models of this technology is recognized to be the one crafted

by sun and lo.

c. Facial Recognition: Facial recognition is the one-way mode of data securing
technique where authentication fully relies on the facial recognition of the

patient.

[ Security Techniques }

Cryptographic Non-Cryptographic

€V

Figure 3. Security Techniques in loMT Environment

Private
& Public
Keys

Asymmetric Cryptograph: In the case of asymmetric cryptograph two keys are used,

likely: public and private keys. As its name suggests, the public key is known by everyone,
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whereas, the private key is kept secret with the owner. This mode of cryptography is used in
smart cards, Digital Signatures, and in ways of implementing two-step authentications.

a. Homomorphic Encryption: It is the easiest mode of asymmetric cryptography
that includes limited mathematical interpretation for encryption/decryption, but
yet offers a high degree of privacy. Homomorphic Encryption is found in a
smartwatch where data is encrypted end-to-end making it accessible only by the
patient and not even the medical staff except in case of emergency.

b. Digital Signatures: Implemented digitally, Digital Signature finds application
even in small [oMT systems. Carried out entirely with the help of the sender’s
asymmetric keys the overall process like encryption verification, decryption is
done. With additional software, Digital Signature can be integrated into a sensor

network as well.

Keyless Non-Cryptographs: While the above-mentioned data securing techniques are
based on key usage, this sort of non-cryptographic methodology is used in biometrics. Some

of the sub-related tactics include:

a. Al and Blockchain Technology: Due to the successful record in the field of
finance, Blockchain and Al are now implemented in loMT Environment. As a

mixture, both are used in security management and anonymous detection.

b. Biometrics: In order to enhance additional security in loMT devices Biometric
mode of operation that involves the patient’s fingerprint or ECG sensors are

now implemented.

4. Data Securing Techniques in loMT

From the overall review and interpretation of data securing techniques for IoMT

techniques and their related concepts, we can arrive at some results. It is found that the basic
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need is a security requirement of an IoMT system that comes under four factors like: Malware

Deduction, Intrusion detection, Authentication and Access Control, and Anomaly detection.

The discrimination in the form of a chart is given in Figure 4.

M Intrusion
Detection

H Authentication
and Access Control

1 Anomaly Detection

B Malware Detection

Figure 4. Security Requirements of IoMT System

When it comes to Architecture implementation or model design there are countless

hardware choices among which are Arduino, Raspberry, FPGA, Smart Watch, Insulin Pump,

Palm PDA. The percentage or level of practice is given in Figure 5.

H Arduino

M Raspberry,
M FPGA

1 Smart Watch
H Insulin Pump

H Palm PDA

Figure 5. Different Hardware Implementation of IoOMT Systems
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Finally, when a comparison or interpretation is made on the data securing techniques
for loMT devices it can be found from Figure 6 that all three sub divisions unlike Symmetric,
Asymmetric, and keyless methodologies find equal importance irrespective of the field of

implementation like Gait, Digital Signature, and Biometric.

B Symmetric
B Asymmetric

Keyless

Figure 6. Comparison of Data Securing Techniques

5. Conclusion

When compared to the traditional medical systems IoMT devices, and applications are
foremost appreciable in terms of high data integrity, privacy management and data
management. With integration to cloud and modern devices like Smartwatch, Biometrics,
Token System, Facial Recognition, Gait, Digital Signature and so on IoMT devices prove to
the point that they are undoubtedly the best advancement in the field of medical application. In
this paper, a review of different 1loMT concepts like its associated privacy threats, basic
architecture, and the Data Security Techniques that are in prevalence is carried out. Finally, a
few results or comparisons on different factors and techniques were also made for better
understanding. Although these techniques work better, there is still a need for a one-stop
solution to work on the security issues and hence as future work, the existing platforms like

Big Data and Deep Learning can also collaborate in IoMT applications.
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