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Abstract

Network connected hardware and software systems are always open to vulnerabilities when
they are connected with an outdated firewall or an unknown Wi-Fi access. Therefore network
based anti-virus software and intrusion detection systems are widely installed in every network
connected hardwares. However, the pre-installed security softwares are not quite capable in
identifying the attacks when evolved. Similarly, the traditional network security tools that are
available in the current market are not efficient in handling the attacks when the system is
connected with a cloud environment or 0T network. Hence, recent algorithms of security tools
are incorporated with the deep learning network for improving its intrusion detection rate. The
adaptability of deep learning network is comparatively high over the traditional software tools
when it is employed with a feedback network. The feedback connections included in the deep
learning networks produce a response signal to their own network connections as a training
signal for improving their work performances. This improves the performances of deep
learning-based security tools while it is in real-time operation. The motive of the work is to
review and present the attainments of the deep learning-based vulnerability detection models
along with their limitations.

Keywords: Intrusion detection, network security monitoring, wireless security network, cyber
security, neural network security

1. Introduction

1.1 Overview of Network Security

Network security is a primary requirement for a computer network to enable restriction

of unauthorized access to the data saved in the system. The network security system also
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improves the operational performances of the network by regulating the traffic flow. Figure 1
explores an overview of the network security tools. The hardware components represent the
servers and the computer systems that are connected over the network line. The security system
enabled in the hardware components recognizes the entry of flagged data packets as threats and
restricts them. These type of security tools are represented as in-line security tools, whereas the
out-line security tools are employed to detect the traffic changes in the network connection just
by monitoring it without a direct connection. The software components of the network security
indicate the usual antivirus setup that can be applied over the network nodes and systems for
an added protection. The cloud component security tools provide an offloading environment
just by monitoring the changes in the network traffic. Such tools do not block or scan the threats
entering the network.

Components of Foundation of Benefits of Network
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Figure 1. Overview of a Network Security model

Network is the place where all kind of information are stored by a common person or a
big firm. The data stored in the network may contain the personal information of a person or
customer that has to be secured in a right way. The hackers are always connected to the network
for sending continuous intrusions to access such precious data. In some cases the hackers try
to change or manipulate the data stored in the network rather than stealing them. The network
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security tools are centrally placed contrary to the domestic antivirus tool and administrate the

operation of the networks from a remote place.

2. Related Work

2.1 Types of Network Security tools and techniques

Access control security tool restricts the entry of unauthorized access to the network
environment. This makes the network reliable to the accessible people. However, the access
control tools are not efficient in preventing the intrusions created by the accessible users. The
access control tool also hinders the entry of new and genuine users into the server and that
limits the revenue of a business. Anti-malware tools protect the network by restricting the virus
and malware spread over the networks. Therefore it reduces the damage caused by the Trojans
and spyware into the network connected systems. Anomaly Detection Engines (ADE) are
developed in recent days to provide security over the breaches generated by the hackers. The
anomalies can be tacked by the ADE only when the breach type is known and understandable
by the tool. The application security system is an efficient tool in protecting certain temporary
stored data in a particular application. It protects the applications from loss of information when
there occurs a sudden system shutdown due to hardware malfunction or hacking. The data loss
prevention system restricts the network accessible user from sharing the information to an
unauthorized user. An email security model is also incorporated in such applications that scans
the data that are transferred among the users. Moreover such security algorithms are efficient
in blocking the attacks spread over the email messages. Figure 2 explores the types of network

security techniques and tools available so far.
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Figure 2. Types of Network Security tools
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The endpoint security system creates a block between the personal user system and
business user system when both are connected to the same business network. This allows the
business user to access just the required information from the network storage. However, this
setup protects only the business user system when there is an attack in the network. The firewall
model also works in the same principle where the user network is restricted to enter over the
general internet service. This improves the authorized traffic inside the network and in turn
enables the business networks to run in a better way. The intrusion detection algorithms are
developed to scan and monitor each and every packets rolling over the network and thus the

system is very effective in observing the known intrusions.

The network segmentation protocol restricts the traffic enabled by the hackers into the
network system by categorizing their nature of access. This reduces the presence of overloading
effect in the network systems. Security Information and Event Management (SIEM) allows the
user to extract the right information from the network in a secure and reduced accessing time.
The Virtual Private Network (VPN) creates an encrypted block between the actual network
device and the user device during a communication. It analyses the secure socket layer and 1P
addresses of the remote device for verification. The web security system protects the networks
while surfing into the internet services through browsers. It reduces the threat accessibility over
a device by making the browser as their access point. Similarly the wireless security system is
employed in the place where the network authentications are available to the user through WiFi
and other wireless modes. The following section analyzes the network security tools and
methods available so far in the digital medium.

3. Literature Survey
3.1 Multifactor Authentication

The multifactor authentication systems on accessing 10T and cloud data are widely
employed in recent days for additional security. A light weighted authentication setup was
developed to access the large-scale information available online [16]. A bitwise XOR model
was utilized with one-way cryptographic hash function that enables better performance while
verifying its proof of correctness. An elliptic curve crypto model was designed to create a
secure communication in the internet of multimedia things [17]. The design was efficient in

addressing the stolen verifier and masquerading attack. However, the multifactor
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authentication systems are corrupted through temporary information leak attack implemented

by an untrue authentication [18].
3.2 Network Behavioral Analysis

Intrusions are generated in recent days by asking the user to download a malicious file
in the system. The NBA model reacts to such malicious files by analyzing their deviations on
behavior. To address such issue, a botnet detection algorithm was framed by extracting the
efficient features from the regular network flow. This classifies the botnet entry to the network
flow by understanding their change in operation [19]. The extracted features are also very
effective in detecting the encrypted network traffic. An unsupervised machine learning
algorithm was developed to classify the network behaviors by making an assessment on
malware capability. The network packet natures were verified for understanding the temporary
changes [20]. An operating system behavior change detection approach was proposed by
analyzing the changes in session and host ports of a virtual network. The experimental work
performed with such approach produced a better accuracy in detecting the changes at PCAP
dataset [21].

3.3 Threat Intelligence Automation

An automated threat defense algorithm was designed by training it with the data
collected from a regular attacker model. The extracted network functions were chained in the
model as a service function model for attaining a proactive network structure [22]. A deep
learning based threat intelligence scheme was designed to observe threat attacks in space and
ground networks. A deep pattern extractor model was placed for observing the hidden patterns
from the threatened network. The observed hidden patterns were considered in the work to
classify the type of attack. The experimental work performed with TONIoT and NBAIoT
datasets showed an acceptable false alarm rate [23]. The automated intelligence techniques
failed the system when it was affected with an unknown or a new threat. Therefore, a
convolution neural network based algorithm was designed to extract the features of an

unknown threat at their first arrival [24].
3.4 Real-time Protection

The distributed denial of service attacks occur in every 10T system when it is placed
without a security model. This happens due to continuous transmission of data packets from

the sensors to the cloud servers. An experimental work was made using a CNN algorithm in
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CIC-DDOS 2019 dataset to prove its efficiency that indicated a noticeable performance when
compared to the MLP, DNN and dense MLP algorithms [25]. A Support Vector Machine
(SVM) based approach was developed to address the cyber threats on smart meters. The SVM
algorithm was merged with temporal failure propagation graph for identifying the threat
movement in the network space. The recognition algorithm employed in the work analysed the
similarity score among the present event data over the pre-calculated attack data for detecting
the changes [26].

3.5 Sandboxing

Sandboxes are a pre-layer protecting system created to project like an end user system
in the network layer for observing the malwares without harming the actual user system. In
most systems, the sandboxes are operated manually that improves the error rate on estimating
the vulnerabilities. Therefore, the artificial user layer is automated with computational
algorithms for the parallel execution of data. This improves the performances of data flow
along with the data regulation in the blockchain environments [27]. The sandbox models were
incorporated to the Linux operating system with pattern matching algorithm for segregating
the malware movements over the connected system. The experimental analysis showed a better
improvement in detecting the loT malware samples [28]. The sandbox system was
implemented to the hadoop file system for ensuring the data security against the generation of
malicious jar file by a legitimate user. The sandbox system analyzed the nature of the jars to

avoid spreading it over the data files stored in the hadoop setup [29].
3.6 Forensics

Network forensic is a kind of digital forensic employed to collect legal information and
evidence gathering in the network traffic at the presence of intrusions. It helps the users to find
out their weakness on network security. The system is very helpful in creating a new network
tool with a greater updation. A binary ensemble classifier system was developed to observe the
nature of the attacks in botnet systems. The experimental work showed a better accuracy rate
with KNN algorithm while using a single classifier system and produced better accuracy value
on AdaBoost with decision tree in ensemble model [30]. A methodology called particle deep
framework was structured to perform forensic on internet of things network. The network flow
information were extracted in the model which were moved further to a particle swarm
optimizer for extracting the useful data for deep learning analysis. A deep neural network

approach was added up in the line for classifying the abnormalities present in the 10T network.
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The work showed a better performance rate while experimenting with UNSWNB15 and Bot-
loT dataset [31].

3.7 Web Application Firewalls

The web application firewalls are efficient in collecting the HTTP network traffic for
detecting the cross-site scripting and forgery attacks. It is achieved by creating a wall between
in the installed application and the internet, whereas in the regular firewalls a protecting shield

or wall is placed at the edge of the network system [32].

4. Discussion

A lot of network security methods are generated every day to improve the performances
of the data movement over the internet. Each method have their own merits and limitations.
Table 1 explores the attainments and demerits of few network securing methods based on the

literature study carried out. The research goes on all day to reduce the specified limitations.

Table 1. Performances of the network security tools

Authentication

Updatable Model
Same application can be used

for multiple accounts

Methodology Attainments Limitations
Improves convenience Expensive on large scale
Multifactor Manageable without network implementation

Risk of misuse
Irrecoverable when stolen

False positive presence

Minimization of response

time to the attacks

Expensive

Requires manual expert

High speed response

Network
Behavioral Possibility of 24/7 analysis interface
Analysis Protects from unknown Chances for observing false
threats positive and false negative
End point intelligence Specific pattern operation
Threat Automated Loss of control
Intelligence More consistent Distrust in new
Automation Detects own vulnerabilities implementation

Maintenance required
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Spyware protection Limited detection
Real-time Malware rejection Loop holes presence
Protection Cost effective Minimum protection
Payment protection Slowdowns the system
Protects hardware Complex environment
Prevent unauthorized data Human interruption required
Sandboxing access Costly
Absence of conflicts between Requires technical knowledge
OS and softwares Additional hardware resource
Ensures integrity Requires internet access
Forensics Evidence collection Needs hacking tools
Tracking attacks Large storage space needed
Future attack prevention Frequent upgrade required
Minimal cost Requires pre-framed policies
Web Reacts to internal and Resource consumption
Application external attacks Frequent re-configuration
Firewalls Prevents DDOS attack required
Avoids cookie poisoning Limited security
Table 2. Role of deep learning in network security
Methodology Attainments with deep learning models
Multifactor Face and hand gesture authentication using Deep CNN [33]

Authentication

CNN based finger, palm and face print authentication [34]

Network
Behavioral Cyber threat detection in 10T using deep neural network [35]
Analysis Deep transfer learning on unknown network threats [36]
Threat Deep learning based threat intelligence system on loT
Intelligence transportation system [37]
Automation

Generative Adversarial Learning for Cyber Threat Intelligence [38]
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Real-time — Multi-layer deep learning network for 10T attack detection [39]
Protection — Software defined network based hybrid deep learning threat
detection system in Fog-to-Things [40]
sandboxing — CNN based malicious code detection on Sandbox environment [41]
— Dynamic analysis of 10T botnet using Sandbox [42]
Forensics — Face sketch synthesis in Internet of Things (1oT) with CNN [43]
— Email data forensic using gated RNN [44]
Web — Auto threshold deep support vector data description for anomaly
Application detection [45]
Firewalls — Code injection detection using CNN [46]

The arrival of deep learning algorithms move the performances network security tools
to a certain extent. Table 2 indicates the role of deep learning models on different network
security methods. However, the performance of deep learning algorithms is not satisfied in a
few cases due to the advancements of intrusion and malwares. The system lags when there is a
new intrusion arrival in the cyber network models. Deep learning algorithm has a limitation
where it requires a huge amount of data for its training process. However, such limitations are

addressed in recent days with the help of a feedback gained neural network setups.

5. Conclusion

Almost all the sectors in operations are equipped with an internet connection for their
control and data storage process. The healthcare sector is a primary application that utilizes the
cloud environment to the maximum for saving the personal information of the patients. In the
same way, the hotel and trip assisting applications are also store the travel activities of the
users. Certain advertising applications developed, collect the history of the users to create a
relevant display on their gadgets. In most cases, the users are interested in sharing their own
data to an unknown software. Therefore, the critical app developers create some minor
malwares for stealing such personal information. The network security tools are developed to
identify and block such malwares and intrusions received from unknown sources. The accuracy
performances of such intrusion detection systems are improved in recent days through deep

learning algorithms. The paper reviewed the role of deep learning algorithms in several
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network security tools and obtained a research gap that the neural network models does not

gain an acceptable accuracy while encountering a new intrusion or vulnerability in the system.
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