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Abstract  

Metadata is an exploration of the given data. It organizes the data by grouping the collected 

information on a particular structure for easy understanding. Metadata reduces the 

computational burden on data mining algorithms by keeping an organized record. Data that 

are related to healthcare application requires serious attention on privacy concern and 

therefore such information are encrypted in most cases. Processing of encrypted data is 

difficult, and it may lead to estimate the prediction with a faulty output. Hence, a blockchain 

based data securing system is proposed in the work for securing the data that are transmitted 

from a ubiquitous computing device. The paper also incorporates the proposed work with a 

whale optimization algorithm for reducing the execution time required on the blockchain 

based data storage and retrieval process. 
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 Introduction 1.

Ubiquitous computing devices are also called as pervasive computing devices that 

allow the smart electronic device to operate certain simple computations with the help of 

microprocessor inbuilt with it. In most cases, the ubiquitous devices are connected with cloud 

storage through an internet connection for storing the collected data. The ubiquitous devices 

also work same as that of IoT device but it has an inbuilt data storage and processing unit. 

The technologies behind a ubiquitous device is shown in figure 1. The electronic technologies 

involved in the ubiquitous devices need to be small in size with less energy consumption 
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components. Sensors are one of the primary interfacing components in such devices for 

gathering information [1, 2].  

 

Figure 1. Concepts behind the ubiquitous technology 

The IoT based communication systems are interfaced with the ubiquitous devices that 

consist of larger bandwidth and higher data transfer rate for improving their efficiency. 

Similarly, a computing module is integrated with the ubiquitous device for processing the 

collected data [3]. The basic characteristics of ubiquitous computing system are as follows. 

 Integration of multiple systems into a single device. 

 Optimized interfacing module for giving a better user experience. 

 Simultaneous process on online and offline data. 

 Connected to cloud and specialized local systems for data operation. 

 Secured data communication with authorized access. 

 Operational customization. 

1.1  Benefits, Challenges and Applications of Ubiquitous Computing 

The ubiquitous computing devices are highly beneficial to their nature on integration 

with multiple sensor and small size occupancy. Its nature on scheduling improves the user 

experience to certain extent and that also allows the device to schedule its data sharing 

process with good efficiency. As the energy consumption of ubiquitous devices are very low, 

it can be placed in a remote location too for gathering information with a small solar panel or 

battery support [4, 5]. Privacy is one of the primary challenges in the ubiquitous devices and 

that requires an algorithmic operation for protecting the data. At the same time, the hardware 
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and software security also make a limitation on implementing the device to many 

applications like healthcare and environmental monitoring [6]. However, the ubiquitous are 

devices are successfully implemented in the areas mentioned in figure 2. 

 

Figure 2. Applications of ubiquitous computing 

 Literature Survey 2.

A blockchain based decentralized system was designed to secure the information 

gathered on ubiquitous learning environment. The data were transmitted in the work through 

a miner module that observes the transaction on each communication [7]. Blockchain and 

Distributed Ledger-based Improved Biomedical Security system was proposed to enhance the 

privacy on the healthcare data. The experimental work also indicated a remarkable 

performance on its access speed on multiple transactions [8]. An SHA256 hash algorithm was 

structured to specify the location of each block involved in the blockchain environment. 

Hence it did not allow the data stored in the block to move from one place to another place. 

The analytic model gives betterment in terms of authentication count and delay [9]. 

A blockchain based security model was developed for cloud-based encryption system 

to protect the data sharing medium between the user application to the consumer application 

layer. The concept allowed to share data on very huge quantity in an encrypted format [10]. 

Hyperledger based electronic healthcare record system was structured with the concept of 

chain code for securing the healthcare data. The performance of the proposed model 

produced a better outcome at throughput measurement and round-trip time assessment [11].  

A blockchain based approach called healthchain was framed to secure the large scale 

healthcare data on sharing information between the patient and doctor. The motive of the 
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work was to secure the information from manipulation and deletion without the user 

knowledge. The experiment showed an improvement on communication and computation 

costs [12]. A decentralized data storage system was designed with interplanetary file system 

for storing the secured information of patient health records. A hyperledger caliper tool was 

incorporated in the work to calculate the throughput and latency of the proposed concept in a 

blockchain environment [13]. 

An electronic healthcare storage system based on blockchain approach was 

implemented to a centralized cloud system for data securing purpose. The work utilized 

searchable encryption protocol along with a re-encryption proxy network for realizing the 

security. The performance evaluation satisfied the computational efficiency on its higher side 

[14]. The blockchain technology was also included to the telehealth and telemedicine system 

for providing a data traceability and immutability on data theft. The blockchain 

methodologies were safe due to their nature on decentralization and transparency [15]. A 

cryptographic technique was merged over the traditional blockchain method for preserving 

the electronic healthcare records over the cloud system. The work allowed the data 

transaction based on the requests received from the transaction creation on the user [16]. 

A novel decentralized authentication algorithm was structured to organize the patient 

data on a blockchain network. The performance of the proposed model was compared with 

the traditional cloud system model without a blockchain environment. It indicated a good 

outcome on the authentication delay and network utilization [17]. A blockchain-assisted 

secure data management framework was organized to manage the healthcare data in a secure 

manner. The technique was analyzed the data transaction made between the implantable 

medical devices to the hospital private servers. The experimental model showed betterment 

on response time and accuracy ratio at a remarkable rate [18].  

A keyless signature infrastructure was designed to access the blockchain network for 

storing the healthcare data. An experiment was performed to analyze the outcome on average 

time, size, and cost on data access. The performance analysis gave a satisfaction on accessing 

speed and data storage occupancy [19]. An attribute based encryption model was proposed 

for securing the healthcare data to be stored on the cloud system. The system creates a new 

block when there is a transaction presence in the blockchain system. The experimental model 

showed a reduction in average time of operation data and execution time, and it improved the 

success rate over the traditional models with a great deviation [20]. 
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 Proposed Method 3.

Blockchain is a system used for securing the information in a distributed manner at a 

digital ledger environment. The blockchain modules does not require any third party 

algorithm or application for saving the stored information and it’s the main advantage of 

using blockchain in many applications. It is achieved by storing the data on different block by 

segregating the collected information into a group. The storage capacity of the block defines 

the amount of data that can be stored. The storage completed blocks are structured to make a 

chain connection over their previous blocks for data continuity. A new block will be opened 

in the chain process for storing the new upcoming data. In some applications, multiple blocks 

are opened for storing the categorized information. Figure 3 represents the transactional 

process view of a blockchain system. 

 

Figure 3. Blockchain transaction process 

A new transaction consisting of two different data ‘A’ & ‘B’ is shown in the process 

transaction figure and they are further forwarded from the base station to the cloud network 

for selecting their appropriate cloud system for storing the data. After selecting the network 

with confirmation, the data are stored in their respective distributed blocks. The completed 

blocks are grouped to form a chain architecture for final data storing process. Due to the 

complexity of the blockchain transaction process, the time required for data storing and 

retrieval becomes little high in some cases. To enhance such timing issue, certain 

optimization algorithms were utilized so far. In the proposed work, a whale optimization 
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approach is employed and its performances are verified over a blockchain model without 

optimization module. 

3.1  Whale Optimization Algorithm (WOA) 

WOA is a kind of meta-heuristic approach widely implemented to solve the numerical 

problems. The algorithm was developed from the inspiration of bubble net and social activity 

of whales in the ocean. Bubble net is a process of foraging done by whales by creating 

bubbles in a circular manner. The process of bubble net can be mentioned in two ways as 

upward spirals and double loops. In WOA, the bubble net model is implemented 

mathematically for searching a best solution by creating an encircling prey. The current best 

solution is moved towards the target solution in a step by step manner. The remaining 

solutions also change their position to reach the targeted solution as shown in equation 1. 

𝑋 (𝑡 + 1) = 𝑋𝑏𝑒𝑠𝑡 (𝑡) − 𝐴. 𝐷      (1) 

where, t = present iteration 

 A&D = attribute coefficients 

 Xbest = best position vector 

In shrink enriching process the value of the vectors are changed randomly to reach the 

level of zero. The updated position is represented in equation 2. 

𝑋 (𝑡 + 1) = 𝑋𝑏𝑒𝑠𝑡 (𝑡) + 𝐷. 𝑒. 𝑐𝑜𝑠2𝜋L    (2) 

where, L = random location from -1 to 1 

 Experimental Work 4.

The performance of the proposed work is experimented in Python environment and a 

group of random transaction is generated in the work to estimate the efficiency of the 

blockchain model with and without WOA optimization method. Figure 4 represents the 

memory utilization of the experimented work with respect to the number of blocks 

considered for the transaction. It indicates a gradual deviation on memory utilization with and 

without optimization model. Hence, the optimization model provides a better utilization of 

the resource for long term running process. 
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Figure 4. Memory utilization vs number of blocks 

 

Figure 5. Execution time on chain verification process 

 

Figure 6. Execution time on chain retrieval process 
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The performance of the proposed work is compared to that of the traditional technique 

in terms of the execution speed at the time of data verification process on storing it to the 

appropriate blockchain and its outcome is projected in figure 5. The execution time of the 

model without optimization is not gradual, and a slight surge at the incremental side is 

observed after 5000 blocks; but in case of optimized model such surges are not observed at 

any block interval. 

The execution time on the retrieval process is always less when comparing to the 

storage time on any system and that is clearly reflected in the conducted experiment 

projection shown in figure 6. The retrieval time on the optimized model shows betterment but 

the deviations are gradual in the retrieval process, whereas in chain verification process it is 

not gradual for non-optimized model. 

 Conclusion 5.

In recent days, the ubiquitous devices are employed in many applications due to the 

development on reliability in internet connectivity with good data transfer rate. The data that 

are created from such devices are stored in the cloud environment as metadata for improving 

the data access convenience. A WOA based optimization algorithm is employed in the 

proposed work for securing the cloud metadata in an efficient manner with blockchain 

technology. An experimental study is conducted with Python environment by generating a 

random data transaction to the blockchain network. A comparative analysis is performed over 

the traditional blockchain model without any optimization technique and found satisfied with 

the proposed WOA based optimization model in terms of execution time and memory 

utilization rate. In future, the experiment will be further conducted with different optimization 

algorithms to find a better optimization model. 
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