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Abstract

Traditional healthcare systems have difficulties such as delayed diagnosis, resource
constraints, and data security issues, particularly during pandemics. Lightweight CNNs,
capsule networks, and DAG-based blockchain alternatives are all included in a next-
generation healthcare system to improve diagnostic precision, scalability, and decentralized
data security. With GANs creating synthetic datasets for training, this method uses DAGs for
safe and scalable data sharing, lightweight CNNs for feature extraction, and capsule networks
for spatial representation. The real-time performance and interoperability of a modular design
are confirmed by measurements for accuracy, sensitivity, and latency. In terms of safe data
sharing and real-time pandemic detection, the suggested system outperformed traditional
techniques with 99.9% data integrity, 96.4% accuracy, 97.1% sensitivity, 23.3 ms latency,

and 1200 TPS scalability. It is an efficient option for healthcare settings with limited resources
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and real-time demands because of its scalability, robust security, and excellent diagnostic

precision.

Keywords: Lightweight CNNs, Capsule Networks, Blockchain Alternatives, Real-Time

Detection, Data Security, Healthcare Systems, Pandemic Diagnostics.

1. Introduction

Blockchain alternatives, lightweight Convolutional Neural Networks (CNNs), and
Capsule Networks are examples of next-generation technologies that are revolutionizing the
healthcare sector and helping to solve problems during pandemics. Problems with traditional
healthcare systems include delayed diagnosis, a lack of resources, and data security
difficulties, particularly in times of emergency like COVID-19. Wearable sensors and remote
systems are examples of edge devices that can benefit from lightweight CNNs, which allow
real-time disease detection with little processing needs. In applications such as medical
imaging, Capsule Networks improve interpretability and robustness by preserving spatial
hierarchies and enhancing feature representation. However, Directed Acyclic Graphs (DAGs)
offer decentralized, scalable, and energy-efficient alternatives to blockchain for contact
monitoring and medical information management, getting over the latter's drawbacks in terms

of energy consumption and scalability.

These technologies are used in this framework to provide scalability across various
healthcare infrastructures, strong data security, and real-time pandemic detection. While
Capsule Networks enhance accuracy and interpretability in Al-driven judgments, lightweight
CNNs guarantee rapid and effective diagnostics. DAGs improve system interoperability and
handle privacy issues by enabling safe, decentralized data sharing. By offering easily
accessible and resource-efficient solutions, the framework fills healthcare gaps in both urban

and rural locations, which makes it particularly useful in situations with limited resources.

The approach successfully solves important healthcare issues. CNNs that are
lightweight, edge computing efficient, and allow real-time diagnostics with no computational
overhead make them perfect for wearable and remote applications. By preserving spatial
hierarchies and enhancing Al interpretability and robustness, Capsule Networks get beyond
the drawbacks of conventional CNNs. DAG-based solutions guarantee secure, scalable, and

energy-efficient data management while upholding privacy and legal requirements in
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healthcare systems. Coordination and effectiveness in pandemic responses are made possible
by its modular architecture, which guarantees smooth integration with current infrastructures.
The framework is an essential tool for contemporary healthcare contexts since it combines

several technologies to improve data security, accessibility, and scalability.
The Primary goals are:

e Improving Diagnostic Efficiency: To facilitate quick decision-making, create

lightweight CNNs for real-time pandemic detection.

e Enhancing Data Security: To guarantee safe and decentralised data

management, use blockchain substitutes like DAGs.

e Boosting Model Robustness: Use Capsule Networks to improve medical

imaging and diagnostics' interpretability and precision.

e Enhancing Scalability: Create a framework that functions well in a variety of

healthcare settings with limited resources.

e FEnable smooth system integration and data transmission to promote

interoperability and coordinated healthcare responses.

The combination of [oT, Al, and cloud computing is highlighted in the study by [1]
which offers a thorough examination of privacy and security concerns in IoT-based healthcare
systems. But there are still a lot of unanswered questions. There are no comprehensive
solutions in the study for dealing with the security risks that resource-constrained IoT devices
pose in real-time. Furthermore, there is a lack of research on the application of privacy-
preserving Al models with lightweight cryptography techniques. The difficulties of scalability
and interoperability across various healthcare systems are not adequately covered in the

article.

The research [2] emphasizes how important it is to have a thorough knowledge of
imaging results in COVID-19 patients. Due to a lack of information about the distinctive
imaging patterns linked to the disease, diagnostic difficulties arose as the epidemic spread.
The study thoroughly examines the imaging results of 919 individuals, highlighting the
necessity of standardized methods for interpreting radiological data in order to provide precise

diagnoses and track the progression of the disease. Early diagnosis and efficient treatment
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planning were hampered by the ambiguity surrounding some imaging indicators. The
essential need for evidence-based imaging guidelines to improve patient outcomes and

increase diagnostic accuracy is discussed in this research.

2. Literature Survey

By improving disease detection, health monitoring, and secure data management, the
combination of blockchain, machine learning, and the Internet of Things (IoT) is
revolutionizing healthcare. A thorough analysis of 263 publications from reputable databases
was carried out by [3], with an emphasis on applications including medication traceability,
infectious disease monitoring, and medical record security. The study looks at how these
technologies have been adapted for use in healthcare IoT systems, identifies related issues,
and offers suggestions for further research. This research highlights important gaps and
provides a roadmap for creating strong, expandable solutions for healthcare breakthroughs

and pandemic preparedness.

The COVID-19 pandemic has increased the prevalence of cardiovascular diseases
(CVD), the world's largest cause of mortality, placing a burden on healthcare systems. To
overcome these obstacles, Smart and Connected Health (SCH) provides a planned,
preventative, and customized strategy. A thorough analysis of SCH technologies, including
big data, IoT, Al blockchain, and robotics, was carried out by [4], who emphasized their use
in diagnosis, tracking, monitoring, and resource allocation during the pandemic. They
addressed adoption issues and offered an architectural SCH model that included information
on its stakeholder and technology components. Improving patient-centred and sustainable

healthcare systems is the goal of future directions.

By combining SABAC models, hash-tag authentication with MDS5, and blockchain
encryption, [5] investigates a multi-layered security solution for cloud data protection. By
strengthening data integrity, privacy, and access control, this approach reduces risks like
unauthorized breaches. The study guarantees strong security in cloud computing
environments by utilizing cryptographic algorithms and decentralized validation, improving

data confidentiality and reliability.

The study[6] carried out a thorough analysis of edge-intelligent smart healthcare based

on [oT and IoMT. Their work examines important academic topics, such as security, medical
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signal fusion, edge-cloud integration, and artificial intelligence. The research highlights
present issues and makes recommendations for future lines of inquiry to develop smart

healthcare and meet the rising need for creative answers.

In light of the COVID-19 pandemic, remote healthcare has become an essential tool
for enhancing treatment results, cost effectiveness, and sustainability in international
healthcare systems. [7] investigate cutting-edge concepts and technologies that make assisted
living and next-generation remote healthcare possible. Their research highlights issues and
possible solutions in the sector, examines current solutions, and talks about the significance
of cutting-edge technologies. The authors highlight the necessity for ongoing advancements
in remote healthcare technology in order to effectively meet the needs of global healthcare,
while also identifying important research gaps and outlining future initiatives to promote

innovation.

Identifies key nodes that are essential for data integrity and privacy in order to
investigate security issues in loT-based applications for senior healthcare. The research uses
a quantitative method to improve safe business models by optimizing encryption and network
design. The results demonstrate effective loT security frameworks that guarantee reliable,

real-time monitoring and risk reduction for senior care services [8].

Investigates improved security measures in cloud computing for healthcare, focusing
on access control, data confidentiality, and data integrity. To protect sensitive medical
records, the study incorporates intrusion detection, multi-factor authentication, and
encryption. The research mitigates cyber hazards and unauthorized access concerns by
fortifying cloud security frameworks, which guarantees dependable, secure, and effective

healthcare data management [9].

In order to improve accuracy and automation in the healthcare industry, [10]
investigated the integration of Al with 3D printing technologies, such as stereolithography
(SLA). This chapter focuses on developments in COVID-19 responses, personalized
therapeutics, and regenerative medicine. By fusing 3D printing with Al ideas like machine
learning and the Internet of Things, it explores the potential, obstacles, and future of

healthcare transformation.

In Wuhan, China, [11] compared RT-PCR and chest CT scans for the diagnosis of
COVID-19 in 1014 patients. With a 97% sensitivity, chest CT could identify COVID-19
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before or in conjunction with positive RT-PCR results. Significantly, 75% of patients who
tested negative for RT-PCR also tested positive for CT, indicating that CT may be used as the

main diagnostic method in outbreak situations.

In order to manage the COVID-19 pandemic, [12] emphasise the importance of
cutting-edge technology such as blockchain, cloud computing, deep neural networks, and
beyond 5G (B5G) connectivity. By promoting worldwide computing, protecting data privacy,
and improving precise testing, these developments greatly lessen the epidemic's negative

social effects.

The importance of technology in reducing respiratory infectious diseases through
measures like mask wearing, social separation, and quarantine is methodically examined by
[13]. They find trends in pandemic preparedness by examining 219 studies out of an original
1139, and they stress the necessity of improved data processing and strong supporting

evidence in further investigations.

With the development of wearable technology and smaller devices, a branch of
wireless sensor networks known as wireless body area sensor networks (WBASNSs) has arisen.
These networks make it possible to monitor physiological parameters for medical purposes,
which helps with alarm systems and disease diagnostics. WBASN designs, applications,
security, energy-efficient routing, and radio technologies are reviewed by [14], who also talks

about the field's difficulties and potential.

By enabling collaborative Al training without sharing raw data, Federated Learning
(FL), a distributed Al paradigm, solves scalability and privacy issues and transforms smart
healthcare. FL developments, designs such as resource-aware and personalised FL, and
applications in imaging, COVID-19 detection, and health data management are examined
[15]. The report summaries FL initiatives, difficulties, and potential avenues for further

healthcare innovation research.

Explores how blockchain technology and artificial intelligence might be combined to
improve hiring procedures in his study. The study highlights how these technologies ensure
transparency, increase efficiency, and lower fraud, hence streamlining the talent acquisition
process. It emphasizes how blockchain's secure record-keeping and Al-driven analytics can

revolutionize hiring practices [16].
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Deep learning (DL) approaches for early COVID-19 detection utilizing image and
acoustic modalities are reviewed by [17]. They point to human mobility estimation, cough
analysis, and chest CT and X-ray imaging as useful diagnostic and spread control methods.
The study addresses issues and potential paths for COVID-19 detection by looking at DL-

based methods, preprocessing, feature extraction, and classification.

Investigates Al-powered healthcare systems that use mobile computing and
sophisticated data analytics to enhance patient outcomes. The study identifies remote
monitoring, predictive analytics, and real-time diagnostics as essential elements. Al and
mobile technology integration improve decision-making, individualized care, and resource
efficiency in medical practice by making healthcare more data-driven, accessible, and

effective [18].

3. Methodology

For real-time pandemic detection and data protection, the suggested framework
combines blockchain alternatives, lightweight CNNs, and capsule networks. Preprocessing
medical data (such as images and patient records) to improve quality, using lightweight CNNs
for effective feature extraction and real-time disease detection, and using capsule networks to
maintain spatial hierarchies and enhance interpretability are the three main steps in the
methodology. Blockchain alternatives such as DAGs guarantee decentralized, scalable, and
privacy-preserving data interchange for safe data sharing. To overcome data shortage, the
architecture also incorporates GAN-based synthetic data generation. These parts work
together in a scalable and interoperable pipeline that may be used with a variety of healthcare
systems. The synthetic healthcare dataset is a valuable tool for data science, machine learning,
and analytics professionals. It replicates real-world healthcare data, allowing users to enhance
their data manipulation, analysis, and predictive modeling skills, enhancing innovation and

insights within the healthcare sector.
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Figure 1. Architecture of the Proposed Next-Generation Healthcare Framework

Advanced techniques are integrated into the healthcare infrastructure depicted in
Figure 1 to guarantee safe and effective operations. The first step is the preparation of medical
data (https://www.kaggle.com/datasets/ssarkar445/covid-19-xray-and-ct-scan-image-
dataset), which includes image preprocessing for CT and X-ray scans, normalization, and
augmentation. While lightweight CNNs allow for real-time feature extraction, capsule
networks improve interpretability and maintain spatial hierarchies. To overcome the lack of
data, GANs create a variety of artificial datasets. Secure, scalable, and energy-efficient data
interchange is guaranteed by a DAG-based blockchain. To facilitate scalability and
interoperability, this modular framework integrates CNN and Capsule Network
functionalities. Accuracy, sensitivity, latency, and data integrity are performance measures
that verify its appropriateness for real-time, resource-constrained healthcare settings. The
Lightweight CNN effectively extracts features from medical images through optimized
convolutional layers, batch normalization, and depthwise separable convolutions, allowing
for real-time diagnosis with minimal processing overhead. It uses global average pooling for
dimensional reduction and a softmax layer for accurate disease classification, making it suited
for resource-constrained environments. The Capsule Network (CapsNet) improves
interpretability by conserving spatial hierarchies, utilizing principal capsules, dynamic
routing, and squash activation to express robust features. The margin loss function improves
classification accuracy, making it ideal for medical imaging. The combination of Lightweight
CNNs for fast feature extraction and Capsule Networks for structured representation improves

scalability, accuracy, and decentralized data security in healthcare.
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3.1 Lightweight CNN for Feature Extraction

For lightweight Convolutional Neural Networks (CNNs) to detect disease-specific
patterns in medical imaging like CT scans or X-rays, feature extraction is essential. The

mathematical representation of this process is:
f(x)=W-x+b (1)

In equation (1), where f(x) : Represents the extracted feature map, W : The filter
weight matrix used in convolutional layers to detect specific patterns in the input data, x :
The input data (e.g., medical images) passed through the CNN, b : The bias added to ensure
that the model accounts for the inherent variability in input data. Wearable sensors and mobile
diagnostic tools are examples of edge devices that use these to analyse medical images in real
time. Deployment in environments with limited resources, including rural healthcare
institutions, is made possible by their effectiveness and minimal computational requirements.
Convolutional procedures, pooling, normalisation, and non-linear activation functions (like
ReLU) are applied by the CNN. Lightweight CNNs are appropriate for real-time processing
on devices with limited resources since they are built with fewer parameters and optimised
architectures to minimise computational overhead. High-level patterns like anomalies in
medical imaging are represented by these extracted characteristics, which are then further

categorised or examined by further layers or models.
3.2 Capsule Networks for Spatial Representation

By maintaining spatial hierarchies and enhancing the interpretability of the
characteristics that are extracted, Capsule Networks overcome the drawbacks of conventional

CNNs . A capsule's output is computed as follows:
17]' = Squash (Zl Cij . uiU) (2)

In equation(2),where v; : Final output vector of the capsule representing the presence
and orientation of a specific feature, ¢;; : Coupling coefficients that determine the weight of
the contribution from a lower-level capsule i to a higher-level capsule j, u;); : Predicted vector
output from capsule i to capsule j, Squash: A non-linear activation function that normalizes
v; to ensure its length represents the probability of the detected feature. Capsule Networks are

excellent at analysing medical images, such as identifying abnormalities in chest X-rays or
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tumours in MRI scans, by maintaining spatial hierarchies. This guarantees a greater level of
precision and dependability in diagnostic procedures. In tasks like medical imaging, where
spatial relationships and feature hierarchies—such as the arrangement of organs or tissues—
are essential, capsule networks are very helpful. Capsule Networks enhance diagnostic
robustness and accuracy by upholding these connections, which makes them extremely useful

in medical applications.
3.3 DAG for Secure Data Sharing

The framework uses systems based on Directed Acyclic Graphs (DAGs) for safe and

scalable data sharing. In DAG, transactions are represented as:
Ty = H(Ti—1, Dy) 3)

In equation (3), where T; : The current transaction in the DAG structure, T;_; : The
previous transaction, creating a dependency chain that ensures data integrity, D; : The current
data or metadata being processed and stored, H : A cryptographic hash function that ensures
the immutability and security of transactions. In accordance with privacy laws like GDPR and
HIPAA, DAG-based architectures offer a decentralized platform for safely storing and
exchanging medical data, including test results and patient records. DAG topologies improve
scalability and lower latency by processing numerous transactions in parallel, in contrast to
traditional blockchains. A clear and unchangeable record of data transfers is ensured by the
hash linking each transaction to earlier transactions. This is particularly important in the
healthcare industry for contact tracking, data sharing between institutions, and the secure

management of sensitive patient records.
Algorithm 1. Pandemic Detection Data Security

INPUT: Medical Data (Images, Records) D , Transaction Data T
OUTPUT: Disease Classification Results, Secure Data Storage
BEGIN

// Preprocessing

Preprocess data D to enhance quality

Normalize image intensities for input to CNN

/I Lightweight CNN for Feature Extraction

FOR each data pointd € D DO
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Extract features F = CNN(d)
END FOR
// Capsule Network for Classification
FOR each feature F DO
Compute Capsule Output:
v; = Squash (3 Cij -u”]-)
IF v; satisfies disease threshold THEN
Classify as Disease Positive
ELSE
Classify as Disease Negative
END IF
END FOR
// Secure Data Sharing using DAG
FOR each transaction T; DO
Compute T; = H(T;_4,D;)
IF T; verified THEN
Store T; in DAG structure
ELSE
Reject T;
END IF
END FOR
RETURN Classification Results, Secure Data Transactions
END
Three steps are involved in Algorithm 1 processing of medical data. To improve
quality, the data is first pre-processed, which normalises images for CNN input. Features from
medical data, such as imaging patterns suggestive of disease, are extracted by lightweight
CNNs. Then, by maintaining spatial hierarchies, Capsule Networks classify these traits,
producing reliable and understandable results. Every transaction is hashed and validated in a
DAG-based structure for safe data handling, guaranteeing scalable and decentralised data
sharing. The method satisfies the dual goals of data security and real-time pandemic detection

by producing disease classifications and securely saved transaction data.
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3.4 Performance Metrics

To guarantee strong performance in real-time pandemic detection and data security,
the suggested next-generation healthcare frameworks make use of lightweight convolutional
neural networks (CNNs), capsule networks, and blockchain alternatives. TensorFlow,
PyTorch, and Keras are used for deep learning in the development of lightweight CNNs,
capsule networks, and GANs in the suggested healthcare framework, ensuring effective
feature extraction and spatial representation. While TensorFlow-GAN (TF-GAN) and
PyTorch's GAN module create synthetic datasets for reliable training, Capsule Layers
(PyTorch) improve interpretability. Hyperledger Fabric with IOTA Tangle guarantees safe,
decentralized data management, while OpenCV helps with image preprocessing. This
modular technique improves real-time pandemic detection and has been proven by excellent
accuracy (96.4%), sensitivity (97.1%), and low latency (23.3 ms). Performance indicators
include improved specificity to eliminate false positives, decreased computing delay through
lightweight models, and high accuracy and sensitivity in identifying abnormalities associated
with pandemics. Through the tamper-proof methods of blockchain, the frameworks ensure
data integrity while achieving scalability with minimal resource needs. Additionally,
decentralized storage strengthens security while guaranteeing privacy compliance. The total
effectiveness of healthcare administration during pandemics is advanced by real-time
analytics, which provides quick answers, and enhanced system interoperability, which makes

data interchange easier.

Table 1. Comparative Performance Metrics of Next-Generation Healthcare

Frameworks

Metric Lightweight | Capsule | Blockchain | Combined
CNN Networks | Alternatives | Framework
Accuracy (%) | 92.3 90.8 88.5 96.4
Sensitivity (%) | 91 92.5 89 97.1
Specificity (%) | 89.6 91.2 87.8 95.3
Detection 26.5 28.4 52.7 23.3
Latency (ms)

ISSN: 2582-337X

418



Rajani Priya Nippatla, Chaitanya Vasamsetty, Bhavya Kadiyala, Sunil Kumar Alavilli, Subramanyam Boyapati

Data Integrity | 98 98.3 99.9 99.9
(%)

Interoperability | 85.7 87.4 88.1 94.6
Score

Energy 0.72 0.8 1.2 0.65
Efficiency (J)

The performance metrics of several methods for real-time pandemic detection and data
security—Lightweight CNNs, Capsule Networks, Blockchain Alternatives, and their
Combined Framework—are displayed in Table 1. Metrics like detection latency, sensitivity,
specificity, and accuracy show how effective these techniques are at spotting anomalies linked
to pandemics. Transaction throughput per second (TPS) in the DAG-based system was used
to quantify scalability, whereas detection delay was determined by analysing the real-time
processing performance of lightweight CNNs and capsule networks. For tamper-proof
storage, cryptographic hash functions were used to guarantee data integrity. The framework
surpassed traditional techniques with its 23.3 ms latency, 1200 TPS scalability, and 99.9%
data integrity. While lightweight CNNs and capsule networks offer low latency and high
detection rates, blockchain alternatives excel in data integrity and interoperability. By
utilizing their respective advantages, the integrated framework surpasses individual
techniques, offering higher energy efficiency (0.65 J), faster detection (23.3 ms), and

increased accuracy (96.4%), making it perfect for safe and scalable healthcare systems.

Performance
o

Figure 2. Integration of Advanced Techniques for Secure and Scalable Data

Processing in Healthcare Systems

Journal of Ubiquitous Computing and Communication Technologies, December 2024, Volume 6, Issue 4 419



Next-Generation Healthcare Frameworks: Lightweight CNNs, Capsule Networks, and Blockchain Alternatives for Real-Time Pandemic Detection and Data
Security

The entire architecture that combines GANs, Capsule Networks, Lightweight CNNs,
and DAG-based systems is shown in Figure 2. Each element tackles distinct healthcare issues:
GAN:Ss create artificial datasets for reliable Al training; lightweight CNNss allow for real-time,
energy-efficient disease diagnosis; Capsule Networks improve feature interpretability and
accuracy; and DAG guarantees safe, scalable, and decentralized data management. The
combined architecture supports both urban-rural healthcare systems and resource-constrained
situations by achieving enhanced diagnostic precision, data integrity (99.9%), and scalability
(1200 TPS). Generative Adversarial Networks (GANSs) help to minimize data scarcity by
creating high-quality synthetic datasets for AI model training, which improves diagnostic
accuracy, sensitivity, and specificity. This is especially important in epidemic situations
because diversified medical data is lacking. GANs improve model robustness and
generalizability by enriching training datasets, resulting in accurate diagnostics across a wide
range of healthcare environments. Their integration improves the framework's performance

while preserving data integrity and interoperability.

4, Result and Discussion

The framework incorporates cutting-edge technology to address important healthcare
issues, especially secure data management and real-time pandemic detection. By maintaining
spatial hierarchies, Capsule Networks improve diagnostic resilience and interpretability,
while lightweight CNNs facilitate effective feature extraction for quick disease identification.
GANSs solve the issue of data scarcity by producing high-quality synthetic datasets for Al
model training, while DAG-based systems guarantee safe, decentralized, and scalable data
sharing. With 96.4% accuracy, 97.1% sensitivity, 23.3 ms latency, 0.65 J energy efficiency,
and 99.9% data integrity, the framework performs exceptionally well. Because of its modular

and interoperable design, it can scale to 1200 TPS, making it a complete healthcare solution.

Table 2. Performance Comparison of Proposed Framework with Conventional

Healthcare Techniques and Methods

Metric [14] [19] 15 [17] Proposed
Framework

ISSN: 2582-337X 420



Rajani Priya Nippatla, Chaitanya Vasamsetty, Bhavya Kadiyala, Sunil Kumar Alavilli, Subramanyam Boyapati

Methods Used | WBAN for | Smart and | Federated | Al for Lightweight
Health Connected | Learning | COVID- | CNNs, Capsule
Monitoring | Healthcare | for Smart | 19 Networks,

Healthcare | Diagnosis | DAG, GANs

Accuracy (%) | 89.5 91.3 92.8 94.1 96.40

Sensitivity (%) | 87.3 90.2 91.5 93.2 97.10

Specificity (%) | 85.2 88.7 90.6 92.1 95.30

Latency (ms) 354 30.2 27.5 253 233

Energy 1.20 0.98 0.85 0.78 0.65

Efficiency (J)

Data Integrity | 97.00 97.80 98.50 98.70 99.90

(o)

Scalability 700 850 950 980 1200

(TPS)

Interoperability | 85.7 88.4 90.1 923 94.6

Score

The performance of several healthcare frameworks is shown in the Table 2. Khan and
Pathan [14] concentrate on WBAN for health monitoring, which has a high latency (35.4 ms)
and an accuracy of 89.5%. The focus of Nujum Navaz et al. [19] is on smart and connected
healthcare, with improvements in scalability (850 TPS) and latency (30.2 ms). By using
federated learning, Nguyen et al. [15] improve data integrity (98.5%) and accuracy (92.8%).
Al is used by Khanna et al. [17] to diagnose COVID-19, increasing latency (25.3 ms) and
specificity (92.1%). By using cutting-edge technologies including CNNs, Capsule Networks,
DAGs, and GANS, the suggested framework beats all others, attaining 96.4% accuracy, 97.1%
sensitivity, 23.3 ms latency, and 99.9% data integrity.

421
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Percentage

75

Monitoring Connected Learning for
Healthcare Smart Healthcare

= Accuracy %

Methods

Sensitivity2e Specificity%

20
85
80

WBAN for Health Smart and Federated AT for COVID-19

Lightweight

Diagnosis CNNs, Capsule
Networks, DAG,

Data Integrity %

GANs

Figure 3. Performance Comparison of Healthcare Frameworks Across Accuracy,

Sensitivity, Specificity, and Data Integrity

The performance of several healthcare frameworks is compared in the Figure 3, which

emphasizes important parameters such as data integrity, sensitivity, specificity, and accuracy.

On all criteria, the suggested framework that combines lightweight CNNs, Capsule Networks,

DAGs, and GANs performs best, attaining 96.4% accuracy, 97.1% sensitivity, 95.3%

specificity, and 99.9% data integrity. Compared to other approaches such as WBAN,

federated learning, smart and connected healthcare, and Al for COVID-19 diagnosis, these

results show a considerable improvement. The results highlight the better diagnostic accuracy,

data security, and dependability of the suggested architecture, which makes it a perfect fit for

contemporary, scalable healthcare applications.

Table 3. Impact of Individual and Combined Techniques: Evaluating DAG, GAN:S,

Capsule Networks, and Lightweight CNNs for Healthcare Performance

ISSN: 2582-337X
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Capsule
Networks
Only

90.80

91.90

89.40

25.0

900

0.82

99.60

91.20

Lightweig
ht CNNs
Only

89.50

90.80

88.20

40.5

750

1.0

97.90

85.70

DAG +
GANs

94.50

95.10

93.00

25.5

1050

0.78

99.80

92.30

Capsule
Networks
+
Lightweig
ht CNNs

92.40

93.60

91.20

26.7

920

0.75

99.60

91.70

GANSs +
Capsule
Networks

93.20

94.10

92.30

25.8

940

0.72

99.70

91.90

DAG +
Lightweig
ht CNNs

93.00

93.80

92.00

28.0

890

0.87

98.90

90.20

DAG +
GANs +
Capsule
Networks

95.50

96.00

94.10

24.5

1150

0.70

99.80

93.50

GANs +
Capsule
Networks
+
Lightweig
ht CNNs

95.20

95.80

93.90

243

1120

0.68

99.80

93.20

Full
Framewor
k (All
Compone
nts)

96.40

97.10

95.30

23.3

1200

0.65

99.90

94.60
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The contribution of each component and how they function together across important
performance measures is examined in the Table 3 to give a thorough assessment of the
suggested framework. Data integrity (98.5%) and scalability (850 TPS) are improved by
DAG-based systems, although latency (30.5 ms) is increased. GANs generate artificial data,
which increases sensitivity (93.2%) and accuracy (92.3%). Diagnostic robustness and
specificity are increased using capsule networks (89.4%), but lightweight CNNs provide low
latency (40.5 ms) and energy efficiency (1.0 J). Combination setups, like Capsule Networks
+ Lightweight CNNs or DAG + GAN:Ss, exhibit notable gains. All are surpassed by the whole
framework, which achieves 99.9% data integrity, 1200 TPS scalability, and 96.4% accuracy.

Metheds

Performance

Figure 4. Impact of Individual and Combined Techniques: Enhancing Healthcare

Performance with DAG, GANs, Capsule Networks, and Lightweight CNNs

The performance impact of each component alone and in combination with the
suggested healthcare framework is shown in Figure 4. A distinct contribution is made by each
technique, such as DAG-based systems, GANs, Capsule Networks, and Lightweight CNNs,
to enhance metrics like scalability, accuracy, and latency. Sensitivity, specificity, and energy
economy are all significantly improved by combined designs, such as DAG + GANs or
Capsule Networks + Lightweight CNNs. With the best accuracy (96.4%), lowest latency (23.3
ms), and outstanding data integrity (99.9%), the entire framework—when all its parts are
integrated—produces the best outcomes, making it a reliable and expandable healthcare

solution.
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Figure 5. Performance Comparison of Proposed Framework with Existing Methods:

Metrics Analysis Across Configurations

A comparison of the suggested framework with current approaches is shown in Figure
5 using important performance indicators, such as accuracy, sensitivity, specificity, latency,
scalability, energy efficiency, and interoperability. The graph demonstrates the improved
accuracy (96.4%), lower latency (23.3 ms), and increased scalability (1200 TPS) of the
suggested system, highlighting its better performance. These outcomes highlight how reliable
and flexible the framework is for real-time healthcare applications. Across various healthcare
infrastructures, the integration of cutting-edge technologies, such as DAGs, GANs, Capsule
Networks, and Lightweight CNNs, guarantees effective data processing, enhanced
interpretability, and high interoperability. GAN-generated synthetic datasets, DAG-based
blockchain alternatives, lightweight CNNs, and capsule networks were used to test the
suggested architecture, guaranteeing accuracy (96.4%), sensitivity (97.1%), and specificity
(95.3%). Its superiority over current techniques was shown by performance parameters such
as latency (23.3 ms) and scalability (1200 TPS). It is a solid solution for safe, scalable, and
accurate healthcare diagnostics because of its modular, interoperable design, which

demonstrated real-time adaptation.

5. Conclusion

The suggested framework is ideally suited for real-time healthcare applications due to
its exceptional overall performance, which includes an astonishing 96.4% accuracy, 97.1%
sensitivity, and 1200 TPS scalability. The combination of DAG-based systems, GANS,
Capsule Networks, and Lightweight CNNs, utilizing cutting-edge techniques, guarantees
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reliable, safe, and effective data processing and disease detection. Low latency of 23.3 ms and
excellent energy efficiency of 0.65 J demonstrate its real-time capacity, satisfying the
requirements of resource-constrained situations. The system also protects data privacy and
integrity, using decentralized processing to achieve 99.9% integrity and high trustworthiness.
The flexible and modular design efficiently addresses contemporary issues by facilitating

smooth interaction with various healthcare systems.
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