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Abstract 

Quantum Machine Learning (QML) is a new multidisciplinary field that exploits the 

computational power of quantum computing for machine learning problems. Current research 

provides an overview of important QML algorithms, such as Quantum Support Vector 

Machines (QSVM), Quantum Neural Networks (QNN), Variational Quantum Eigensolvers 

(VQE), Quantum Approximate Optimization Algorithm (QAOA), and hybrid quantum-

classical computing techniques, which have recently become more popular owing to hardware 

constraints in the NISQ period. Analysis reveals that QML provides an edge in working with 

high-dimensional data, optimization, and probabilistic modeling. Applications of the 

technology include various areas such as diagnostics, drug discovery, financial models, 

cybersecurity, and quantum cryptography (Quantum Key Distribution, QKD). Nevertheless, 

QML technology suffers from multiple difficulties, including the lack of scalable qubits, noise 

and decoherence, inefficient encoding methods, absence of standard benchmarking, and 

interpretability of models. Moreover, hybrid computing architecture and nascent quantum 

software development are also barriers.  

Keywords: Quantum Computing, Quantum Machine Learning (QML), Quantum Neural 

Networks (QNN), Machine Learning, Quantum Algorithms, Decoherence, Qubit Scalability, 

Error Correction, Data Encoding, Cybersecurity. 

1. Introduction 

The fast development of data science has resulted in the classical computer technology 

reaching its capability limits, together with the increased complexity of computational 
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problems. The classic way of using Machine Learning (ML) for solving tasks related to pattern 

recognition, prediction, and decision-making is highly efficient but encounters certain 

problems when operating with high-dimensional data and optimization tasks. It is in this 

context that quantum computing emerged as an innovative concept in information processing 

based on the principles of superposition, entanglement, and quantum parallelism. 

Quantum Machine Learning (QML) refers to the emerging area of study combining 

machine learning and quantum computing to enhance the learning ability of machines through 

the advantages provided by quantum computation. Different from traditional approaches, QML 

approaches are capable of modeling and operating on complicated datasets in very high-

dimensional Hilbert spaces. Thus, the treatment of high-dimensional datasets and optimizations 

becomes more efficient. The development of quantum algorithms such as QSVM, QNN, VQE, 

and QAOA illustrates the possibilities provided by QML. However, despite being highly 

beneficial for the field, the implementation of QML still faces some bottlenecks due to the 

limitations of current quantum machines (the so-called NISQ - Noisy Intermediate-Scale 

Quantum). Decoherence, qubit scaling problems, and noise are among the limitations that 

significantly affect the effectiveness of quantum computers. Therefore, hybrid quantum-

classical models have become rather popular. 

QML technology can be applied to various sectors such as medicine, finance, cyber 

security, and quantum cryptography. One of the key sectors in which QML technology finds 

use is medicine. The technology improves diagnosis, medical imaging, and personalized 

treatments. Moreover, the combination of QML technology and quantum cryptography has 

improved the security of communication systems using quantum key distribution technology. 

While QML presents great potential, many issues still need to be resolved. Such issues involve 

ineffective methods of encoding data, a lack of benchmarks for QML, poor implementations 

of QML, and problems with model interpretability and integration. Solving all these issues will 

help harness the full power of QML. 

Figure 1 describes the differences between Classical Machine Learning (CML) and 

Quantum Machine Learning (QML). The classical approach utilizes classical data that is 

sequentially operated on by means of classical operations, measurements, and physical 

transformations. As a result, classical output is produced and stored in classical memory. On 

the other hand, the quantum approach involves using quantum states for parallel computation. 

QML operates on quantum states and stores the trained model in quantum memory. 
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Figure 1. Classical vs quantum machine learning framework 

2. Research Analysis 

Quantum Machine Learning (QML) is a multidisciplinary branch that combines 

quantum computing and machine learning to solve sophisticated computing problems. Many 

researchers have contributed to the theory, algorithms, hardware, and application domains of 

QML. 

An excellent summary of QML was proposed by Biamonte et al. [1], where the authors 

pointed out the capacity of the approach to use quantum systems for pattern recognition and 

data analysis. The incorporation of artificial intelligence into quantum systems was also 

mentioned by Dunjko and Briegel [2], who described how quantum learning can revolutionize 

computational intelligence. Further, quantum machine learning algorithms, which can be 

applied to classification and optimization problems, were considered by Schuld and 

Petruccione [3]. Quantum machine learning is shown to have advantages compared to classical 

machine learning by Srivastava [4], whereas Schuld et al. [5] and Wittek [6] made other 



                                                                                                                                                                                                                                 Joy Iong Zong Chen 

Recent Research Reviews Journal, December 2026, Volume 5, Issue 2                                                                                                                                           321 

 

researches on this theme. Algorithms-related researches included QML algorithms and their 

performances. Arunachalam and de Wolf [7] made a theoretical study of the limits of quantum 

learning. Benedetti et al. [8] made researches on parameterized quantum circuits and 

variational learning models. Research of Ciliberto et al. [9] was devoted to quantum kernel 

methods, and it emphasized the role of the method in increasing classification performance 

[10]. 

Improvements in hardware and system-level have also received considerable attention. 

Whitlow [11] conducted a comprehensive survey on the architectures of quantum computing 

systems, superconducting qubits, trapped ions, and photonic circuits, and their application in 

machine learning. Integrated photonic systems for QML have been analyzed in [12], which 

reveal several strengths, including low energy consumption and fast computation. But all of 

the above works show some weaknesses, including decoherence, noise, and scalability 

problems for qubits. A lot of research papers based on the application of QML reveal its 

increasing significance in practical areas. Fatunmbi [13] examined the use of Quantum Neural 

Networks (QNN) and classical machine learning algorithms in disease diagnosis in the 

healthcare sector, which can lead to improved precision and customization of treatments. 

Valencia-Ariza et al. [14] carried out a systematic review regarding the application of artificial 

intelligence and quantum computing in industry and healthcare sectors. Some other studies 

were conducted by Chen et al. [15], Huang et al. [16] and Sharma et al. [17]. 

In recent years, many researchers have applied QML to cybersecurity and quantum 

cryptography applications. Purohit and Vyas [18] explored the effect of QML in Quantum Key 

Distribution (QKD) and showed an improvement in key creation, error correction, and 

detection of eavesdroppers. Mahmud and Abdelhadi [19] explored the use of artificial 

intelligence in quantum communications. Quantum-classical hybrid systems have become the 

leading approach because of present hardware constraints. Research by McClean et al. [20] 

brought forth variational quantum algorithms, whereas research by Farhi et al. [21] resulted in 

the Quantum Approximate Optimization Algorithm (QAOA), designed for solving 

combinatorial optimization tasks. Research by Peruzzo et al. [22] proposed Variational 

Quantum Eigensolver (VQE) algorithm, which combines quantum circuitry and classical 

optimization techniques. Such hybrid systems are extensively used during the NISQ era, thus 

facilitating the implementation of QML. Apart from developments in algorithms and 

applications, the wider surveys carried out by Preskill [23] pointed out the limitations of 
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existing quantum devices, and introducing the idea of the NISQ era due to problems with noise, 

scalability, and error correction. 

Even though considerable progress has been achieved, the research literature always 

mentions some important issues, such as ineffective data encoding, non-standard 

benchmarking, scalability problems in terms of quantum hardware, and interfacing of quantum 

and classical computers. Interpretability and reliability continue to be important issues, 

especially when dealing with applications like healthcare and cybersecurity. In summary, all 

the discussed papers have shown that QML is an area that is advancing very quickly and which 

has both theoretical and practical possibilities. Most of the research done is still at the 

experimental or simulation level, and there is a need for development in hardware and software. 

3. Comparative Analysis 

In line with the systematic literature review and the e research discussed in the above 

sections, this section presents a comparative study of Classical Machine Learning (CML), 

Quantum Machine Learning (QML), and Hybrid Quantum-Classical algorithms, focusing on 

computation, performance, scalability, and practicality.  

3.1   Computational Paradigm Comparison 

Conventional machine learning employs deterministic and sequential computation, 

utilizing classical bits via existing algorithms. Such models are highly reliable due to robust 

software support and established reliability. Nevertheless, they underperform in high-

dimensional and optimization problems [4], [10]. In contrast, Quantum Machine Learning 

leverages quantum mechanical phenomena like superposition and entanglement, enabling 

parallel processing in multi-dimensional Hilbert space. QML systems are expected to handle 

complex data processing tasks more effectively than their classical counterparts [1], [3], [19]; 

however, this capability is currently restricted by technical limitations. Hybrid quantum-

classical models combine quantum circuits and classical optimization to harness the strengths 

of both paradigms. The implementation of QML in the NISQ era, explained in the methodology 

and shown in Figure 2 introduces additional computational complexities [20], [22]. 

3.2   Performance and Efficiency Analysis 

Classical machine learning models perform better than deep learning models in terms 

of stability and scalability. Classical models can deliver high accuracy on different types of 
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problems because of their optimization algorithms and large data volumes. However, quantum 

machine learning has shown promising results with regard to increasing the speed and accuracy 

of particular processes such as optimization and probability analysis. Research such as that 

done by Mounika et al. [22] indicates moderate gains in performance when tested on 

benchmark datasets. However, these gains are not universal, but rather application-specific and 

confined to small problems because of hardware limitations. Hybrid models represent a more 

balanced solution because they enhance efficiency while keeping the process feasible. 

However, these models allow iterative optimization with classical computers as illustrated in 

Figure 2, but are limited by problems like convergence instability and parameter adjustment 

challenges [20], [22]. 

3.3   Scalability and Hardware Constraints 

The scalability problem still poses a challenge to QML. While traditional systems scale 

well with increased amounts of data through distribution and cloud-based systems, quantum 

systems are limited by a lack of qubits, noise, and decoherence, which restrict the size and 

depth of quantum circuits. While hybrid models try to tackle this problem through computation 

offloading to classical computers, they remain highly reliant on the quality and existence of 

quantum devices. This means that widespread use of QML faces significant difficulties. 

3.4   Application Domain Comparison 

Applications of classical machine learning algorithms have been successfully employed 

in various fields, including medicine, finance, cybersecurity, and big data analysis. In contrast, 

QML applications have shown potential in healthcare diagnostics, drug discovery, 

optimization, and quantum cryptography, specifically Quantum Key Distribution (QKD) 

systems [13], [18], [21]. Nevertheless, QML application is mostly experimental with very small 

application of it in real-world implementation. The hybrid approach seems to be the most 

realistic in terms of application. 

3.5   Complexity and Implementation Challenges 

Classical methods benefit from the availability of advanced tools and frameworks, 

along with simple implementation. However, QML faces challenges in algorithm development, 

data encoding, and integration. Mapping classical data into qubits and constructing a good 

quantum circuit limits its implementation [9, 10]. The hybrid approach makes the process more 

challenging due to the interaction between classical and quantum systems. Challenges such as 
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optimization cost, parameter tuning, and system integration make the implementation even 

more challenging [20, 22]. 

In general, comparative analysis shows that classical machine learning seems more 

pragmatic and popular than other approaches. The field of quantum machine learning promises 

many theoretical benefits, especially when dealing with sophisticated and multi-dimensional 

tasks; however, it cannot yet offer much in practice due to technical limitations. Hybrid 

quantum-classical approaches become a good compromise between these two techniques, 

making the use of quantum technologies possible. 

4. Research Gap 

Even as QML has displayed great promise, some challenges need to be addressed for it 

to be scalable and deployed effectively, according to a critical analysis of the selected research 

works. 

4.1   Limitations of Quantum Hardware 

Another important challenge facing the growth of QML is the limitations posed by 

current quantum hardware technology. Most current hardware operates within the NISQ era, 

characterized by noise and decoherence of the qubits. Works like those by Lamichhane and 

Rawat [7], and Zaman et al. [15] reveal that limited numbers of qubits and their limited 

coherence times prevent the use of deep quantum circuits. Besides, according to Whitlow [23], 

scalability and tolerance against errors in quantum computing are not yet fully achieved, 

making it difficult to develop large QML models. 

4.2   Inefficient Data Encoding and Representation 

Another important gap exists in the encoding of classical data into a quantum state. 

Quantum machine learning algorithms require efficient mapping of classical datasets to 

quantum states, and existing mapping methods such as amplitude mapping and basis mapping 

have high computational costs and are not-scalable. As stated by Mishra et al. [9] and Khan 

and Robles-Kelly [10], data loading becomes a bottleneck because it cancels out any 

computational benefits provided by quantum computing. 
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4.3   Lack of Standardized Benchmarking Frameworks 

A major problem facing the study of QML lies in the lack of uniform standards of 

evaluation. Studies vary significantly in their choice of datasets and the criteria for evaluating 

the performance of their algorithms, thus making comparisons difficult. The lack of such 

standards is emphasized in several studies [9], [10]. There is a need for a framework that would 

help evaluate whether QML can indeed surpass classical ML. 

4.4   Complexity of Hybrid Quantum–Classical Models 

Because of hardware limitations, most approaches to QML depend on hybrid quantum 

and classical approaches. Although the hybrid approach is realistic, it brings more difficulties 

in design, optimization, and learning. McClean et al. [20] and Mounika et al. [22] bring up 

problems like difficulties in parameter optimization, barren plateaus, and convergence 

problems in variational quantum algorithms. The dependency on classical optimizers makes 

these models even less efficient and scalable. 

4.5    Limited Real-World Applications and Validation 

Although there have been various applications of QML in fields such as health care, 

cybersecurity, and optimization, the existing research mostly remains theoretical or 

experimental in nature. Applications by Fatunmbi [13], Valencia-Ariza et al. [14], and Purohit 

and Vyas [21] indicate some promising uses of QML; however, there have not been many 

practical applications on a large scale yet. 

4.6   Interpretability and Trust Issues 

Interpretability is one of the key challenges faced in QML, particularly for crucial tasks 

such as health care and security. The complexity in interpreting the functioning of the QML 

model is attributed to the fact that these models operate in Hilbert space unlike classical 

machine learning algorithms. Inadequacy of interpretability has been pointed out by various 

studies on applications of QML [13], [18]. 

4.7   Software and Integration Challenges 

The quantum computing software environment is not yet mature and has few 

standardizations across different quantum computing frameworks including Qiskit, Cirq, 

among others. Melnikov et al. [12] explain the gap that exists between the theory and 
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implementation of software. Furthermore, incorporating quantum computing systems into a 

classical computing framework is not an easy task. 

4.8   Security and Privacy Concerns 

Although QML improves the field of quantum cryptography, especially in Quantum 

Key Distribution (QKD), security problems will continue to emerge due to this advancement. 

In this regard, Purohit and Vyas [21] stress that research is needed on problems such as 

adversarial attacks, privacy concerns, and secure training of models. 

4.9   Summary of Research Gaps 

In summary, the main research gaps identified are hardware constraints, ineffective data 

encoding, lack of benchmark standards, complexity of hybrid systems, insufficient practical 

application, interpretability challenges, immature software frameworks, and new security 

concerns. Solving these problems is important to reduce the distance between scientific 

breakthroughs in quantum machine learning and their implementation.  

Table 2. Identified research gaps in quantum machine learning 

Category Research Gap Description 

Hardware 

Limitations 

Limited Qubit Scalability 

[7], [15], [23] 

Current quantum systems have limited 

qubits and suffer from noise and 

decoherence, restricting large-scale 

implementation 

Data Encoding Inefficient Data Mapping 

[9], [10] 

High computational cost in converting 

classical data into quantum states reduces 

overall efficiency 

Benchmarking Lack of Standard 

Evaluation [9], [10], [15] 

Absence of common datasets and metrics 

makes performance comparison difficult 

Hybrid 

Models 

Optimization Complexity 

[20], [22] 

Variational algorithms face issues such as 

convergence instability and parameter tuning 

difficulties 

Applications Limited Real-World 

Deployment [13], [14], 

[21] 

Most QML applications are experimental 

with minimal real-world validation 
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Interpretability Lack of Model 

Transparency [13], [18] 

Difficulty in understanding quantum model 

decisions affects trust in critical applications 

Software 

Systems 

Immature Ecosystem [12], 

[23] 

Lack of standardized tools and frameworks 

limits development and deployment 

Security Privacy and Security 

Risks [21], [19] 

Challenges in ensuring secure QML systems 

and protection against attacks 

Table 2 provides an overview of the main research gaps found in Quantum Machine 

Learning through the analysis of selected papers. These research gaps include hardware 

problems, poor data encoding schemes, absence of benchmarking guidelines, and the 

complexity of hybrid systems. Furthermore, other problems like the application of the 

technology in the real world, interpretability problems, underdeveloped software ecosystem, 

and security threats, also point toward the need for additional research. 

5. Motivation for Further Research 

The fast pace of development in Quantum Machine Learning (QML) coupled with the 

drawbacks listed in the previous sections creates a need for more research on the topic. 

Although there is evidence of theoretical benefits of QML in dealing with complex and 

multidimensional problems, current research faces certain restrictions that limit the practical 

application of QML. This creates numerous possibilities for further development of the field. 

One of the main reasons for conducting future research is building scalable and fault-tolerant 

quantum hardware. Quantum computers functioning under the NISQ regime are hindered by 

noise, decoherence, and lack of qubits, which have a direct bearing on the performance of QML 

algorithms [7], [15], [23]. Improvements in quantum hardware in terms of more stable qubits 

and error corrections are imperative for large-scale QML algorithms. 

The other area of research is the design of encoding mechanisms for efficiently 

representing classical data in quantum states. The current algorithms are highly complex and 

counteract the advantages of quantum computing speed [9], [10]. It will be useful to design 

better encoding techniques in the future. Due to the absence of benchmarking frameworks, 

there arises the need for a unified approach to evaluation. Currently, research work relies on 

various data and performance measures, thus making comparisons inconsistent [9], [10], [15]. 

A common benchmark would provide fair comparison between classical and quantum models, 

thus proving the true benefits of QML. 
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Hybrid approaches are considered the most practical solution for implementing QML 

but are constrained by issues like convergence instability and difficulty in optimizing 

parameters [20], [22]. Future efforts must be directed toward optimizing hybrid structures, 

developing efficient optimization methods, and minimizing overhead costs. Even though QML 

has demonstrated promising results in various applications like medicine, cybersecurity, and 

optimization, most solutions still appear to be experimental. It is highly required to carry out 

real-world tests on a large scale for QML models using realistic datasets and real-time systems 

[13], [14], [21]. The broadening of the application domain would prove the practical 

significance of QML. Interpretability is a major challenge for the use of QML in real-world 

applications. Quantum models have a complicated structure, which makes understanding their 

decision-making process difficult. Therefore, future work should concentrate on the 

development of interpretive QML models. 

Presently, there is no standardized software ecosystem for quantum computing that can 

be further matured to enhance development and deployment. Future research in this area should 

be directed towards creating frameworks, developing tools, and ensuring better integration of 

quantum and classical computing systems [12], [23]. Since quantum cryptography and 

communication systems involve the increasing use of QML, there is a need for ensuring 

security and privacy. In future work, the challenges of adversaries, security of training models, 

and data security should be tackled in quantum settings [21], [19]. In conclusion, the reasons 

for conducting research on QML lie in the necessity to solve hardware restriction issues, 

increase the efficiency of algorithms, develop standard methods for their evaluation, and 

provide applicability. Solving all these problems will be critical for the transition of QML from 

a relatively new research area into a useful technology. 

6. Conclusion 

This literature review aims to provide detailed insight into Quantum Machine Learning 

(QML) by analyzing scholarly papers across its theoretical foundations, algorithm 

development, hardware technologies, and applications. The analysis suggests that QML offers 

a relatively efficient approach to solving computational tasks by leveraging quantum 

phenomena such as superposition and entanglement. Algorithms like Quantum Support Vector 

Machines (QSVM), Quantum Neural Networks (QNN), and Variational Quantum Algorithms 

(VQE, QAOA) demonstrate potential for performance enhancements. While classical machine 

learning remains the most reliable and scalable method, QML presents theoretical advantages 
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in specific domains, albeit currently constrained by hardware limitations. Quantum-classical 

hybrid models are under development to harness quantum benefits within Noisy Intermediate-

Scale Quantum (NISQ) conditions while maintaining computational viability. Identified 

challenges include inadequate data encoding techniques, a scarcity of benchmarking standards, 

insufficient practical applications, and difficulties with interpretation and system integration. 

Consequently, further advancements in both hardware and algorithmic design are imperative. 

Future research should prioritize the development of scalable quantum systems, effective data 

representation methodologies, robust hybrid systems, and standardized evaluation processes. 

In conclusion, Quantum Machine Learning is a promising field with the potential to emerge as 

the next-generation computing platform, poised to revolutionize diverse application areas from 

healthcare and cybersecurity to financial services and quantum cryptography. However, 

realizing this potential necessitates overcoming several significant challenges. 
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