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Abstract

A virtual machine utilizes software instead of a computer to install and run programs.
Virtualization software establishes an abstract layer on top of the machine hardware, which
allows the hardware components of this single machine to be divided into many virtual
computers. In this article, a network simulation of a hospital environment is built virtually.
With some modifications, it can be adapted elsewhere. Here, the objective is to obtain the best
features at the lowest cost. The constructed virtual network will be used by the hospital staff,
the IT department, the patients, and the visitors. A hospital network is simulated by hosting
two Windows servers on a VMware workstation application, with two Windows 10 clients as
virtual machine applications. A VMware virtual switch is used to create a network between
them. This virtual network system provides a variety of important and essential network
functions needed by any hospital or an emerging organization at low cost, such as data sharing,
user access restrictions, system policies resources, a security system, a network monitoring

system, a mail server, a backup solution, and a centralized management.
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1. Introduction

A virtual machine utilizes software instead of a computer to install and run programs.
Several virtual guest machines can run on the host machine [1]. In this study, 2 servers are used
for centralized management to provide services to customers. Using VMware will reduce the
implementation costs by substituting 2 physical servers with a server by installing VMware

and hosting another server on that server.

Virtualization software establishes an abstract layer on top of the machine hardware,
which allows the hardware components of this single machine (like memory, processors) to be
divided into many virtual computers (virtual machines). Each virtual computer works its own
operating system (OS) and functions as an autonomous device, in spite of the fact that it's
running on a portion of the underlying computer. It is a software representation of a physical
computer with an operating system (guest OS) [1]-[3]. We use VMware's Workstation because

VMware makes virtualization software.

Because it is difficult for small businesses to get started and economize money for initial

setup (like hospitals), we decided to utilize a variety of visualization software as follows:

e VMware Workstation: for having several OSs on one machine.

e VMware Fusion: Designed specifically for Mac users, this product provides additional
compatibility across all devices and VMware applications.

e VMware Player: This version is for personal use only, as it is completely free for users
who do not own a licensed copy of the VMware application.

e There are also many server-oriented programs available under the name Hypervisor
that can run directly on servers without the need for a major operating system,
including:

e VMware Server: Free software that can be used on all operating systems such as Linux.

e VMware ESX Server: an ideal solution for businesses and organizations offering more
benefits than the free VMware Server, and later integration with VMware vCenter
provides additional solutions for improved server application management and
consistency.

e VMware ESXi Server: Analogous to VMware ESX Server, except it requires less

storage space to run, and the service console is replaced by BusyBox.
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The work is structured as follows. The second section introduces the construction of the
virtual network and the servers used. The third section describes the virtual installation and use
of Group Policy. Installing and using Exchange Server 2016 is actually covered in part four.
Section five describes the virtual installation and use of the print server. Section six describes
how to install and use Spiceworks Network Monitor virtually. Wireshark network monitoring
is covered in Section seven. Section eight describes the installation and utilization of virtual
replication on virtual machines, restoring and backing up data. Section nine describes how to
install and use Remote Support virtually. Share and NTFS permissions are addressed in Section
ten. The discussion is in Section eleven. The last section finishes up this work and features

potential work for the future.

2. Constructing the Virtual Network

We used a variety of software tools, such as VMware workstation, Windows server,
Windows 10, Gns3, Packet tracer, Kaspersky, Apache, Exchange server, Veeam, Wireshark,
VNC, and Spiceworks.

A. VMware Workstation's Installation

Installing VMware's Workstation is easy [2]-[3]. Our base OS is Windows 8§, so we
chose install VMware for Windows. Get Windows Server 2022 virtually by creating a new
virtual machine on VMware's Workstation and installing it on this new virtual machine (as
described below), which will be created with a blank hard disk of the size we determined during

the previous installation (Figure 1).

Bl VMware Workstation

File JEdit View VM Tabs Help |Jp ~

[ MNew Virtual Machine.‘_ Ctri+N

Figure 1. The Virtual Machine

Contrasted to VirtualBox, VMware Workstation's installation of Windows Server is

quite quick. Deciding on the guest OS is appeared in Figure 2.
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Mew Virtual Machine Wizard Es
Select a Guest Operating System
Which operating system will be installed on this virtual machine?
Guest operating system
(®) Microsoft Windows
O Linux
() yMware ESX

Figure 2. Choosing the Version of Windows Server

Then proceed with the setup as installing a Microsoft product, including setting the
maximum disk size. The last window of the setup (Figure 3) displays the hardware settings,
where we can get back if any modifications are needed. To change this configuration, click on
Edit virtual machine settings. To progress with the setup, click on Power on this virtual

machine.

Windows ServerZllZd - ViViware Workstation

= Edit View VM Tabs Help > - ) o I
= (y Home [[] windows Server2022
Type here to search hd .
l_'|:| Windows Server2022

1 My Computer
- [—DyWindpows Server022 P Power on this virtual machine <::|
[F= Edit virtual machine settinas

Figure 3. Power on the Virtual Machine

This will launch the setup. Choose the wanted language, keyboard or input method, and
time as well as currency format to install. Then, click on Next to continue. Then, click on Install
Now to advance with the setup of Windows Server 2022. At that point, select the required OS
to set up. Choose Windows Server 2022. We select custom install because we don't need the

current settings.
e Installing Windows 10 on VMware Workstation

This is done by creating a new virtual machine as described above, and then installing
Windows 10. While creating a new virtual machine, there are times when we choose the default
option. Typically, the Windows machine may not load well during the boot. To avoid this,
choose a custom (advanced) configuration and set up the required hardware. Also, we want the
guest window to be able to access the internet. We choose the Network Address Translation

(NAT) interface to access the Internet. Then, click Next.
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e Installing VMware Tools on a Windows Computer

Start the installation of VMware Tools (Figure 4). Then, choose to run setup64.exe,
which is the VMware toolkit. At the end of the VMware Tools installation, we restart the

computer to complete the installation.

Vi Tabs Hep | Ll-/=m D 0
()  Power >
=  Removable Devices >

Pause Ctrl+5Shift+P

E; Send Ctrl+Alt+Del

Grab Input Ctrl+G
[@ Snapshot »
Capture Screen Ctrl+ Alt+PriScn
Z%  Manage >
Install yware Tools...
I[7 Settings... Ctrl+D

Figure 4. Start Installing VMware Tools
B. Dynamic Host Configuration Protocol (DHCP) Server

The key steps of this configuration on Windows Server are the installation, scope
creation, DNS registration, and Active Directory authorization. Network nodes necessitate an
IP address configuration, which encompasses the IP address, name server, subnet mask, router's
default gateway IP, and other values. If administrators configure manually this information, a
static configuration is the result. A Dynamic Host Configuration Protocol server provides
information dynamically: routers, network printers, servers, and other such devices.
Workstations, tablets, phones, laptops, and other end-user gadgets get their configuration

through DHCP.

Configuring DHCP Windows Server 2022: In Server Manager, we chose features and

roles (Figure 5). Then, click on the wizard screen.

S bianager

Server Manager * Dashboard

T Deshboard WELCOME TO SERVER MANAGER

@ Configure this local server

Figure 5. Selecting Add Roles and Features

Select a Role or feature based installation (Figure 6).
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[ Add Roles and Features Wizard - O X
Select installation type DESTINATION SERVER

WIN-EUDSAGAB0HY
2ecin Select the installation type. You can install roles and features on 2 running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

) Role-based or f based i

Canfigure a single server by adding roles, role services, and festures.
) Remote Desktop Services installation

Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

Figure 6. Selecting a Role or Feature based Setup

Choose the server, on which the role will be setup. Then, click Next (Figure 7).

3 Add Roles and Features Wizard — a

*®
Select destination server PETATION SR

WIN-EUIDS4GABEHY
Before You Begin | Select a server or a virtual hard disk on which to install roles and features.

Select a server from the server pool

m () Select a virtual hard disk

Filter: | ‘

Mame P Address Operating System
WIN-EUDSAGABIHV 102.168.22.128  Microsoft Windows Serv

er 2022 Standard Evaluation

Figure 7. Selecting the Server

In the roles' window, select DHCP Server (Figure 8).

& Add Roles and Features Wizard

- O
DESTINATION S
Select server roles WIN2UDS4G
Before You Begin Select one or more roles to install on the selected server.
Installation Reles Deseription
se [ Active Directory Certificate Services . . .
- [ Active Directory Domain Services Dynamic Host Configuration
Server Roles [[] Active Directory Federation Services Protocol (DHCP) Server enab
[] Active Directory Lightweight Directory Services fo ce.ntral\y configure, manag
[T] Active Directory Rights Management Services provide temporary IP addres
] Device Health Attestation related information for client
0O computers.
[] DNS Server
[] Fax Server

Figure 8. DHCP Server

The following window will be opened, where we click on Add features to add the

needed characteristics (Figure 9).

[, Add Roles and Features Wizard =
Add features that arerequired for DHCP Server?
The following tocls are required to manage this feature,
but do not have to be installed on the same server.

4 Remote Server Administration Tools
4 Role Administration Tools

[Tools] DHCP Server Tools
[#]Include management tools (if applicable)

Figure 9. Add Features to Add the Needed Characteristics

Click Next to access the Features section, where we won't alter anything. Then, click

Next. Select DHCP Server to see a summary of the roles to install on Windows Server 2022,
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and click Next. To progress with the installation, click Install. Then, we will see this message:

Complete DHCP configuration (Figure 10).

a Add Roles and Features Wizard
Installation progress

View installation progress

o Feature installation

Configuration required. Installation succeeded on WIN-EUDS4GABIHV.

Active Directory Domain Services
Additional steps are required to make this machine a domain controller,
Promote this server to a domain controller

DHCP Server
Launch the DHCP post-install wizard

Complete DHCP canfiguration <“:|

Group Policy Management

Figure 10. Complete DHCP Configuration

We select the server, and its details will be appeared as in Figure 11.

Server Manager
3 v Server Manager * DHCP

— m SERVERS
I Dashboard !

All servers | 1 total

i Local Server
s All Servers Flter P B @~
il ADDS

B File and Storage Services>

Server Name |Pud Address  Managesbility

WIN-EUDSAG4BIHV 192.168.22.128 Online - Performance counters not started

Figure 11. The Details of DHCP Server

Click on DHCP to expand it (Figure 12).

¥ DHCP - o X
File Action View Help

|15 XKE CE B EESE

? DHCP Mame Actions
v 5 win-eudsdgdbdhv.localdomai iPva o .
2 1Pt : £z
v 5 IPvE Rl More Actions »
.3 Server Options

Figure 12. Expanding DHCP Server

Right click on "IPv4" to choose new scope (Figure 13). At that point, click Next to
relegate a title to this scope.

4 EIHCP Mame
v 5 win-eudsdgdbhv.localdomai &IP\M
i |Paet

w i 1P Display Statistics...

B New Scope... ¢

Figure 13. Relegate a Title to New Scope

189



Gargis Bartla, Jihaad Okda, Nadia Abd-Alsabour

Click Next to set up the range of IP addresses to communicate to client computers
(Figure 14).

IP Address Range >
You define the scope address range by idertifying a set of consscutive IP addresses il

Configuration settings for DHCP Server
Enter the range of addresses that the scope distributes:

Start IP address 192.168. 1 . 3
End IP address 182168, 1 .10

Configuration settings that propagate to DHCP Client
Length 24 5'

Subnet mask: 255255 . 255. O

< Back| Mex > Cancel

Figure 14. Set Up the Range of IP Addresses

Then, we exclude a range of address or addresses, which aren’t distrusted by this server

(Figure 15).

Mew Scope Wizard

Add Exclusicons and Delay

Exclusions are addresses or a range of addresses that are not distibuted by the \
server. A delay is the time duration by which the server will delay the transmission of a
DHCPOFFER message.

Type the |P address range that you want to exclude. f you want to exclude 3 single
address, type an address in Start |P address only

Start IP address: End IP address

| |

Excluded address range:
192.168.1.510 192.168.1.6 Remove

Subnet delay in milli second:
0]
< Back Cancel

Figure 15. Exclude a Range of Addresses or Addresses

We determine when the authorization for the delivery address expires (Figure 16).

Then, click Next to finish configuring these options.

New Scope Wizard
Lease Duration \
The lease duration specifies how long a client can use an IP address from this scope -

Lease duralions should typically be equal Lo the average lime the computer is
connected to the same physical network. For mobile networks that consist mainly of
portable computers or dialup clients, shorter lease durations can be useful
Likewise, for a stable network that consists mainly of desktop computers at fixed
locations. longer lease durations are more appropriate.

Set the duration for scope leases when distributed by this server.

Limited to

Days:  Hous:  Minutes:

B [ [od
< Back Cancel

Figure 16: Determining when the authorization for the delivery address expires

Then, we add the router's IP address (Figure 17).

MNew Scope Wizard
Router (Default Gateway) \
*fou can specify the routers, or default gateways, to be distributed by this scope.

To add an IP address for a router used by clients, enter the address below
IP address: |

[ -
’W
|
_ Do |

< Back Next = Cancel
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Figure 17. Adding the Router's IP Address

We got the parent domain (Figure 18). We can add additional servers (if we’ve them).
Then, click Next.

New Scope Wizard
Domain Name

and DNS Servers S5
The Domain Name System (DNS) maps and transiates domain names used by clients
on vour network.

You can specify the paret domain you want the Gient compLters on your netwark to Use for
DNS name resolution.

Parent domain: | Domain|

To configure scope clients to use DNS servers on your network., enter the IP addresses for those
servers

Server name: IP address:
| |
192168222
e |
< Back Neat > Cancel

Figure 18. Getting the Main (Parent) Domain

Then, we can configure the IP addresses for NetBIOS (Figure 19). Then, click Next.

MNew Scope Wizard

WINS Servers
Computers running Windows can use WINS servers to convert NetBIOS computer \ !
names to P addresses

Entering server IP addresses here enables Windows clients to query WINS before they use
broadcasts to register and resolve NetBIOS names.

Server name: IF address:

M
152.168.22.2
|_% |

[

To change this behavior for Windows DHCP clients modify option 048, WINS/NBT MNode
Type. in Scope Options.

< Back Cancel
Figure 19. Configuring the IP Addresses for NetBIOS

Click Next to activate it (Figure 20). Then, click on Finish.

New Scope Wizard
Activate Scope \
Llients can obtain adaress leases only if a scope is activate

Do you want to activate this scope now?
% Yes, | want to activate this scope now
= No, | will activate this scope later

< Back || Next >| Cancel
Figure 20. Activate the Scope

We can navigate through the different options (Figure 21).

‘?EE}HCF' StartIP Address  End IP Address  Description
v E ‘ﬁ"”l':”:“g“bgh“'”“‘d”'”“' (019216813 192162110 Address range for distribution
v B P (19216815 192,168,156 P Addresses excluded from distribution
+ ['g Scope [192.168.1.] Sol

% Address Pool
& Address Lesses
B Reservations
= Scope Options
4 Policies

. Server Options

Figure 21. Navigating Through the Different Options

In the Scope Options, we see the established addresses (Figure 22).
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?. QHCP Option Name Vender  Value Policy Mame
v B win-eudsdgdbShvlocaldomail | - o3 poyper Standard 192.162.1.1 None
v B IPw i) 006 DNS Servers Standard 192.168.22.2 None

v [g Scope [192.168.1.0] Sol =) 015 DNS Domain Name  Standard Domain MNone
14 Address Pool =

iz D44 WINS/NENS Servers  Standard 192.168.22.2 MNone
@ Address Leases =
4 . |iz) 046 WINS/NET Mode Type Standard (xd MNone
51| Reservations

. Scope Options
2| Policies

Figure 22. Scope Options

To verify this, we go to the client computer, which we verify from the change adapter
option, which is in the domain and receives an IP address through DHCP. Therefore, we choose
Change adapter options (Figure 23) from Network Center.

Advanced network settings

options
pt

etwork and Sharing Centre
U O

Figure 23. Address Verification from Client Computer from Change Adapter Options

Right press on Ethernet; select Properties (Figure 24).

Organise = Disable this network device  Diagnose this connection Rename this connection C
— Bluetooth Network Connection = Ethernet = Ve
l-'-'ae Mot connected l" Network cable unplugged ‘-'.'_{ Enabl
Bluetooth Device (Personal Area ... 7 Realtek PCle -
X X & Disable
‘: WiFi Status
WS soC Diagnose
dﬂﬂ Cualcomm Atheros QCAS3TT Wir.., G Eridge Connections
Create Shortcut
& Delete
%) Rename
&) Properties

Figure 24. Right Click on Ethernet

This window (Figure 25) will appear, from which we select the IPv4 protocol.

Metworking  Sharing
Connect using:
Reattek PCle GbE Family Controller

Configure...
This connection uses the following items:

I_:CIient for Microsoft Networks A
= vMware Bridge Protocal

D File and Printer Sharing for Microsoft Networks

T QoS Packet Scheduler

& Intemet Protocal Version 4 (TCP/IPw4)

REEEE

Figure 25. [Pv4 Protocol
e Installing the DNS Server

Like the setup of the DHCP server.
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e Configure the DNS Server in Windows Server

Only the steps that differ from the DHCP server are described here. The "Dynamic
Update" is a great feature, especially when we have a lot of devices on our network and use
DHCP. As the name refers, this feature updates DNS records dynamically, and we don’t have

to change the records every time when we make changes on a client side. Click "Next" on this

screen (Figure 26) and finish on its next screen.

New Zone Wizard x
Dynamic Update
‘fou can specify that this DNS zone accepts secure, nonsecure, or no dynamic
updates,
Dynamic updates enable DNS dient computers to register and dynamically update their
resource records with 8 DNS server whenever changes ocour.
Select the type of dynamic updates you want to allow:
Allow only secure dynamic updates {recommended for Active Directory)
This option is available anly for Active Directory-integrated zones.
(O Allow both nonsecure and secure dynamic updates
Dynamic updates of resource records are accepted from any dient.
This option is a significant security vulnerability because updates can be
£ accepted from untrusted sources.
(®) Do not allow dynamic updates
Dynamic updates of resource records are not accepted by this zone. You must update

these records manually.

Figure 26. The Dynamic Update Feature

Then, we add a new user (Figure 27).

, DNS Manager - O X
File Action View Help

e fEEd= BT 8 §E

& DNS Name Type Data
v o WIN-EUDS4G4BIHY -
v 17 Forward Lockup Zones E—ltsame as parent folder) Start of Authority (SOA) [1], win-eudsdgdbhv, ho...
- = Website.com E—l(same as parent folder) Name Server (NS) win-eudsdgdbShv,
| Reverse Lookup Zones [Fluser Host (4) 192.168.1.1

| Trust Points
~| Conditional Forwarders

Figure 27. Adding A New User
e Installing the Active Directory: It follows the same steps we did with the DHCP server.

e Installing and configuring the Domain Controller 2022:

From the Server Manager, we chose to promote the given server to be a domain

controller (Figure 28).

u Server Manager

« Dashboard -@ | I'A
\

| Post-deployment Configura..

i Local Server Service

ii All Servers I Promote this server to a domain controller I

Figure 28. Making the Given Server to be a Domain Controller
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To install a novel forest and domain, we choose Add a new forest and determine the
domain information. At that point, write the domain caption following to the root domain name

and at that point click Next (Figure 29).
- [m} X

TARGET SERVER
WIN-H40SB2H15HA

[ Active Directory Domain Services Configuration Wizard

Deployment Configuration

Deployment Configuration ENEegt deployment operation

Domain Controller Options et .
i Add a domain controller to an existing domain
7) Add a new domain to an existing forest
®) Add a new forest

Specify the domain information for this operation

Root domain name: CS.local

Figure 29. Write Down the Domain Name Following to the Root Domain Name

We chose the Domain Name System server, and the Global Catalog, and typed the
password of the Directory Services Restore Mode. Then, we clicked Next (Figure 30).

- u X
TARGET SERVER
CLOUD-0PMIDOKS6

& Active Directory Domain Senvices Configuration Wizard

Domain Controller Options

Deployment Configuration

Demain Controller Options

DNS Options
‘hdditional Options
Paths
Review Cptions

Prerequisites Check

Select functional level of the new forest and root domain

Forest functional level: Windows Server 2016+

Domain functional level: Windows Server 2016~
Specify domain controller capabilities
Domain Name System (DINS) server
V| Global Catalog (GC)
Read only domain controller (RODC)
Type the Directory Senvices Restore Mode [DSRM) password

Password: = |essssssssss
Confirm password: ~ |sssssssssss

More about domain controller options

< Previous

Cancel

Install

[ Next> |

Figure 30. Choose the Domain Name System Server, and the Global Catalog

Verify the NetBIOS Domain Name

In most cases, it is automatically picked from the related domain name. We determined
the Active Directory Domain Services (AD DS) database location, SYSVOL location, and log

file location. Then, we clicked Next (Figure 31). Then, we verified the settings and clicked

Next.

- O >
TARGET SERVER
Server2022

L]
L]
[

% Active Directory Domain Services Configuration Wizard

tion
ions Specify the location of the AD DS database, log files, and SYSVOL

Database folder: CAWindows\NTDS
CAWindows\NTDS

CAWindows\SYSVOL

Figure 31. Determine the AD DS Database, SYSVOL, and Log File Locations
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We then select the prerequisite check and click Install (Figure 32) to start setting up the

Active Directory Domain Controller.

# Active Directery Domain Services Configuration Wizard - u X
e r TARGET SERVER
Prerequisites Check S ez
@ Allprerequisite checks passed successfully. Click ‘Install’ to begin installation. Show more x\
Dej @n Prerequisites need to be validated before Active Directory Domain Services is installed on this

Options |computer
Rerun prerequisites check

(%) View results
1. Windows Server 2022 domain controllers have a default for the security setting named
“Allow cryptography algorithms compatible with Windows NT 4.0° that prevents weaker
eryptography algorithms when establishing security channel sessions.
For more information about this setting, see Knowledge Base article 842564 (http://
goumicrosoft.com/fulink/TLinkld=104751),

A delegation for this DINS server cannot be created because the authoritative parent
zane cannot be found or it does not run Windows DNS server. |f you are integrating

with an existing DNS infrastructure, you should manually creste 2 delegation to this

DN server in the parent zone to ensure relizble name reslution from outside the
domain “xpertstec.Jocal", Otherwise, no action is required,

i, If you click Install, the server autamatically reboots at the end of the promotion operation.

More about prerequisites
[%Previous | | mext > [nstall ] [ Cancel

Figure 32. Prerequisite Check

After the configuration is successful, we click Close. Then, the server restarts
automatically. On the domain administrator login screen, type your domain controller

password.

3. Group Policy

It's a framework in the Windows operating system whose components reside on AD
DS, domain controllers, and every Windows server and client. By using these components, we
can manage the configuration in the AD DS domain. We set the Group Policy settings to apply
to one or more configuration settings for a computer/user [4]. In Group Policy Management
Editor, identify the desired policy settings and press Enter to display Policy Setting Properties
(Figure 33).

Group Policy Management Editor
File Action View Help

= = 2 [ Hm T
] Background [WIN-H4DSB2H15H) Desktop
~ & Computer Configuration i
Policies Desktop Wallpaper Setting State Comment
sferences 2] Enable Active Desktop Not configured No
| Prof = Edit policy setting ~ i g
1 Windows Settings Bolicy setting. *-| Disable Active Desktop Not configured No
(3 Control Panel Setting | Requirements: 2| Prohibit changes
+ #& User Configuration At least Windows 2000 2 R
+ [ Policies E hibit adding items.
sof sa Description: +-) Prohibit o N figurad N
| Software Settings Specifies the desktop background £ Prohibit closing items ot configure o
Windows Settings || (“wallpaper”) displayed on all 2] Prohibit deleting items Not configured No
~ [ Administrative Templ|| users' desktops. £-| Prohibit editing items Mot configured Na
| Control Panel Th o " ]| Disable all items. onfigurs No
Desktop e e £ Add/Delete items Notconfigured  No
- Active Directol| | eyents users from changing the 2] Allow only bitmapped wallpaper  Not configured No
" Desktop image or its presentation. The

Figure 33. Identify the Desired Policy Setting

Write the group policy’ name (Figure 34).
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New GPO x
Name:
Restrict USB
Source Starter GPO:
(none) v
OK | Cancel

Figure 34. Write the Name of the Group Policy

Change the policy status to Enabled or Disabled. Most settings have 3 states: Enabled,
Not Configured, and Disabled (Figure 35).

W All Removable Storage classes: Deny all access o X

=] All Removable Storage classes: Deny all access Previous Seting Next Setting

® Not Configured Comment:
O Enabled
) Disabled

Supported on: [ a¢ |aast Windows Vista

Jptions: Help

Configure access to all removable storage classes
This policy setting takes precedence over any individual
removable storage policy settings. To manage individual classes,
use the policy settings available for each class
If you enable this policy setting, no access is allowed to any
removable storage class.
If you disable or do not configure this policy setting, write and
read accesses are allowed to all removable storage classes.

oK Cancel

Figure 35. The Policy Status

4. Exchange Server 2016

We initiate the installation, and click Next. The installer is initialized, and the
introduction page opens, providing information about the installation process. Read the
content, and click Next. At that point, check on "I accept the terms in the license agreement".
Then, click Next. The Recommended Settings page opens, we select whether we want the
Exchange Server to use the recommended settings or to configure manually these settings after

the installation is complete. Select Use recommended settings. Then, click Next.

e From the Server Role Choice, select set up the Mailbox or the Edge Server role. When
the former is selected, by default the "Administrative Tools" option is selected. We
chose to automatically install Windows Server roles and features, which are required to
set up Exchange Server. Then, click “Next”.

e On the Installation Space and Location page, identify the setup path for the Exchange
Server.

e We then decide to disable or enable the settings of the Malware protection.

e Then, the system performs a readiness check to determine whether the server role
prerequisites have been successfully completed. If unsuccessful, we click Back to

execute the needed procedure. If successful, we click Install.
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e After completing the installation, the Installation Complete page appears. We click
Finish.

e Create user mailboxes in Exchange Server: User mailboxes are exchange mailboxes
that are related to people, usually one per a person. Each user mailbox has an associated
Active Directory account that allows the user to access the mailbox to send and receive
e-mail and to create meetings and appointments. When we create a new user mailbox
in Exchange, we also build a corresponding Active Directory user. Alternatively, we
can build a novel mailbox for a current Active Directory account, which doesn't have a
mailbox (mailbox-enabling a current user) [5]. We employ the Exchange admin center
for creating Mailboxes. From Recipients > Mailboxes. Click + and select User mailbox
(Figure 36).

Exchange admin center
recipients mailboxes groups resour

+-F @ L g
iy

ot

b MAILBOX TYPE

Figure 36. Selecting User Mailbox

On the New User Mailbox page, set the settings as shown in Figure 37. When we finish,

we click Save.

ANotsecure|itps://localhost/ecp/UsersGroups/NewMailboxOnPremises.aspx?pwmcid =2&ReturnObjectType
new user malloox
Alias: The user's alias is the
portion of the email
‘ address on the left side of
the @ symboll. It must be
unique in your

@ Existing user organization.

Browse.

O New user
First name:

nitials:
Last name:

*Display name:
“Name

Organizational unit
Browse.
“User logon name:

#New password:

Figure 37. New User Mailbox Page

5. Print Server

It's for building Windows Print Server involving the Print Management Console snap-
in, that's beneficial for administrating many print servers or printers and migrating printers

from or to other Windows print servers.
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Add the Print and Document Services role from Server Roles and press Next (Figure
38).

2 Add Roles and Features Wizard _ =] 5
Select server roles DESTINATION SERVER

WIN-H40SB2H15HA.CS local
Select one or more roles to install on the selected server. )
Before You Begin| Reles Description

Installztion Type O ~|Active D?rectary Certificate Sgwices
h ¢ | Active Directory Domain Services (Installed) (AD CS) is used to create certificatio
Server Selection | [] Active Directory Federation Services authorities and related role services

[ Active Directory Lightweight Directory Services | that allow you to issue and manage
SEIVEr RO s [] Active Directory Rights Management Services certificates used in a variety of

Features [ Device Health Attestation

| DHCP Server (Installed)
/| DNS Server (Installed)
[] Fax Server

- (] File and Storage Services (2 of 12 installed)
[ Host Guardian Service
] Hyper-v
[_] Network Policy and Access Services

-] Print and Document Services (1 of 3 installed) qgfey

applications.

Figure 38. Adding the Print and Document Services Role

From Tools, we press on Print Management (Figure 39).

3 Widows Server 2022 1 i Wincons Saner 20222
& Server Manager

i Windows 10 i wandows 102

WELCOME TO SERVER MANAG!

Confige

Local Server

o sTarr
I Servers e
0 DS
18 DHCP
whATS New
& ons Event Viewer
el Group Polcy Managemert
B il and Sorage Senvices . ! . s
& Print Senvices i . Local Security Policy
ROLES AND SERVER GROUPS
= i 2
i&_ADDs 1 i pHee 1 & NS 1 | e <=

Figure 39. Print Management

Right click on Printers. Then, choose Add Printer (Figure 40).

# Print Management

File Action View Help

e 2@ 6= H

@.ﬂ Print Management

~ ['F Custom Filters
7| All Printers (3)
#| All Drivers (7)

7! Printers Not Ready
¥ Printers With Jobs
v 3 Print Servers

~ @ WIN-H40SB2H15HA (locq
|+ Drivers

Printer Name

=9 Printer1

= Microsoft XPS Document Writer
=% Microsoft Print to PDF

i Forms
,”; Ports
= Printers
B Deployed P Add Printer...
Show Extended View
View ’

Figure 40. Choosing Add Printer

Write the IP of the printer server and then click on Next (Figure 41).
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= Network Printer Installation Wizard x
Printer Address
You can type the printer's network name or IP address

Type of Device: [TCP/IP Device
Host name or IP address: 192.168.1.1
Port name: 192.168.1.1_1

Ll Auto detect the printer driver to use.
Autodetect detects WSD and TCPAP printers.
To search for IPP printers, please select IPP fram the drop down box

< Back MNext > | Cancel

Figure 41. Write the IP of the Printer Server

Press on the standard option and then click on Next. We select Install a new driver and

click Next (Figure 42). And then, select its type.

= Network Printer Installation Wizard X
Printer Driver
Pick a driver for the new printer.
Use the printer driver that the

ard selected

Compatible driver cannot be found
- Use an existing printer driver on the computer
Microsoft Print To PDF

® |nstall a new driver
< Back | Next > | Cancel

Figure 42. Install a New Driver

If we want to share the printer driver, we write the share name and click Next (Figure

43). Then, press Finish to verify the installation.

== Network Printer Installation Wizard X
Printer Name and Sharing Settings
You can give theprintera friendly name and specify whether other people can use the printer.

Printer Name: Printer1
[ Share this printer
Share Name: Prm(er‘\|

Location:

Comment:

<Back Next > Cancel

Figure 43. Share The Printer Driver

6. Spiceworks Network Monitor

Network monitoring acts as your eyes and ears, alerting you to any problems on your
network. We can keep track of anything happens in the network, such as contract due dates,
hard drive space, software installations. The ideal monitoring systems will alert to any changes
in the network, as well as help troubleshoot the current problem by allowing comparing the
current state of the network with what it looked like before the change. This alert can be through
text message or email. So, we can deal with these issues rapidly [6]-[7]. We initiate the
installation process. Select the path to install and click “Next”. Then, write the port number

that the program will use and click Next (Figure 44).
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Port Selection m
‘What ports should the Network Monitor use for its user interface?

HTTP Port 3080
HTTPS Port  [3443

For HTTPS traffic, well generate a placeholder SSL certificate for you, but it will cause
Warnings in your browser,

| IT'd rather use my own SSL certificate.

r

Certificate Password:

f

Valid port range is 1025 - 65535.

Back Next Cancel

Figure 44. Write the Port Number that the Program will Use

Then, press Install to complete the installation process. Sign up with email to reach the
program interface. Press Add Device to add the target device to be monitored (Figure 45), and

then enter the IP address and device credentials.

Add a Device to Monitor
< Gm Windows Server

IP/Hostname

username

-

Show

Add Device Cancel

Figure 45. Add Device to Add the Target Device to be Monitored

Finally, we will find the target device and the details of its use (Figure 46).

O @ Network Monitor x [+ - 8 x
& G @ localhostssss pOA 5 1= 2
Network Monitor -~ Dashboard Devices Settings. Help

win-h40sb2h1sha

CURRENTLY MON

0

SERVERS SWITCHE!

View All Devices | Ad

Figure 46. The Target Device and the Details of Its Use

7. Wireshark Network Monitoring

It's a network packet analyzer, which displays the captured packet data in as much detail
as possible. It is employed to checking what’s happening inside a network cable. It's considered

one of the ideal packet analyzers. Moreover, it's free [8]-[9].
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Double-click the Wireshark setup file, click Next. Choose the components needed for
installation and click Next (Figure 47). Then, if you want to create a shortcut and associate a

file extension, click Next.

Choose Components
Choose which features of Wireshark 3.6.6 64-bit you want to install.

The following components are available for installation.
Select components to install: [#] Wireshark

Plugins & Extensions
!

+-H Tools
Documentation

Figure 47. Select the Components Needed for Installation

Select the path to where to install, and click “Next”. Install Npcap (Figure 48), which

is required to complete the installation of Wireshark.

Packet Capture
Wireshark requires either Npcap or WinPcap to capture live network data. g
Currently installed Npcap version
Npcap 0.9990
Install
B install Npcap 1.60
The currently installed Mpcap 0.9990 will be uninstalled first.

Important notice
If your system has crashed during a Wireshark installation, you must run the
'net stop npeap' as Administrator before upgrading Npcap, so that it doesn't crash
Get WinPcap
Learn more about Npcap and WinPcap

Figure 48. Installing the Npcap

Install USBcap (Figure 49), which is required to complete the installation of Wireshark.

£

USB Capture

USBPcap is required to capture USB traffic. Should USBPcap be installed
(experimental)?

Currently installed USBPcap version

Install
) mnstall USBPcap 1.5.4.0
(Use Add/Remove Programs first to uninstall any undetected old USBPcap

Figure 49. Installing the USBcap

Then, press Finish. Start the program and select the network interface (Figure 50).

dlZ@® %@ ] = =
M| Apply a display filter ... <Cirl-/>

Welcome to Wireshark
Capture

...using this filter: ([ [Enter a capture filter

Local Area Connection* 10

Local Area Connection* 9

Local Area Connection* 8

Wi-Fi

Local Area Connection* 1

VMware Network Adapter VMnet0
VMware Network Adapter VMnet6
VMware Network Adapter VMnet5
VMware Network Adapter VMnet4

LU
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Figure 50. Selecting the Network Interface to Open

Now, we can see the packets going in and out of the network interface (Figure 51).

RT QewETF

29 3.716540
30 3.716822
313.737103
323.747811
333.749519
343749748
353793484
36 3.793803
37 3.795081
38 3.823852
39 3.859458

Source
8.8.4.4
192.168.1.12
172.217.19.36
172.217.19.36
172.217.19.36
192.168.1.12
172.217.19.36
192.168.1.12
172.217.19.36
192.168.1.12
172.217.19.36

Destnaton
192.168.1.12
8.8.4.4
192.168.1.12
192.168.1.12
192.168.1.12
172.217.19.36
192.168.1.12
172.217.19.36
192.168.1.12
172.217.19.36
192.168.1.12

Protocal

e
Ic
Ic
e
e
Quic
Quic
Quic
Quic
Quic
Qe

Longth 1o

67 Protected Payload (KPO)
75 Protected Payload (KP@), DCID=13f643433021fc4l
ayload (KPO)
ayload (KPO)
ayload (KPO)
ayload (KP@), DCID=456a89b@9c5dee27
ayload (KP@)
ayload (KP@), DCID=456a89b@9c5dee2?
'ayload (KP@)
ayload (KPO), DCID=A56a89b09c5dee2?
ayload (KPe)

54 bytes
11, src

bits), 54 bytes captured (432 bits) on interface
20:81 (14:85:7F:50:20:81), Dst: zte_88:edifc (20:e8:82:88:e4:c
192.168.1.12, Dst: 172.67.75.39

\Devi ce\NPF_{2BBSEFDA-E650-4AEE -AAD-5C6ECDARCATA}
fo)

rc Port: 61909, Dst Port: 443, Seq: 1, Ack: 1, Len: @

Figure 51. The Packets Going in and out of the Network Interface

8. Replicating, Restoring, and Backing Up Data on Virtual Computers

This is using Veeam Backup Solution that was first released in 2008 as a part of the

Veeam Availability Suite [10]-[11]. We press on the program setup file to install it, then accept

the terms and press Install to start the installation. Press Add New Job to start the backup

process (Figure 52).

Veeam Agent
4+ Add New Job...

iti Settings
@ Support
I' About

Figure 52. Add New Job to Start the Backup Process

Write down the backup name and description, and press Next (Figure 53).

Em

Name

Backup Mode
Destination
Local Storage

Schedule
Summary

Name
Type in a name and description for this backup job.

Name:

backup

Description:

Cancel

Figure 53. Write Down the Backup Name and Description

Select the data to back up and press Next (Figure 54). Choose a destination for the

backup and click Next
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Beckup Mode
[E 7 Croose what dara you wan: to back up “rom this computar,
Name O Entire computer (recommended)

GEGBNIGaE]  BoC P your entire computer image fo as recovery 1 any level. Delete tertporary an page fles are

automatically excluded “rom the imége to reduce the backup size,
Desiination (7] nclde external USB drives
Lozal Starage (3 Volume level backup

Schedule Back up images o° selected volumes, for example orly data vol.mss. Deleted, cemporary and page files are
automatically excluded “rom the image to reduce ths backup size.
surmery O File level backup (slower)

Back up individual files and folders by mask. This mcde produces an image-based backup with orly
selected files included in the image.

<previous [ Next> | Cancel
Figure 54. Select the Data to Backup

Select a locally attached drive for the backup (Figure 55).

Local Storage
[= ] Choosea locally attached drive to back up to

Name Local drives: &
Backup Mace | Storage device Fleespace  Tctal space
D Windows (C) 122556 465.1 GB
SN | paa 0 ST4GE 971568
Local Storage
Schedule
Summary
Folder:
Browse...
Keepbackups for. 7 = days (excluding days with no backup) Map backu
Click Advanced to enble periodic full backups, conigure encryptionand other backup file Advancad
sattings =

<Previcus | Next > Cancel

Figure 55. Select a Locally Attached Drive for the Backup

To complete the backup process, schedule the backup (Figure 56).

Schedule
o Choose when you want backup job to be started automatically.
Name Periodically

We will wake your computer from sleep to take a backup unless the connected standbypower modelis

BackupMade opapeq, Normally, this model is only enabled on mobile devices, such as tablets.
Destination Daily at 12:30 AM < Everyday v
LocalStorage If computer is powered off at this time Backup once powered on v
Schedule Once backup is taken, computer should Keep running ~

Figure 56. Schedule the Backup

9. Remote Support

This is utilizing VNC Viewer for nearby computers and portable gadgets we desire to
control. A viewer shows a file’s substance on the screen. A device (such as a tablet,
smartphone, or computer) having VNC Viewer installed is able to access and control a
computer located in another location. It's a sharing graphical desktop system, which permits a
user to remotely control the desktop of a remote computer (running VNC Server). It transfers
the mouse and keyboard or touch events to the VNC Server, i.e., controlling the accessed

computer. We used it rather than RDP for the following reasons.

e RDP can constrain the ability to supply IT assistance.

e RDP has restricted platform capabilities, whereas VNC works over numerous OSs.
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e The level of security between the two protocols can vary significantly.

e RDP connects to a shared server, but VNC connects directly to the computer.

Their point is to give remote graphical desktop capabilities to machines. The contrast
lies in the way they realize this [12]-[13]. We press the VNC setup file to begin the installation

process, and then press Next. Select VNC Server for user computers and VNC Viewer for IT

administrator computers (Figure 57).

8 VNC Setup - X

Select Components n
Which components should be installed? C_,

Select the components you want to install; clear the components you want to
uninstall. Click Next when you are ready to continue.

Install server and viewer

VNC Server (64-bit)
“-[] vNC Mirror Driver
VNC Printer Driver
VNC Viewer (64-bit)
Current selection requires at least 21.4 MB of disk space.

< Back Next > Cancel

1.9 MB

Figure 57. Selecting VNC Server for User Computers and VNC Viewer for IT

Administrator Computers

Select a destination for the installation files. Then, choose either a shortcut icon or not.
Then, press Install to complete the installation process. Open the program and write the IP of

the target computer you want to access and the password created (Figure 58). Then, the

connection screen will appear.

V2 VNC Viewer - Authentication X

n VNC Server: 192.168.196.135
Vc Username:

Password: ||
0K Cancel

Figure 58. Writing the IP of the Target Computer

10. Share and NTFS Permissions

File server permissions must be carefully enforced to provide proper access to the
content. This includes locking down consents on shared and physical folders as follows [14].

Right-click on the folder we need to share and select Properties (Figure 59).
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Employees File folder

Managers Salent

VeeamBackup | OPen File folder
Open in new window
Pin to Quick access
Give access to >
Restore previous versions
Include in library >
Pin to Start
Send to >
Cut
Copy
Create shortcut
Delete
Rename
Properties et

Figure 59. Right-Click on the Folder and Choose Properties

Select Advanced Sharing from Sharing (Figure 60). Select Share this folder and the user

we have to give permissions to. Then, specify them and press ok.

General Sharing  Security Previous Versions  Customize

Network File and Folder Sharing
Managers
Shared

Network Path:
WIN-H40SB2H15HA\Managers
Share

Advanced Sharing

Set custom permissions. create multiple shares, and set other
advanced sharing options

GAdvan:ad Sharing.

Figure 60. Select Advanced Sharing from Sharing

11. Discussion

In this research, we only used one physical server to construct a complete network
consisting of multiple servers and required connection tools. That is, all used hardware
networks are performed virtually by virtualization software, but the functions are the same.

Examples are:

e Data sharing and user access restrictions to deny unauthorized users.

e System policies to deny operations that are not supported for the user, such as allowing
users to attach USBs and denying other users to put USBs, allowing administrators to
configure time slots of several seconds to avoid being notified every time there is a
usage spike, and any exe files will be rejected by the system.

e Resources sharing like the utilization of printers.

e A security system, which will be an Antivirus management interface on the server and
endpoints for user and network monitoring through the use of Kaspersky antivirus

software.
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e Hospital Management System (Web Content Management System), which will be
hosted on a Windows server using Apache.

¢ A network monitoring system to control the use of the devices.

e A mail server, which is Microsoft's Exchange server.

e A backup solution through Veeam software. With it, the system has backup and restore
properties.

e A centralized management.

e The system accesses user data to the system for internal booking.

e Data is brought from the service regularly.

e A real-time monitoring system is provided.

e The system permits the server to make alterations.

12. Conclusion and Future Work

This paper is considered a complete reference on how to use virtualization in small
companies (that don't have the budget) to build networks and tools virtually instead of buying
equipment, such as servers, routers, and switches. We are keen to detail the necessary steps
along with illustrative figures. We show that virtualization software can replace all necessary
hardware for any start-up company and at the same time perform the same functions with the
same quality, for example: mail server, antivirus server, print server and file server, though we
only have one server. The point was to focus on delivering a variety of important and needed

systems running on a few equipments.

As a research direction, more services should be included for the benefit of users.
Another point to consider in future work is to add comparisons of virtualization software that

perform the same functions.
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