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Abstract 

The Internet of Things [IoT] is one of the most recent technologies that has influenced the way 

people communicate. With its growth, IoT encounters a number of challenges, including device 

heterogeneity, energy construction, comparability, and security. Energy and security are 

important considerations when transmitting data via edge networks and IoT. Interference with 

data in an IoT network might occur unintentionally or on purpose by malicious attackers, and 

it will have a significant impact in real time. To address the security problems, the suggested 

solution incorporates software defined networking (SDN) and blockchain.  In particular, this 

research work has introduced an energy efficient and secure blockchain-enabled architecture 

using SDN controllers that are operating on a novel routing methodology in IoT. To establish 

communication between the IoT devices, private and public blockchain are used for eliminating 

Proof of Work (POW). This enables blockchain to be a suitable resource-constrained protocol 

for establishing an efficient communication. Experimental observation indicates that, an 

algorithm based on routing protocol will have low energy consumption, lower delay and higher 

throughput, when compared with other classic routing algorithms.  

Keywords: SDN, Proof-of-Work, block chain, energy efficiency, internet of things, security 

 

mailto:suma-ise@dayanandasagar.edu


Journal of Trends in Computer Science and Smart technology (TCSST) (2021) 

Vol.03/ No. 02 

Pages: 147-160 

https://www.irojournals.com/tcsst/ 

DOI: https://doi.org/10.36548/jtcsst.2021.2.006 

148 

ISSN: 2582-4104 

Submitted: 29.05.2021 

Revised: 01.07.2021 

Accepted: 22.07.2021 

Published: 27.07.2021  

1. Introduction 

As the internet evolves, so do technological elements of introducing instruments to the 

community [1]. This includes Internet of Things (IoT) devices, automobiles, appliances, and 

so on. The combination of blockchain with the internet of things has resulted in the 

development of smart cities and, eventually, smart nations [2]. Informational services such as 

e-service marketing, e-business governance and e-learning have also changed the way of life 

and everyday happenings with the inclusion of modern day technologies [3]. With this rapid 

growth and expansion, it is only predictable that by 2030 IoT will have a tremendous influence 

in our everyday lives [4-5]. However, a number of challenges are associated with the use of 

IoT such as compatibility, multiple attacks, heterogeneity of devices and lack of central control 

[6]. Energy consumption and security are some of the most crucial challenges in the IoT 

industry. Because of their heterogeneous nature, the desired devices have a number of 

constraints in terms of processing and energy resources [7]. This results in the possible 

implementation of security and challenges in communication.  

 In recent years, edge computing has been proven to be a positive architecture to 

tackle some of the challenges faced due to IoT resource constraints. However, there are some 

issues that are yet to be addressed inclusive of IoT specific issues. Security, availability and 

confidentiality are some of the new solutions that have been made available to improve the 

efficiency of IoT devices during communication process [8, 9]. It is necessary to consider 

energy consumption in order to ensure that it doesn't affect the security or performance of the 

system. Availability is enforced so that the data service is always available at any point of time 

by considering that IoT devices consume low amount of energy. Similarly, the confidentiality 

is implemented so that only the authorised people can be given access to important messages 

[10]. Finally, binding relevant parties and integrity make sure that the information about source 

and destination [11] along with modification, if any, it is easily detected. This indicates that, a 

new architecture is required to establish a proper communication in the IoT network [13, 14].  
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 The architecture should be built to properly manage the minimum energy 

consumption and security in the network layers such as physical layers as well as applications 

[15]. Hence, we have used blockchain [16] and software defined networking (SDN) [17] to 

incorporate this architecture. SDN can be used to hold two elements namely switch and control 

that operates the control plane and data plane. The controller will be used to incorporate 

management policies and specific network programmability, [18] while the switch [19] is used 

for packet forwarding. This will leverage programmability, high flexibility, intelligent 

management, communication and remote control, as well as full control over the network. It 

also enables the ability to incorporate secure [20] and centralized network services such as 

bandwidth management, energy consumption, routing and security apart from unauthorised 

access prevention. However, the biggest concerns while using SDN is its insecurity. It is 

possible to use blockchain to securely transfer a file in a SDN.  

 Blockchain not only protects the privacy but also reserves resource availability 

in the event of intruders. In fact, Bitcoins transaction verification is built on blockchain 

technology [21]. Distributed cloud storage e-governance, medical information collection and 

intelligent counting officers are some of the places, where blockchain is being incorporated 

beyond financial transactions [22]. It is mainly built up of blocks that hold information and 

instead of centralised management it incorporates peer-to-peer network management which is 

distributed and flexible. On using blockchain capability, it is possible to tackle numerous 

limitations and challenges of IoT and using SDN controller a more energy efficient and secure 

architecture is built [23]. However, it has been observed that blockchain tend to complicate the 

calculator aspects such as delay and bandwidth overhead and hence on suitable for IoT devices. 

To address this drawback, we have introduced and IoT-friendly blockchain that proves to be 

efficient using SDN controller in every cluster through a distributed trust manner [24]. The 

make use of a private distribution ledger which can be altered, in every cluster, and is controlled 

centrally by a SDN [25]. To further enhance proof-of-work a proper routing protocol is 

incorporated along with prevention of selfish nodes entry. A cluster structure has been used in 

this architecture to enhance security and optimise energy consumption [26, 27]. The major 
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focus of this work deals with building a blockchain-enabled architecture for SDN controllers. 

Following is the outline of the objectives of this work [28]. 

 Provide an energy-efficient and secure file transfer facility between the devices 

in under a SDN controller, using appropriate routing protocols based on the 

cluster stricter, taking into consideration the constraints on IoT devices [29]. 

 Develop IoT compatible private and public blockchain, which use peer-to-peer 

communication and secure access control to data and IoT devices.  

 Build a blockchain-based SDN Controller, operating in clusters with distributed 

network management.  

2. Proposed Methodology 

This research work has designed a blockchain-based SDN Controller and clustering 

operations with distributed network management. The SDN controller initiates communication 

between the possible IoT devices by connecting it to a single blockchain [30]. As observed in 

Bitcoin, a distributed peer-to-peer network is created by the SDN controllers. There are two 

crucial goals: One is to ensure that the file transfer between SDN and blockchain takes place 

in a secure manner. Another is to decrease the energy consumption of the devices. Without a 

properly organized structure, it is not possible for large networks to operate in a smooth manner 

and the cluster structure serves this purpose. Here every cluster in the architecture is known as 

a SDN domain. Every SDN controller behaved as a cluster head to decrease the overhead and 

network delay. A cluster head is appointed for each SDN domain to coordinate the functions 

of the clusters to activate the IoT devices. A number of objects such as the heterogeneous 

devices were connected to the SDN controller which served as a coordinator. As the 

coordinator, the SDN will be able to monitor the IoT devices, enforce policies and also respond 

to the needs in every cluster. A crucial part of this architecture is cloud storage which is used 

to store the information on the cloud. In general, cybercrime attacks and illegal exploitation are 
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common attack on centrally managed system. The use of peer-to-peer communication will 

enhance the data integrity, security and remove unwanted interferences.  

2.1 Transfer of File  

In this work, every IoT device has a private key and a public key, which was used to 

secure the transaction process by following the SDN controller policies. Every packet that is 

transmitted by the IoT device is signed with a private key and published with a public key. By 

considering the sender’s public key, the pack is verified based on the authenticity of the key 

and later it is transmitted in a block format. When a file is shared by the IoT device, 

authentication is done by the other members present in the cluster. This block will be kept in 

the private blockchain, while the information is delivered to the destination. When an IoT 

device has to send information to a receiver located outside the cluster, the SDN controller will 

first establish relationship by requesting access to the cluster head of the destination cluster 

after publishing the public key. Ultimately when the IoT device is transferred, the 

corresponding file will also be sent to its destination.  

 

Figure 1. Architecture of Proposed Blockchain  
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Consider the figure 1, where a blockchain is present such that it holds all the IoT devices 

within a cluster. The process of file transfer will take place in the following manner.  

 Step 1: A file has to be transferred with A1 as the source and A4 as the 

destination. 

 Step 2: A1 signs the transaction. A private key is used to sign and a public key 

is used to publish. 

 Step 3: Using the public key, the block is broadcasted to be viewed by the entire 

network. If the cluster does not have an appropriate IoT, the IoT device will be 

sent to another SDN controller.  

 Step 4: Based on the public key, the IoT devices will authenticate the transaction 

similar to the way the sender authenticates the file. 

 Step 5: To enable transactional transparency, a block is added to the chain of 

transactions.  

 Step 6: The transferred file can only be opened by the receiver, who holds the 

private key to the file. 

2.2 Enhancement of energy efficiency and security  

In public blockchain, Proof of work (POW) is used as a consensus mechanism to 

allocate blocks. However the incorporation of POW has made the use of blockchain with IoT 

impractical due to its requirement of large amount of processing resources and energy 

resources. To overcome these obstacles, indication method distributed trust and a cluster 

structure by SDN controller is used. It addresses the POW based blockchain problems such as 

reducing energy consumption and time overheads. In the private and public blockchain, 

communication between two cluster heads and communication within the clusters are 

considered as transactions. Taking these facts into consideration, POW is excluded from blocks 
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in the blockchain. This is enforced in such a way that overhead due to POW is reduced 

significantly. To verify the received blocks and decrease their overhead a distributed trust is 

used by the SDN controller for authentication. The SDN controller generates the hash for every 

block. The hash value changes as the data changes, through computation. Use of hash value in 

the block enhances the security of the system. Using this proposed architecture it is possible to 

consider features using smart contracts, carry out transactions and share data. For proper 

maintenance of the numerous energy resources, the heterogeneous devices need to follow an 

appropriate routing protocol under every SDN domain. This will improve the energy 

consumption and energy efficiency of the IoT devices.  

The proposed protocol is capable of preventing the selfish and malicious nodes from 

accessing the SDN domain, which will result in decreased energy consumption and improved 

security. Reduction in energy consumption is highly favoured as it plays a crucial role in data 

transfer. The algorithm followed for energy efficiency and secure mechanism is as follows: 

 The IoT devices must initially register the controller. 

 A unique address is allocated to every IoT in every SDN domain followed by 

private and public key.  

 Under the SDN domain, every private blockchain will hold a data set that retains 

the information about energy remaining and energy sources of the connected 

IoT devices. Depending on the energy amount transmitted to the other devices 

and the controller for communication, the size of the IoT device packets will 

also vary.  

 In the event of crossing the energy threshold, the device uses neighbouring 

nodes to transfer the packets. Selfish or malicious nodes that have penetrated 

the controller will make use of the neighbouring blocks and its energy resources 

for overcoming the threshold. Moreover, they are also registered in the public 

blockchain and will not able to associate with any other cluster.  
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3. Results and Discussion 

Experimental results of the proposed work is observed and recorded. Fig.2 shows the 

energy consumed by the cloud storage, IoT device and SDN controller. It is seen that, the 

amount of energy consumed by the proposed methodology is considerably less, when 

compared with the previous BCF algorithm.   

 
Figure 2. Energy Consumption Measures for Proposed Vs. Existing Method 

Fig. 4 shows the time overhead calculated for the proposed and existing methodology, 

while Fig.5 indicates a comparison on the efficient usage of the bandwidth by using the number 

of packets transmitter along the way.  
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Figure 3. Time Overhead for Proposed Vs. Existing Method  

 
Figure 4. Bandwidth vs. No. of Packets 
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4. Conclusion 

As the Internet of Things (IoT) expands and develops technologically, demonstrating 

its power in many fields, it is being employed in a variety of applications. It does, however, 

confront a number of limitations and challenges in terms of processing power, privacy, and 

security. With the aid of blockchain and SDN, the proposed work addresses some of the 

challenges imposed by this architecture. Both public and private blockchains are incorporated 

into the IoT network by using the clustered structure. On eliminating POW and with the 

proposed routing protocol design, an improved security of communication and reduced energy 

consumption has been observed. Based on experimental observation, it is seen that the energy 

efficiency, performance and throughput of the proposed work is better than the existing BCF 

algorithm.  
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