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Abstract

Forgeries have recently become more prevalent in the society as a result of recent improvements
in media generation technologies. In real-time, modern technology allows for the creation of a
forged version of a single image obtained from a social network. Forgery detection algorithms
have been created for a variety of areas; however they quickly become obsolete as new attack types
exist. This paper presents a unique image forgery detection strategy based on deep learning
algorithms. The proposed approach employs a convolutional neural network (CNN) to produce
histogram representations from input RGB color images, which are then utilized to detect image
forgeries. With the image separation method and copy-move detection applications in mind, the
proposed CNN is combined with an intelligent approach and histogram mapping. It is used to
detect fake or true images at the initial stage of our proposed work. Besides, it is specially designed
for performing feature extraction in image layer separation with the help of CNN model. To
capture both geographical and histogram information and the likelihood of presence at the same
time, we use vectors in our dynamic capsule networks to detect the forgery kernels from reference
images. The proposed research work integrates the intelligence with a feature engineering

approach in an efficient manner. They are well-known and efficient in the identification of forged
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images. The performance metrics such as accuracy, recall, precision, and half total error rate

(HTER) are computed and tabulated with the graph plot.
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1. Introduction

Due to the recent advancements in digital image processing technology and the widespread
usage of digital cameras, editing or tampering with a digital image has never been simpler. Even
inexperienced forgers may now readily modify digital photos using simple photo editing tools like
Adobe Photoshop. Drooled photos have become increasingly common and sophisticated in the last
few decades with a seemingly endless stream of digital forgery tools has appeared, among which
splicing and copy-move are the most common ones that manipulate the images in a way that they
are hardly perceived by the human perceptual system that has appeared previously [1-5]. As a
result, digital image forensics places a high priority on effectively detecting these two types of

forgeries. Figure 1 example of forged image.

example)
forged object in,
a picture |
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Figure 1. Example of Forged Image

206
ISSN: 2582-4104

Submitted: 21.07.2021 s
Revised: 01.09.2021 TCSST
Accepted: 18.09.2021

Published: 02.10.2021



Journal of Trends in Computer Science and Smart technology (TCSST) (2021)
Vol.03/ No. 03

Pages: 205-221

https://www.irojournals.com/tcsst/

DOI: https://doi.org/10.36548/jtcsst.2021.3.004

Physiological features or behavioral aspects of people are used by biometric recognition
methods to identify a specific person. False pictures and videos may be created using forged
photographs and videos to get beyond face authentication and spread fake news. Using huge
quantities of training data and sophisticated network topologies, the quality of altered pictures and
videos has significantly improved [6-11]. As a result, the process of creating fake faces has been
made simpler. A brief video or an ID picture is all that's required these days to generate a fabricated
face appearance. Figure 2 shows the example of authentic and tampered or sliced based forged

image.

Figure 2. Example of Authentic and Tampered / Sliced based Forged Image

Social networks are becoming important an information source, which means that altered
multimedia, may rapidly spread and have substantial impacts. This danger is well-illustrated by

the deep fake phenomena. A human image synthesis method based on artificial intelligence allows
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anybody with access to a computer to make movies, including the appearance of any celebrity [12-
14]. Figure 3 shows the basic block diagram of capsule network structure.

Input Pre- Network Capsule Classification
Image Processing Model Network
(VGG¥)

Figure 3. Basic Capsule Network Structure

Using vectors and the likelihood of existence at the same time, capsule networks are new
deep learning models that collect spatial information. Detecting faces, for example, requires the
knowledge of features such as eye and nose positions. Different speech processing applications,
including command and emotion detection have been investigated using capsule networks. Replay
assaults employing printed pictures or recorded films on computer-generated movies have recently
been utilized for the identification of forgeries produced from forged images and videos [15-17].
In terms of detecting such assaults, research shows that capsule networks outperform other cutting-

edge systems.

2. Organization of the Research

The rest of this research paper is structured as follows: Section 3 describes the current prior
detection technique for forged images; Section 4 describes the suggested technique for detecting
and classifying counterfeit pictures in an effective manner. Finally, Section 5 summarizes the
outcome of the proposed experiment. Section 6 concludes the proposed research work with future

research directions.
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3. Preliminaries

An image splicing detection approach based on natural picture features was presented by
Shi et al. Image features extracted from statistical moments of characteristic functions were
combined with the Markov transition probability matrices in both the spatial and DCT domains,
resulting in discriminative feature vectors for support vector machine (SVM) classification, which

were then used in a block discrete cosine transform of the images [18].

Chung et al. and Suwajanakorn et al. developed a technique to assist attackers in
understanding the mapping between speech and lip movements, allowing anybody to generate
completely synthesized audio-video data [19, 20].

Compared to LBP-based techniques, Kim et al. presented a new method based on local
patterns of diffusion speed (local speed patterns). Deep learning has made it possible to identify
replay assaults much more easily now [21]. Different methods are used for classifying the features

retrieved by pre-trained convolutional neural networks, including Yang et al. [22].

Menotti et al. take a similar approach but improve the filters in a easily accessible high-
performance CNN architecture [23]. An additive operator splitting technique is used by Alotaibi
and Mahmood in their own CNN as a nonlinear diffusion-based method [24].

Using a 2-D non causal Markov model, Zhao et al. figured out how to localize splicing in
images with a high degree of accuracy [25]. The alternative method suggested by Lyu et al. differed
significantly from the model-based approaches mentioned above, as it revealed the inconsistencies
of local noises caused by camera sensors or post-processing to identify and locate the spliced
images [26]. A local binary pattern (LBP) and a steerable pyramid transform (SPT) were used to

identify the distortions of textural characteristics in forged images since image tampering may
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change the texture micro-patterns. The LBP and SPT have obtained the best detection performance
on the CASIA dataset [27].

In 2017, Hinton et al. addressed the shortcomings of CNNs when they are used for inverse
graphics applications and provided the groundwork for a more robust capsule design. The absence
of an efficient algorithm and computer hardware constraints meant that this sophisticated design
could not be executed successfully at the time. Instead, CNN, which is both simple to build and
train is now extensively utilized [28]. The dynamic routing algorithm and expectation
maximization routing algorithm have now been introduced, and capsule networks have been built
with impressive first results. Two recent studies have shown that the hierarchical pose connections
between object components may be well represented by the agreement between the capsules

computed by the dynamic routing method [29].

Research Gap

These technigues, as well as others must be refined in order to enhance the accuracy of
visual tasks. The application of a capsule network to a forensics job, which is the subject of this
research paper, is a difficult issue to solve. However, the agreement between capsules obtained via
the use of the dynamic routing algorithm may be able to improve detection performance on

complicated and almost perfect forged images in certain situations.

4. Proposed Methodology

In general, capsule networks replace CNNs' scalar neurons with high-dimensional vectors
instead. The length and direction of the vector are interpreted by representing the likelihood of the

entity's existence and instantiation parameters respectively.
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4.1 Design of dynamic capsule network

The proposed method generates important histograms by including the values of the whole
image's pixels. Certain quantization effects are visible on these histograms only if a picture has
been saved in JPEG format several times. If the effect is found, we may deduce that the picture
has been altered (or at the very least saved) at least once. This is referred to as the sensible method

for initiating the deep learning process.

This research paper proposes a capsule network with dynamic routing. A coordinate picture
is formed by our eyes and the brain, and a variation in coordinate frames has a significant impact
on how we think. The coordinate frame is thus engaged in the recognition process when the objects
are recognised, which is dominated by the notion of space. Thus, instead of representing a single

neuron, the capsule depicts an entity by utilizing a network of neurons [30].

Only the images can be implemented by using the new approach. Layers are used for
picture input, and the feature engineering process is separated from that. The frames are used to
obtain the classification results (posterior probabilities). To arrive at the outcome, the probabilities

are averaged in the post-processing stage. The rest of the picture remains as a copy of the original.

4.2 Feature engineering

Faces (objects) in the given input images are identified and scaled to 128*128 in the pre-
processing step. The latent characteristics are extracted from the VGG-19 network and feed them
into the capsule network as input. Instead of three outputs before the ReLU layers, the third max-

pooling layer's output [31]. We do this to minimize the size of the capsule network'’s inputs.
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Figure 4. Overall Proposed Structure

4.3 Algorithm for Dynamic Routing of Capsules
Step 1:

To put it another way, if "v;" and "p;" refer to capsule j's vector weighted sum of all previous

layer capsule transfers to this layer, then capsule j is

2
__pll” v
"I el

Step 3:

The prediction vectors are defined as follows;

pbj = Z CijUji

i
Remarks:
To obtain pj, one needs to first calculate ‘prediction vector’
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Uji = My jU;

ui" is the output of the previous layer, where "m; ;" is the weighted matrix between capsules

| in the previous layer and capsule "j" in the current layer. Then,
Step 4:

The expected loss can be used as a cross entropy loss function to train in our proposed

model with the following equation,

Lg = —(ylog(®@) + (1 —y)log(1 — ()

Here L is the entropy loss function for capsule network model.

5. Results & Discussion

In this part, a series of tests demonstrate that the deep learning approach we propose for
detecting image fraud works. Furthermore, we compare the proposed method to three prominent
image fraud detection algorithms using standard test datasets [32]. The histogram may be
generated by the suggested method at an earlier stage in order to determine whether or not the
pictures are faked. As a result of the quantization effect being found in the histogram element, we

may infer that the histogram element is false.

Ll

Figure 5. Histogram to Detect Forgery Image Classification at Initial
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Nonetheless, if this impact is not detected, it is impossible to draw certain conclusions
about the picture since it might, for example, be generated from a RAW file, modified in a graphic
editor, and saved as a JPEG file all at the same time without any further processing. Figure 5 shows
the histogram mapping for input images. In order to assess the benefit of utilising random noise,
we have evaluated our suggested technique both with and without random noise, including the

following types:

1. Capsule-Forensics

2. Capsule-Forensics Noise

Forged image

o ok

Figure 6. Forged Image Detection by our Proposed Algorithm

The random noise was produced from a normal distribution with a range of values ranging
from 0 to 0.1, and it was utilised in both the training and testing phases of the experiment. The
dynamic routing method was run through two iterations (r = 2) in order to provide the most
efficient result. Figure 6 shows results obtained by proposed algorithm. Table 1 shows computed

performance metrics.
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Table 1. computed performance metrics

S5.No Methods Accuracy Recall Precision HTER (%)
1 MesoNet Network 78.23% 76.14% 71.98% 12.47
2 MesoInception 88.12% 80.73% 84.34% 1.97
3 Capsule Forensic 93.1% 94.21% 92.5% 0.36
4 Capsule-Forensic-Noise 04,99 97.41% 05.4% 0.001
5 Proposed Intelligent capsule network 95.4% 97.40% 96.4% 0.010

Overall Performance Measure

W Accuracy
M Recall

precision

Figure 6. Overall Performance Chart

Each data set is divided into six equal-sized groups, with one-sixth of non-repetitive

genuine and forged pictures randomly chosen from the data set, to assess the detection performance
of the suggested and other methods involved. In both cases, the false acceptance rate shows outliers

that have not been identified, while the false rejection rate includes a number of excellent

arguments that have been incorrectly categorized as outliers. The performance metrics are

following;
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| ~ TP + TN
CCUracy = TP Y TN+ FP + FN

procicion — TP

recision = TP n FP

Recall = —~
et = TP Y FN
FRR + FAR
HTER = ————

The entire performance chart except HTER metrics has shown in Figure 6. It has been
shown that the accuracy of proposed intelligent capsule network is superior to that of other

currently available techniques.

6. Conclusion

The histogram mapping method, which is the foundation of our suggested intelligent
approach, allows us to give accurate or false information on input pictures at the time of their
creation. Then, using a dynamic capsule network, the input picture will be analyzed to determine
if it is a counterfeit or a genuine image. The results of our suggested method for identifying the
counterfeit picture are excellent and efficient, as shown in the following table. Furthermore, the
accuracy is much greater than that of other conventional techniques. The future study will be
focused on researching capsule networks for synthetic forged image detection as well as generic
countermeasures for unknown spoofing assaults to improve their detection capabilities. A major
emphasis of future research will be on assessing the ability of the suggested approach to withstand
adversarial machine assaults, particularly concerning the proposed random noise at test time, and

on improving that ability. It will also concentrate on improving the robustness and efficiency of
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our proposed methodology for dynamic attacks that must be increasing the synthetic detection

issues of the forensic community [33, 34].
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