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Abstract 

Cybersecurity is an extensive and vivacious domain in the commercial progression of the 

ecosphere. By up-to-date inhabitants, networking settings and assets, cybersecurity fits with 

the exigent task to realize the necessities of the imminent populace. Intelligent cybersecurity / 

intellectual smart cybersecurity has risen as a pioneering tool to deal with latest ambiguities 

in programmed cybersecurity enduring capability by bringing together Artificial Intelligence 

(AI) in Cybersecurity Computerization. The mechanism that enterprises in this cutting-edge 

technology handles the mechanism capability to acquire via depleting Bootstrapped Meta-

learning and reinforced with rewards as Supreme Cybersecurity vintages, besides least 

resource utilizations as well as time limits.  

AI empowered cybersecurity technology is a vital constituent of the imminent cybersecurity 

revolution ahead. During this operation, a proficient computerization of AI application in the 

arena of cybersecurity sustenance is ready for attaining the supreme output welfares as 

results, also inhibiting the real assets. Setting the precise real-time issues are trailed by 

cracking it for affluence and escalation or magnification of cybersecurity thus by prominent 

universal preeminent impending cybersecurity. A meta-learning/AI-based automated security 

strategy is vital in the protection of critical infrastructure, users and assets disinclined to 

outbreaks. 

Keywords: Artificial intelligence, transforming, future intelligent automated cybersecurity, 

bootstrapped meta-learning, є-greedy Q-learning agent, cybersecurity sustenance. 
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 Introduction 1.

By the over speedy-evolving cyberattacks and swift proliferation of the gadgets now, 

Artificial Intelligence (AI) and Machine Learning (ML) profit to hold well-informed by 

cybercriminals, automate threat breakthrough, and respond more proficiently than customary 

manual or software-driven practices. 

1.1  Recognition of Innovative Menaces 

AI will be blended out to spot cyber-coercions and feasibly malicious activities too. 

Outdated software schemes just will not hold pace over the sheer amount of new malware 

instituted every week, so this is a range of AI that will positively go by cybersecurity 

sustenance. 

By the use of sophisticated algorithms, AI schemes are being proficient to spot 

malware, track pattern recognition, and speck, even the least activity of malware or 

ransomware eruptions afore departing into the scheme. AI lets for superior predictive 

intelligence with Natural Language Processing (NLP) that is curated data on its own by 

scraping over blogs, news, and studies on cyber threats. This will afford intelligence and 

intellect of pioneering inconsistencies, cyberattacks, and inhibition tactics. After all, 

cybercriminals monitor drifts too, so what’s standard using those variations persistently? 

AI-centred cybersecurity schemes will be liable for the cutting-edge realities of 

universal industry-specific menaces to the superior origination of vivacious highlighting 

adoptions, proven not just on what influence these schemes erupt, but constructed on what is 

most feasible to be handled to outburst these schemes [1-3]. 

1.2  Correlate Battling Bots 

Bots build up a massive quota of web traffic flow at present, and they will be perilous. 

From elucidation misuses with embezzled identifications to bogus version institution and data 

scam, bots will be a real threat. Automatic threats can’t be embarked upon with manual 

replies only. Sustenance of AI and ML build a meticulous concern of website traffic and 

categorize relating to high-quality bots (alike search engine crawlers), bad bots, and 

individuals. AI authorizes to probe a colossal amount of data and lets cybersecurity teams to 

publicize their tactic to a commonly wavering landscape [4]. 

“Far and wide discerning the join forces conformations, line of work will appreciate 

replies to the probes ‘what approves a habitual client edge seems to be’ and ‘what victories an 



 D. Sasikala, K. Venkatesh Sharma 

Journal of Trends in Computer Science and Smart Technology, September 2022, Volume 4, Issue 3 141 

imminent unreliable path looks like’. On or after present day, it will be incomplete for the 

deep website traffic, and will prefer continuing fast and forward of the bad bots” outlines a 

Chief Technical architect & head. 

1.3  Breach Risk Forecast 

AI schemes aid in leading the IT asset inventory that is a precise and meticulous 

record of intact gadgets, customers, and practices with divergent levels of access to many 

schemes. Currently, as deliberated above in view of the asset inventory and threat revelation, 

AI-centered schemes will forecast how and where these are supremely prospective to be 

conceded so that it will be intended and allot assets headed for regions of most 

susceptibilities. Prescriptive intuitions from AI-centered analysis empower to constitute and 

progress regulators and practices to reinforce this cyber resilience [5]. 

1.4  Superior Endpoint Fortification 

The quantity of gadgets used for speedily remote operational amassed, and AI has a 

vital role to achieve fortifying all those endpoints. Definitely, antivirus tenacities and VPNs 

will support farther remote malware and ransomware outbursts, but they frequently operate 

focusing on signatures. This infers that, to continue safeguarding and fortify the latest threats, 

it progresses prerequisites to hold up using signature descriptions. This will be at 

apprehension if the virus portrayals heist behindhand, either as a failure to impart the 

antivirus resolution or deficiency of cognizance from the software dealer. As a result, if an 

innovative category of malware outburst arises, signature fortification will not be proficient 

to shield in refutation of it. 

Cybersecurity current trends that include the subsequent factors such as, remote 

working cybersecurity risks, the Internet of Things (IoT) evolving, the rise of ransomware, 

increase in cloud services and cloud security threats, social engineering attacks getting 

smarter, data privacy becomes a discipline, multi-factor authentication improves, continued 

rise of AI, ML security tools continue to grow in sophistication and capability, and mobile 

cybersecurity becomes the front and center [6, 17]. 

 Review of Literature 2.

This literature review of cybersecurity is an outline of the formerly available research 

works on the topic cybersecurity. This speaks of the attainments and limitations of the current 



DEPLOYMENT OF ARTIFICIAL INTELLIGENCE WITH BOOTSTRAPPED META-LEARNING IN CYBER SECURITY 

ISSN: 2582-4104  142 

cybersecurity systems’ academic papers or a fragment of an intellectual work quoted from 

materials that include an article, a blog or a research work. 

Table 1. Literature on cybersecurity techniques 

Reference 

No 

Area of 

Research 

Work 

Algorithm/ Concept 

Details 
Advantages Disadvantages Future Work 

[7] Rise of 

Automotive 

Hacking 

Electronic control units, 

media-oriented systems 

transport that are 

cohesive into 

automobile algorithm 

including Bluetooth for 

device connectivity, 

4G, Wi-fi the same for 

vehicles. 

Electronic privileges by 

digital validation, Two-

way factor endorsement 

or 3
rd

 party. 

Validation to protect 

the system from 3
rd

 

party customers and 

hackers, and law of act 

known as the right to 

repair act. 

Could not find 

the entire way 

to crack the 

algorithm or 

the pattern. 

Creating miserable 

problem in 

protecting it from 

cybercriminals or 

hacktivist. 

To work upon 

the manner, 

hackers think 

and make 

themselves 

one step ahead 

than what they 

are going to 

do.  

[8] Potential of 

Artificial 

Intelligence 

(AI) 

Big data, robotics and 

IoT.  

Continual 

technological 

innovator for 

the 

foreseeable 

future. 

Foundation of 

computer 

learning.  

Over AI, 

computers 

have the 

facility to bind 

enormous 

quantities of 

data and 

utilize their 

learned 

intelligence to 

make optimal 

Much more to 

come. 

Emulating the 

human brain, 

AGI’s still-

hypothetical 

future,  

procedural 

memory 

or/and 

episodic 

memory. 
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decisions and 

detections in 

fractions of 

the time that it 

humans take. 

[9] Mobile is the 

new target 

Symbian,  

Emerging mobile and 

cellular technologies - 

combined with the 

increasing ubiquity of 

the devices across the 

globe - the wireless 

phone. 

But attackers 

will move 

quickly to any 

venue that has 

the user base 

and kinds of 

transactions 

emerging in 

the mobile 

device.  

Several malicious 

programs for 

smartphones, 

including 

J2ME/RedBrowser. 

Mobile phone 

abuses are 

"realistically a 

plane stripe". 

By the 

susceptibilities 

out there, it is 

anticipated 

that the 

menace will 

raise very 

swiftly. 

[10] Cloud is also 

potentially 

vulnerable 

List of the top 7 critical 

cloud vulnerabilities 

found 

Conducted 

cloud security 

assessments. 

Failure to take the 

necessary 

precautions -

Reckless 

endangerment 

Stay ahead of 

this threat- 

regular cloud 

penetration 

testing and 

mitigating all 

the detected 

vulnerabilities 

on priority.  

To identify all 

the 

weaknesses in 

cloud 

environment 

before threat 

actors can 

exploit them. 

[11] Data 

Breaches: 

Prime target 

Latest cyber security 

solutions and the proper 

security tools 

The cyber 

security 

landscape is 

continuously 

changing with 

hackers 

finding new 

ways to access 

information. 

Major increase in 

data breach cases 

and the growing 

prevalence of 

cybercrime in the 

modern age. 

Taking 

proactive 

measures and 

fostering a 

culture of 

continuous 

security 

awareness. 

[12] IoT with 5G 

Network: The 

new era of 

technology 

and risks 

5G enabled IoT devices Game changer 

that opens 

doors for new 

wireless 

architecture 

and smart 

services. 

Most challenging 

and new 

conceptions. 

The next 

episode of 

tech 

revolution, aid 

problem-

solving for 

people and 

organizations 

with a vision 
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to make the 

world better 

than 

yesterday. 

[13] Automation 

and 

Integration 

SIEM and SOAR 

solutions. 

Adopts a 

hybrid 

approach. 

The needs widely 

vary across various 

organizations. 

Cybersecurity 

blueprint 

[14] Targeted 

Ransomware 

Initial compromise, 

privilege escalation/ 

credential theft, lateral 

movement, and 

encryption/deletion of 

backups. 

Best practices 

to protect 

against 

targeted 

ransomware 

attacks. 

Poses a significant 

threat to 

organizations. 

Hardens 

security 

architecture. 

[15] State-

Sponsored 

Cyber 

Warfare 

Gathering intelligence, 

financial gain, 

damaging digital and 

physical infrastructure, 

hindering 

communications and 

the theft of intellectual 

property. 

Adopting a 

zero-trust 

security 

strategy.  

Full visibility 

into all traffic, 

encrypted and 

using 

TLS/SSL 

inspection. 

Accessibility of 

over 15 million 

DDoS weapons 

cybercriminals 

have, time and 

control them in 

their cyber warfare 

policies. 

An AI/ML-

centered, 

automatic 

DDoS defense 

policy is vital 

to safeguard 

acute setup, 

customers and 

assets against 

DDoS 

outbreaks. 

[16] Insider 

Threats 

Use digital forensics 

and analytics tools like 

User and Event 

Behavior Analytics 

(UEBA) to help detect, 

analyze, and alert the 

security team to any 

potential insider threats. 

 

Best practices 

that aid in 

reducing the 

risk of 

insiders’ 

threats. 

Establish a 

baseline for 

normal data 

access 

activity.  

Database 

activity 

monitoring 

can help 

identify policy 

violations. 

User behavior 

analysis is the key 

to protecting 

against insider 

threats, but is not 

enough. 

Implement 

comprehensiv

e approach 

that relies on 

multiple layers 

of protection. 

 

This literature survey provides an overview of the cybersecurity conceptions with 

their advantages, disadvantages and their essential future work. 
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 Prevailing Systems: AI in Cybersecurity Mechanization 3.

AI is swiftly progressing as a must-have technology for refining the implementation 

of IT security teams. Individuals will not scale sufficiently to secure an enterprise-level 

peripheral eruption, and AI affords the much-needed probe and menace evidence of 

characteristics that will be used by security professionals to cut breach risk and amplify 

security stance. Still, AI will help establishing and highlighting the risks, direct occasion 

response, and realize malware eruptions before they rise into the interpretation. Thus, even 

with the probable downsides, AI will benefit enterprise cyber-security accelerate and help 

officialdoms build a more robust security stance conformist manual or software-driven 

practices that grips, identifying novel threats, battling bots, breach risk forecast, superior 

endpoint fortification and so on. 

AI and ML at the present-day are apt and vital to data security, as these know-hows 

are proficient of swiftly exploring millions of datasets and outlining down an all-embracing 

range of cyber threats from malware threats to spontaneous activities that will effect in a 

phishing outbreak. These skills are regularly learned and advanced ahead data from erstwhile 

practices and modern-day to locate new variants of outbreaks that will arise at present or 

tomorrow. The run-through of AI will be assessed in cybersecurity (serene as good and bad), 

similarly by what the experts and managers have to articulate on this stuff. 

As cyberattacks foster in volume and convolution, AI is abetting under-resourced 

security activities forecasters to stay ahead of threats. Curating threat intelligently from 

millions of research papers, blogs and news, AI technologies such as ML and NLP are extant 

rapid intuitions to cut over the noise of daily alerts, significantly dropping response times. 

 Shortcomings of the Prevailing Systems 4.

1. Cybercriminals are familiar to AI: AI security framework may not work properly if it 

is hacked by an AI profession hacker.  

2. Cyber-threats evolve: Even if the institution of AI is in this business, it doesn't mean 

that it will not spontaneously grow resistant to all threats. 

3. Distant setup: Currently, systems lead into crosswise regions, dispensing subtle data 

all over the globe. These dispersals don’t sustain apt security and are at affluence to 

collapse. 
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4. Manual recognition: It is not possible to implement a 24/7 security intimidations with 

human monetarization. Most of the time these schemes impel into unmonitored state 

due to mistrustful routine. 

5. Responsibility delay of a security team: In many cases, the security specialist spends 

time on threat rather than forecasting it.  

6. Dynamic/active treats: Hackers use many tactics in random for hiding their sites, IPs, 

information, and tactics. The cybersecurity arena, as a substitute, is a pure and wide-

open for research – data, molded by businesses, is effortlessly handy by criminals. 

7. High adoption barrier: AI still entails a lot of computing power and human resources, 

related to usual antivirus. 

 Recommended System: AI with Bootstrapped Meta-Learning in Cybersecurity 5.

Automation 

The learning efficiency of AI model is improved by meta-learning. Cracking this 

latent comprehends devastating an exciting meta-optimization issue. An algorithm that 

tackles this multifaceted is anticipated by letting the meta-learner teach itself. The algorithm 

first bootstraps a target from the meta-learner, and then optimizes the meta-learner by 

curtailing the distance to that target in a chosen (pseudo) metric. Focusing on meta-learning 

by gradients, the state of affairs that warranty enacts developments are proven and exposed 

that the metric will regulate meta-optimization. For now, the bootstrapping mechanism is 

executed over all updates. A new state-of-the-art is realized for model-free agents on the vital 

yardstick signifying that it yields enactment and efficiency improves both in multi-task and 

meta-learning. This work explores how bootstrapping unties up novel prospects realizing that 

it meta-learns proficient probe in a є-greedy Q-learning agent deprived of back propagating 

over the update rule. 

In this manuscript, the impression has been put forth that efficient meta-learning does 

not oblige its objective to be stated exactly in a state of affairs of the learner’s intent. In its 

place, an alternate tactic that is sure of devising the meta-learner’s counterpart as a chosen 

mark is handy. Here, it is bootstrapped from the meta-learned update rule itself to generate 

imminent targets. While depleting, the meta-learned update rule as the bootstrap lets an open-

ended meta-learning practice, exercising specific basis that is enforced. As an illustration of 

this tactic, bootstrapped meta-gradients is reviewed that will reassure the enactment 
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Start 

Exploration: Select 

Random Action 

Exploitation: Select 

Best Known Action 

enhancements in suitable selections of foci and matching functions that will be superior to 

those of customary meta-gradients. Especially, significant enhancements have been witnessed 

on the system and a novel state-of-the-art has been realized, during the procurement of 

significant efficiency achievements in a multi-task meta-learning locale. Innovative options 

specified by the target-matching nature of the algorithm have been explored and validated 

that it will cram to explore in a є-greedy Q-learning agent. 

 

Figure 1. Cybersecurity Automation 

 

 

                                                                        Ɛ                     1- Ɛ                                 

 

 

 

 

Figure 2.  Ɛ - Greedy Action Selection 

 Benefits of the Suggested System 6.

1. AI incessantly learns with Bootstrapped Meta-Learning: AI furthers its facts to 

“realize” cybersecurity threats and cyber-risk by using billions of data artifacts. 
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2. AI reasoning realizes hazards earlier: AI probes associations midst intimidations 

embrace malevolent files, mistrustful IP addresses or insiders in seconds or minutes. 

3. AI cuts time-consuming tasks: AI distributes curated risk analysis, let’s verve of the 

time security analysts’ yield to create critical decisions and remediate threats. 

4. Cognitive security pools the powers of AI and human intelligence: Cognitive 

computing over Watson for cybersecurity pacts a cutting-edge nature of AI, 

leveraging plentiful systems of AI, enfolding ML algorithms and Deep Learning 

networks that are safe resilient and smarter over time. IBM Security QRadar Advisor 

with Watson serves to progress a head start in valuing events to cut the cyber risk. 

5. Respond back to security events with optimism: IBM Security QRadar SOAR, earlier 

resilient, is premeditated to benefit the security team response by cyberthreats with 

self-reliance, computerize with intelligence, and collaborate with reliability. It 

codifies established incident response processes into dynamic playbooks to guide the 

team with knowledge to resolve incidents. It benefits fast-track and coordinate their 

reply by industrializing actions with intelligence and incorporating with additional 

security tools. 

6. Mobile Device Management (MDM): It is applied to enable the visibility of all 

applications incorporated in a mobile device to regulate the process. It is also 

employed to safeguard the data and allows the user to access them from different 

locations. 

7. Mobile Expense Management: It is managed by monitoring the notifications in an 

active manner. Continuous tracing of mobile device data makes the device to not 

move beyond the allowed standards. 

8. Identity and Access Management (IAM): It verifies the identity of every device and 

gives conditional access to improve the trust. It empowers users to firmly log in to 

enterprise apps deprived of a password however yet applying gated access to aid 

guarding corporate data. 

9. Security Verification: IAM modules are customized with multifactor authentication, 

single sign-on and control on delegation on commercial application. 

10. AI learns further over time. 
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11. AI ascertains unfamiliar intimidations. 

12. AI will process a high extent of facts. 

13. Superior Liability Management 

14. Enhanced Global Security 

15. Duplicative practices cut. 

16. Fast-tracks discovery and response times 

17. Fortifying Validation 

18. Aggressive prevailing intimidations that discover novel tactics to attain into individual 

gadgets and corporate databases. 

19. Gets ready in progressing to express more dominant outbreaks, powered by AI with 

Bootstrapped Meta-Learning in Cybersecurity Computerization. 

20. Distinguishing viruses: AI will evaluate terabytes of data in the incredibly diminutive 

epoch of time, rapidly revealing mistrustful code bits. 

21. Constructing a virus database: AI will accumulate these facts, practice it, and study 

from formerly spotted intimidations. 

22. Forecasting the passages of cybercriminals: AI resolutions will scrutinize prevailing 

intimidations, safety bulletin, and trends to predict potential advances.  

23. Optimizing the functionality: AI will construct smart intuitions that will benefit 

industries progress their software and drop the hazards of the subsequent outbreaks. 

24. High-speed discovery: AI diagnostic and intensive care capabilities extremely go 

beyond human beings. Not similar to customary control processes, AIs are smart 

aware system. These methods are proficient of confronting open-ended intimidations 

and raising reply schemes from scratch. 

25. Absence of human errors: AI modules never need a strategic plan from a user, and it 

does not require any data cleanup routine. However, the AI decisions are monitored 

with a smart data driven algorithm to avoid a concealed process. 
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26. Rapid response: AI activates in seconds, swiftly accepting over terabytes of facts. Via 

AI and ML, safety resolves, even huge institutions are proficient to realize menaces in 

instants.  

27. Computerizing repetitive work: AI resolutions, protect time for the safety team to 

concentrate on vision and strategic intents. Human specialists are yet a lot superior in 

footings of creativeness, and strategic visualization, so it constructs intellect to open 

them from certainly automatized jobs and let accent on the most noteworthy practices.  

28. A smart tactic to edification in Cybersecurity: AI will be castoff to gather and 

simplify facts about the recent viral intimidations, construct smart databases, 

categorize risks, and answer.  

 Conclusion and Future work 7.

Smart Cybersecurity is here to say: Smart Decisions, Brighter Futures. Actually, it is 

specified that it’s the single tactic frontward. Over populace appraisals anticipated to 

knockout the 10 billion spots in the imminent days; there is just no substitute, but to take 

know-hows to capitalize on security practices and make system for abundantly self-governing 

security testings using AI with bootstrapped meta-learning in cybersecurity automation 

learning to discover in an є-greedy Q-learning agent. Here, the shortcomings of the prevailing 

systems are fixed, and the welfares of the recommended system are renowned. AI is 

transforming as Future Intelligent Automated Cybersecurity with Bootstrapped Meta-

Learning and exploring practices with a є-greedy Q-learning agent. 

Establishments forecast that hackers will be vigorously ceased by the AI in the near 

future, and to handle it, usual tools can’t put up such risks. As it is, most institutions aren’t 

primed to tackle extremely ransomware, malware, intelligent viruses, and further actions of 

cyberthreats. However, accepting AI resolutions will from now profit commerce custom 

fewer time and effort on their daily safety errands, but likewise trust them superior and well-

appointed for novel risks. It is both the defense associated to present-day threats and asset in 

the future. The technology is realizing further accessibility that signifies rapidly that no 

corporate will ensure a purpose to postpone approving AI. As an alternative of coming up for 

traditional tools to execute AI at a huge level, it’s superior to be ahead of the state and start 

constructing powerful customary AI safety too.  
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Possessing these facts and web safety isn’t easy in today’s commercial surroundings. 

A decisive step will have to be taken to being safer by embracing AI to reinforce this safety 

frame. There are quite a lot of welfares exhausting AI for commercial safety and it is 

anticipated that very soon AI will grow into a vital portion of commercial cybersecurity. 
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