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Abstract

The publish-subscribe variant of the Message Queuing Telemetry Transport (MQTT)
protocol is lightweight enough to permit the asynchronous sending of messages. Nonetheless,
the protocol is experiencing issues related to congestion, which is caused by the IoT traffic
characteristics in the distributed broker networks in the IoT environment. As a result, delay
occur resulting in a degradation of QoS. However, using classical AIMD and static rate-
limiting techniques for congestion control in the IoT environment is becoming difficult. The
proposed work provides an adaptive Reinforcement Learning (RL)-based system to handle
congestion in the IoT environment. This system can be represented using a Markov Decision
Process (MDP). The DDPG algorithm will allow the RL agent to discover optimal strategies
in the IoT environment, and it is beneficial in managing non-stationary IoT traffic. Based on
the agent clusters’ simulation of the brokers, the RL-based system outperforms the traditional
system in the IoT setting. It achieves this as the message drop rate is reduced by 38-40%, the
latency is reduced by 27-32%, and the fairness of the load is increased by 18-24%.

Keywords: MQTT, Internet of Things, Distributed Broker Networks, Congestion Control,
Reinforcement Learning, Markov Decision Process, Quality of Service, Traffic Management.

1. Introduction

The Internet of Things (IoT) technology model has developed into a huge cyber-
physical system that produces diverse data traffic in smart cities, medical industrial automation,
and self-governing vehicles, with over 29 billion IoT devices predicted to be deployed globally
by the year 2030 [1]. This tremendous growth is imposing an uncertain amount of pressure on
telecommunication systems, especially at the application layer, where lightweight protocols
must be implemented to support constrained devices and low-bandwidth environments. Among
the various protocols developed, the Message Queuing Telemetry Transport (MQTT) protocol
has been recognized as the industrial standard due to its publish-subscribe model, low
overhead, and lossy connection compatibility. Nevertheless, as the density of [oT devices and
data traffic increases, 10T systems based on the MQTT protocol experience significant
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problems in terms of congestion, scalability, latency, packet loss, and energy efficiency [2].
System stability and Quality of Service (QoS) depend on the aforementioned problems. Recent
research has demonstrated that when the level of traffic is high, the level of congestion in IoT
networks, especially in broker-based networks, could cause a rise in end-to-end latency by 30-
60% and a loss of packets of more than 25% [3]. Although analytical models have been
proposed to predict the loss of messages and the level of delay in MQTT and MQTT-SN
networks, these models are used mainly to evaluate the performance of these networks rather
than to mitigate congestion in these networks [4]. Although distributed broker-based networks
and authentication schemes have been investigated to improve the performance of these
networks, the effectiveness of these schemes in high-traffic networks has not been fully
explored. MQTT has been used in smart city and healthcare application scenarios,
demonstrating its feasibility. However, these networks lack adaptive schemes that could
address emergency situations [6],[7].

Network congestion and communication limitations play a vital role in real-time
decision-making and system throughput in the context of IIoT and ITS. In support of
application-level optimization, existing techniques tend to abstract communication-layer
limitations, e.g., broker overload and traffic dynamics [8], [9]. Classical congestion control
techniques, e.g., Additive Increase Multiplicative Decrease (AIMD), are not applicable to
MQTT communication and various loT traffic patterns, despite the fact that these techniques
provide theoretical reliability guarantees [10]. Load balancing and cloud-edge orchestration
techniques are also employed to optimize resource utilization, but these techniques do not
consider fine-grained MQTT traffic awareness and real-time congestion feedback in the
context of system control decisions [11], [12]. However, research has indicated that MQTT-
based IoT systems face the threat of illegal access, hijacking of the broker, and denial of
service. Although the use of ML and distributed security frameworks improves intrusion
detection and the robustness of the protocols, they also contribute to increased computation
and communication expenses, which may worsen the latency and congestion problems [13],
[17]. The scalability and congestion control performance of ML-based IoT systems remain
unknown; however, broker-less IoT systems have been proposed to eliminate the broker
bottleneck, unlike traditional MQTT-based IoT systems [14].

Recently, Deep Reinforcement Learning (DRL) and Federated Learning (FL)
techniques have been employed in the optimization of networks, showing improvements in
throughput of up to 20-35% in simulated scenarios [15], [18]. Nevertheless, these techniques
face disadvantages such as high training complexity, unstable convergence, and high
communication overhead, which make their application difficult in IoT systems [16].
Moreover, the application of Al-based traffic management frameworks has shown the potential
of using these techniques but has failed to provide MQTT-based solutions, along with a lack
of real-world implementation scenarios [19]. Furthermore, QoS-based multilayer architecture
and adaptive QoS control techniques provide better prioritization of traffic but add to the
complexity of the system, failing to offer scalability at extreme densities of IoT devices [21],
[22].

Despite extensive research across congestion control, QoS management, security, and
intelligent networking, three research gaps remain:

+ An RL-based congestion control framework tailored for MQTT broker networks,
explicitly modeling IoT-specific traffic patterns such as bursty sensor data.
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+ A decentralized coordination mechanism using Federated Reinforcement Learning
(FRL) [18], enabling brokers to share learned policies while avoiding single points
of failure, an essential requirement for mission-critical IIoT deployments.

 Insufficient real-world scalability validation under heterogeneous and bursty traffic
conditions [23-25].

These limitations motivate the need for a scalable, congestion-aware, and intelligence-
driven MQTT framework that can dynamically adapt to traffic variations while maintaining
low overhead and high QoS guarantees in large-scale IoT environments.

2. Literature Review

Existing literature on IoT and MQTT-based systems exposes multiple unresolved
limitations across scalability, congestion control, intelligence, and real-world applicability.
Market-oriented IoT forecasting studies emphasize deployment growth but fail to analyze
protocol-level scalability, congestion dynamics, or communication bottlenecks arising from
massive device density [1]. Application-layer security surveys for MQTT focus on threats and
protection mechanisms but do not evaluate the trade-offs between security enforcement,
congestion, and energy overhead [2]. Continuous congestion monitoring approaches improve
detection accuracy but rely on reactive mechanisms without predictive modeling or adaptive
traffic regulation [3]. Delay and packet loss estimation techniques for MQTT-SN provide
performance insights but do not integrate congestion mitigation or control actions [4]. Reviews
of authentication mechanisms for distributed MQTT brokers enhance trust models but lack
scalability analysis under heavy traffic and broker overload conditions [5]. Open-source
MQTT-based smart city platforms validate architectural feasibility but do not assess resilience
to congestion, QoS degradation, or broker saturation in large-scale deployments [6].

MQTT-based healthcare monitoring systems demonstrate applicability in medical IoT
but overlook congestion-aware prioritization and reliability guarantees during emergency data
flows [7]. Industrial IoT block detection frameworks focus on production-line optimization
while treating communication congestion and MQTT traffic behavior as secondary concerns
[8], [9]. AIMD-inspired network control strategies provide theoretical congestion stability but
are not customized for publish/subscribe MQTT architectures or heterogeneous IoT traffic
patterns [10]. Surveys on IoT load balancing techniques improve resource utilization but do
not integrate real-time congestion feedback from MQTT brokers into balancing decisions [11].
Cloud—edge scoring assessments concentrate on deployment architectures without examining
how scoring choices influence MQTT traffic congestion and end-to-end latency [12].

Distributed machine learning-based MQTT security enhancements improve robustness
but introduce additional communication and computational overhead without evaluating
congestion impact [ 13]. Broker-less and decentralized [oT platform designs reduce dependency
on central brokers but lack comparative evaluation against MQTT systems under congestion-
intensive workloads [14]. Deep reinforcement learning-based network topology optimization
assumes high computational capability and stable environments, limiting feasibility for
resource-constrained [oT systems [15]. Systematic reviews of DDPG algorithms highlight
adaptability but also reveal high training complexity and convergence instability for real-time
IoT congestion control [16]. Secure MQTT data distribution architectures enhance
confidentiality but do not analyze throughput degradation or broker-side congestion effects
caused by encryption overhead [17].
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Federated Reinforcement Learning frameworks reduce centralized training but
introduce synchronization and communication costs that may worsen congestion in bandwidth-
limited IoT networks [18]. Al-driven traffic management frameworks propose intelligent
congestion handling but remain largely conceptual, lacking MQTT-specific implementation
and real-world validation [19]. Analyses of MQTT vulnerabilities and attack vectors focus on
threat identification rather than congestion-resilient protocol designs under attack scenarios
[20]. QoS-aware multilayer IoT service architectures improve traffic diversity but increase
architectural complexity and lack scalability validation for dense IoT deployments [21].
Adaptive QoS control mechanisms for MQTT-SN enhance service differentiation but operate
without network-wide congestion awareness [22]. Cross-layer congestion control schemes for
the Internet of Medical Things prioritize data effectively but remain domain-specific and are
not generalized for heterogeneous loT environments [23]. Broker-level visualization and
monitoring tools improve observability but do not provide autonomous congestion mitigation
or adaptive traffic control [24]. Energy-aware clustering approaches optimize power
consumption but do not incorporate real-time congestion feedback or MQTT communication
overhead [25].

3. Methods

The architecture designed for congestion control through the use of closed-loop
reinforcement learning, applicable to the distributed MQTT broker network under extremely
dynamic IoT traffic conditions, is shown in Figure 1.
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Figure 1. RL-Driven Adaptive Congestion Control Architecture for Distributed MQTT Broker
Networks

The distributed broker layer senses the system states including the queue system states,
the rate of message arrival, CPU, and the imbalance between brokers and uses this to obtain
the overall system state vector s,. The Deep Deterministic Policy Gradient (DDPG)
reinforcement learning-based intelligent agent also senses the system states. The deployment
of the actor network serves to learn the deterministic policy u(s;) that determines how actions
are selected according to the various states of the system. Moreover, the deterministic policy
maps out the actions to the states being learned. The critic network employs the state-action
value function to evaluate the quality of actions, denoted as (s¢, a;). The composite reward
signal is used to optimize the policy. The composite reward signal is based on input signals
obtained from the environment. The input signals include the ratio of dropped messages, total
latency, and broker usage balance.
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3.1 State Observation and Environment Modelling

The MQTT broker monitors the congestion performance indicators of the participating
brokers in a distributed manner for each decision interval t. The overall condition of the system
is characterized by these performance indicators and forms the basis of the decision process of
the learning agent. The overall state vector of the environment is represented in Equation (1).

St = [Ql(t)) L] QN(t)l Al(t)) !AN(t)ﬂ Ul(t)ﬂ ey UN(t)l Aload(t)] (1)

The state combines congestion indicators at the broker level with an imbalance metric
at the network level Q;(t). The queue size at the broker b;A;(t) captures the delay caused by
buffering and queuing at time t. The message arrival rate U; (t) is the volume of traffic arriving
from the upstream brokers and publishers. A ,4(t) is the effect of computation on the effective
capacity of the computer system, that is CPU utilization also considered. Global broker load
imbalance refers to the network’s uneven use.

In the case of congestion control based on queues, the queue length, the arrival rate of
messages, and CPU usage can be considered well-defined sufficient statistics. These
measurements correctly represent the buffering capacity, traffic, and effective CPU capacity of
the system, respectively. When the global coordination variable is included in the above
measurements, the system can sense the hotspots of the congestion with the aid of the variable
load imbalance. This ensures that the assumption of MDP is satisfied with the conditional
independence of the states of the system with respect to the state and actions taken.

The chosen state variables collectively provide adequate measurements of congestion
to achieve optimal control of the distributed MQTT broker networks. The queue length (Q;(t))
directly reflects the buffering delay and the potential risk of queue overflow, which are major
indicators of congestion. The instantaneous traffic strain from publisher and upstream broker
is captured in the message arrival rate (4;(t)). Assessment of CPU load estimates U;(t) the
actual service capacity of different brokers in changing workloads (A;,,q(t). The load
imbalance metric detects congestion hotspots within the broker network while also considering
overall fairness. These metrics can effectively predict the evolution of the next state queues
without the need to acquire additional historical data satisfying the Markov property. This state
formulation follows the principles of queue theory and can be proven to converge favorably in
learning while improving performance in various conditions.

This state formulation provides the effects of congestion locally to the control policy
while also considering global coordination. The load factor of the broker b; at a given time
t can be defined in equation (2).

0]

where y; (t)denotes the service rate of the broker. The load factor expresses the ratio between
incoming traffic and processing capacity:

« p;(t) < 1: Stable operating region.
« pi(t) = 1: Saturated broker.

« p;(t) > 1: Overloaded broker with growing queues.
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The average load across all brokers is given in equation (3).

pt) =~ 21pi (©) (3)

To capture traffic imbalance, the load variance across brokers is computed as shown in
equation (4).

Bioaa(®) = = T (pi(8) = H(D))? @)

A low A;,4(t) indicates balanced utilization and efficient resource sharing. A high
Ajyaq(t) reveals localized congestion hotspots, increasing the risk of buffer overflow, latency
spikes, and cascading failures.

Observations at each Decision Level t

" )
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Figure 2. Environment State Representation for RL-Based Congestion Control in Distributed MQTT
Broker Networks

Figure 2 illustrates the environment state representation in a distributed MQTT broker
network for reinforcement learning-based congestion control. At each decision interval t, each
broker b; reports key congestion-related metrics: queue length Q; (t) message arrival rate A;(t),
CPU utilization U;(t), and the global load imbalance A;,,4(t). This data is combined into a
state vector s;, which includes local broker-level congestion as well as overall network-level
imbalance, to help guide the learning agent in decision-making processes. Such a holistic
approach to system state ensures that the Markov property is met, thereby enabling accurate
prediction of system state in the future, which is critical in controlling queue buildup, latency,
message loss, and uneven load distribution in the broker network.

The overall decision-making process by the reinforcement learning agent is ensured to
be smooth, avoiding oscillations in control actions, by executing at a constant decision interval,
denoted by At = 100 ms, which represents the overall message scheduling process within
MQTT brokers. At every decision interval, each broker provides four scalar metrics, namely,
load imbalance, CPU usage, message arrival rate, and queue length, resulting in an overall
O(B) reporting overhead, where B represents the number of brokers within the distributed
network.
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3.2 Action Generation by Actor Network

Given the observed system state s;, the congestion control policy is realized through an
actor network that maps the high-dimensional state space to a set of continuous control actions.
The actor represents a deterministic policy parameterized by 6,, is shown in equation (5).

a; = u(se 1 6,) (5

where a; denotes the action vector applied at time ¢, and p(-)is a nonlinear function
approximated using a deep neural network. This design enables fine-grained and differentiable
control over broker behavior.

The actor network that depicts the state of the system as well as the corresponding
actions in the continuous congestion management process follows a fully connected
feedforward neural network architecture. On the other hand, dimension 4B, where B denotes
the number of brokers, depicts the state vector that will be used to connect the input layer of
the actor network. Furthermore, the two hidden layers that follow the ReLU activation
functions contain 256 and 128 neurons to represent the congestion dynamics in the nonlinear
system. The throttling, rerouting, and the QoS prioritizing actions are represented by the three
neurons that follow the sigmoid activation functions in the output layer, denoted as 3B. This is
due to the low computational costs of the architecture that can be used in the distributed MQTT
broker system, as depicted in Figure 3.

Input Layer Hidden Layer 1 Hidden Layer 2 Output Layer
State Vector 256 Neurons 128 Neurons o Throttling Actions
RelU Activati *  Rerouting Actions
(48) RelU Activation eLU Activation . QoS Priority

Figure 3. Block Diagram of the Actor Neural Network for Adaptive Congestion Control in Distributed
MQTT Broker Networks

The action vector consists of three complementary control components as shown in
equation (6), each targeting a different aspect of congestion mitigation.

ar = [a;(t), Bij(t), mq(D)] (6)
Adaptive Throttling Coefficient a;(t) is given in equation (7).

a;(t) € [0,1] (7
This parameter dynamically regulates the incoming traffic rate at broker b;:
+ ;(t) = 1: no throttling (full admission of incoming messages),
« a;(t) < 1: partial throttling to suppress excess traffic during congestion,
« a;(t) = 0: aggressive traffic reduction under severe overload.

The throttling action directly modifies the effective arrival rate as shown in equation
(8), thereby controlling queue growth and preventing buffer overflow.

Ai(®) = a;(8) - 4;(8) (8)
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The rerouting parameter f5;;(t)determines the fraction of traffic redirected from an
overloaded broker b;to a neighboring broker b;. Higher values of f;;(t) shift the load away
from congestion hotspots. Lower values preserve locality and minimize forwarding overhead.
This action enables spatial load balancing across the distributed broker network and helps
reduce the global load imbalance Ajq,q(t). The QoS weight 7, (t) assigns relative service
priority to MQTT message classes (QoS 0, QoS 1, QoS 2). Higher m, (t) values favor latency-
sensitive or reliability-critical messages. Lower values deprioritize best-effort traffic during
congestion.

The parameter for rerouting f;;(t) indicates the percentage of traffic that is rerouted at
decision interval ¢ from broker i to broker j. The rerouting action is limited as follows to
guarantee traffic conservation and avoid packet duplication: 0 < £;;(t) < 1, X; B;;(t) < 1.
These limitations ensure that no broker’s total diverted traffic exceeds its incoming traffic. A
sigmoid activation function is used in the actor network to enforce the limits, and then nearby
brokers are normalized. All routing choices are guaranteed to be real and adhere to the standard
MQTT broker forwarding semantics of this architecture.

Every congestion control measure is made to closely adhere to the requirements of the
MQTT protocol. To execute traffic throttling, brokers modify client entry and message
acceptance rates without executing packet drops at the protocol level. Standard MQTT broker
bridging technologies are used to provide traffic rerouting while maintaining publish/subscribe
semantics. Without changing message delivery assurances, QoS prioritization preserves the
native MQTT QoS levels (QoS 0, QoS 1, and QoS 2). Because of this, the proposed framework
is implemented on current broker infrastructures without requiring changes to the MQTT
protocol.

The proposed method is based on the distributed execution and centralized training
model. A stable policy is learned by aggregating global state data during training. There is no
requirement for centralized decision-making at runtime since the learned policy is implemented
independently at each broker during deployment using only locally observable data about the
state.

Figure 4 illustrates how a deep reinforcement learning actor network generates
congestion control actions in a distributed MQTT broker network. The observed system state
S¢, comprising queue length, arrival rate, CPU utilization, and load imbalance, is fed into the
actor network, which outputs a continuous action vector. This vector includes three
complementary control components: (i) the adaptive throttling coefficient, dynamically
regulating incoming traffic to prevent queue buildup; (i1) the rerouting parameter, enabling
spatial load balancing by redirecting traffic from congested brokers; and (iii) the QoS weight,
prioritizing critical messages to minimize latency and packet loss. By jointly optimizing these
actions, the actor network ensures smooth, QoS-aware congestion control while maintaining
fairness and efficiency across the broker network.
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Figure 4. Action Generation by Actor Network in RL-Based MQTT Congestion Control

3.3 Queue Dynamics and Congestion Evolution

After the actor network applies the selected control actions at time ¢, the distributed
MQTT broker network evolves according to its intrinsic queueing dynamics. This step captures
how congestion develops or is mitigated over time as a direct consequence of the chosen
actions. The queue length at the broker b; at the next decision interval ¢t + 1is given in equation

9).
Qi(t +1) = max [Q;(¢) + 2;(t) — pi(¢), 0] )
where:
+  Q;(t)denotes the current queue occupancy.
«  A;(t)is the effective arrival rate after applying throttling and rerouting actions.

« u;(t) represents the service rate, i.e., the number of messages processed and
forwarded during the interval.

This formulation reflects a discrete-time fluid queue model, where the queue grows if
arrivals exceed service capacity and shrinks otherwise. The non-negativity constraint ensures
the physical feasibility of the queue length. The congestion interpretation is as follows:

o If2;(t) > u;(t), the queue accumulates, signaling increasing congestion and rising
latency.

« If () < pi(t), the queue drains, indicating effective congestion relief.

«  When A;(t) = y;(t), the system operates near saturation, where small traffic
fluctuations may cause instability.

Two auxiliary queue thresholds are established as fixed fractions of the broker buffer
capacity for the purpose of making congestion regions easier to understand and visualize:
Qmin = 0.3 Quufrer and Qunax = 0.8 Qpyusrer these thresholdsrepresent lightly loaded, congested,
and overloaded operational areas. They were empirically confirmed by stress testing under high
traffic situations. As shown in Figure 5, these characteristics are only utilized for analytical
interpretation and visualization; the reinforcement learning agent does not rely on fixed
threshold-based judgments.
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Thus, queue evolution serves as the primary indicator of congestion severity at each
broker. It is assumed to have a finite buffer capacity Q.. When the queue length exceeds this
limit, message drops occur according to equation (10).

Qi(t) - QmaXf if Qi(t) > Qmax:

Dy(8) = { 0, otherwise. (10)

This model explicitly quantifies the number of messages lost due to buffer overflow.
The term Q;(t) — Qnax represents excess messages that cannot be accommodated. Drops
directly degrade throughput and reliability, particularly for MQTT QoS 1 and QoS 2, which
may trigger retransmissions.

LS
Distributed MOTT Broker Network
B Buffe.r Insufficient Arrivals
g E Capacity
E g _______ Q Drai
Queue Accumulates |~ N ueue Drains
t Increasing Congestion I
Increasing Congestion| Near Saturation ety aGan e dun
¢ Buffer overflow and packet o Buffer overflow and || ° Queu? shrinkage and spare
drops packet drops capacity
e Rising Latency Spikes « Rising Latency Spikes * Reduced message delays

Figure 5. Queue Dynamics and Congestion Evolution in Distributed MQTT Brokers

As shown in Figure 5, the queues of the distributed MQTT brokers change according
to the control actions from the actor network. The queue at the broker grows when the rate of
incoming information is higher than the rate at which the broker can process it. Conversely,
the queue decreases when the broker processes information faster than new information arrives.
Because the queues have a limited size, they can overflow, resulting in lost information and
lower system performance. The way the queues change is the main way to measure congestion
in the system, linking the actor's control actions to the quality of the results, which helps in
reinforcement learning.

3.4 Environment Feedback and Performance Metrics

After the queue dynamics evolve, the environment provides feedback to the learning
agent in the form of performance metrics that quantify the quality of the applied control actions.
These metrics capture both user-perceived QoS and system-level stability. End-to-end latency
is assessed at client endpoints and is defined as the time difference between message reception
and publishing, given by L = Tyeceive — Tpubiish- As observed in equation (11), delay is
analytically modeled utilizing queue occupancy and service rate in addition to empirical
timestamp-based measurement. Little's Law is followed by this queue-based formulation,
which offers a reliable estimate of the observed end-to-end delays utilized in assessment. The
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end-to-end latency experienced by messages at broker b; is modeled as being proportional to
the queue length is given in equation (11).

Q;(t)
L;(t) ocui(t) (11)

where:

«  Q;(t) represents the queue occupancy, corresponding to waiting time before
service.

« p;(t) denotes the service rate, determining how quickly queued messages are
processed.

The larger queues result in higher latency due to increased waiting time. Higher service
rates mitigate latency even under moderate load. Thus, queue length serves as a direct and
measurable proxy for latency in the feedback signal. In addition to latency, the system
continuously monitors load fairness across the distributed broker network using the load
imbalance metric as shown in equation (12).

Aload (t) (1 2)

A high Aj,,q(t) signals uneven traffic distribution, where some brokers are overloaded
while others are underutilized, potentially causing cascading congestion. Together, latency,
queue occupancy, message drops, and load imbalance form a comprehensive environment
feedback signal.

£5 Eg

Distributed MQTT Broker Network

— Environment Feedback

"' Updated Control
Actions

|
v v )
Broker Load Imbalance Reward Calculation
Latency Message Drops
Increasing Congestion Learning Agent /

Figure 6. Environment Feedback and Performance Metrics in Distributed MQTT Congestion Control

Figure 6 illustrates that the distributed MQTT broker network provides environment
feedback to the reinforcement learning agent for congestion control. After queue dynamics
evolve, the system measures key performance metrics including latency L;(t) o« Q;(t)/u;(t),
message drops D; (t) due to buffer overflow, and broker load imbalance A,,,4(t). These metrics
collectively form a feedback signal that evaluates the immediate impact of control actions on
user-perceived QoS and network fairness. The feedback is used by the learning agent to update
control policies, optimizing throttling, rerouting, and QoS prioritization to minimize latency,
packet loss, and unfair load distribution while ensuring overall system stability.
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3.5 Reward Computation

To guide the learning agent toward congestion-aware and fair control policies, the
reward function is explicitly designed to penalize undesirable network conditions such as
message loss, excessive delay, and uneven broker utilization. At each decision interval t, the
scalar reward is defined as shown in equation (13).

e =—(w Zﬁv=1 D; (t) + w, Zév=1 L; () + ws Ajpaq(t)) (13)

where the negative sign ensures that higher congestion levels result in lower rewards.
Reward components are as follows.

«  Message Drop Penalty Y'Y | D; (t) captures reliability degradation due to buffer
overflow. Penalizing drops discourages aggressive throttling or poor load
distribution that could lead to packet loss, particularly critical for MQTT QoS 1
and QoS 2 traffic.

- Latency Penalty >N, L; (t) component reflects end-to-end message delay across
all brokers. Minimizing latency improves responsiveness and user-perceived QoS,
especially for time-sensitive loT applications.

« Load Imbalance Penalty A,,q(t) enforces fairness by discouraging uneven
resource utilization. Penalizing load variance prevents persistent congestion
hotspots and promotes stable, balanced operation across the broker network.

85
===
E,, =5 =
Distributed MQTT
Brokers

y
[ Message Drop Penalty ] [ Latency Penalty ] [ Load Imbalance Penalty

"

Figure 7. Reward Computation in Distributed MQTT Congestion Control

As shown in Figure 7, the reward computation module quantifies the effectiveness of
congestion control actions in a distributed MQTT broker network. It integrates three key
performance metrics, message drops, end-to-end latency, and load imbalance into a single
scalar reward using weighted penalties. Message drop penalties discourage buffer overflow and
ensure reliable message delivery, latency penalties reduce end-to-end delays to enhance QoS
for time-sensitive IoT traffic, and load imbalance penalties promote fair utilization of broker
resources to prevent localized congestion. By tuning the weights w;, w,, and ws, the reward
function can prioritize reliability, low latency, or fairness according to specific network
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requirements. These weights were chosen by assessing convergence stability and congestion
mitigation performance using a grid-based sensitivity analysis over probable ranges. The final
configuration was determined to be w; = 0.5 (message drop penalty), w, = 0.3 (latency
penalty), and w3 = 0.2 (load imbalance penalty). This combination produced constant reward
convergence across all assessed traffic situations and the optimal trade-off between reducing
message drops and delay while preserving balanced broker use.

3.6 Ciritic Network Evaluation

The critic network evaluates the quality of control actions taken by the actor by
estimating the state—action value function (Q-function). This value represents the expected
cumulative discounted reward obtained by executing action a,in state s, and thereafter

following the current policy. The critic is parameterized by 8, and approximates is given in
equation (14).

Q(se,ac 1 6g) (14)

This quantifies the long-term impact of congestion control decisions in terms of
reliability, latency, and load balance. To stabilize learning and mitigate overestimation bias,
target networks are employed. The target value y,is computed as shown in equation (15).

Ve =1e +¥Q' (Sex1, ' (Se41) 1 0g7) (15)
where:
+ 1is the immediate reward obtained from the environment.
« vy € (0,1) is the discount factor, balancing short-term and long-term objectives.

«  Q'(-) and p'(-)denote the target critic and target actor networks, respectively, with
parameters 6.

+  S¢41 1s the next observed state after environment transition.

This formulation encourages stable Temporal-Difference (TD) learning by slowly
tracking the online networks. The critic parameters are optimized by minimizing the mean
squared TD error is shown in equation (16).

L(6g) = E[(Q(st, ac | 8g) — y1)?] (16)

Figure 8 illustrates the operation of the critic network in evaluating congestion control
actions within a distributed MQTT broker network using reinforcement learning. The process
begins with the actor network selecting action based on the observed state, which is applied to
the environment. The environment returns the immediate reward and the next state.
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Figure 8. Critic Network Evaluation in RL-Based MQTT Congestion Control

The critic network computes the Q-value Q (s, a; | 8¢) to estimate the expected long-
term reward in terms of reliability, latency, and fairness. Target networks (Q"> i) are used to
compute the target value y; =1 + ¥Q'(St41, 4’ (Se+1) | 8¢), and the Temporal-Difference

(TD) error is calculated as the difference between the critical estimate and the target. Finally,
the critic parameters 6.

3.7 Policy Optimization (Actor Update)

The actor network is optimized to learn a control policy that maximizes the expected
cumulative reward, which directly corresponds to minimizing congestion, latency, and load
imbalance in the distributed MQTT broker network. The actor seeks to maximize the expected
return is shown in equation (17).

J(6,) = Esp[Q(s, (5 1 6,))] (17

where ,u(s | 60, )denotes the deterministic policy implemented by the actor, and

Drepresents the replay buffer distribution. Using the deterministic policy gradient theorem, the
gradient of the objective function with respect to the actor parameters 6, is approximated as
shown in equation (18).

Vo] = E[VaQ(s,a169) lacus) Vo,u(s | 6,)] (18)
This expression has two key components:

+ Action-value sensitivity V,Q (s, a | ;) Indicates how changes in the action affect
long-term performance as estimated by the critic.

« Policy sensitivity Vguu(s | 6,): Captures how actor parameters influence the
chosen actions.
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By chaining these gradients via backpropagation, the actor is updated in a direction that
increases the expected Q-value. The actor update completes the policy optimization step,
closing the learning loop with the critic evaluation. Repeated interaction between actor and
critic enables convergence toward an optimal congestion-aware policy that balances reliability,
latency, and fairness across the distributed MQTT broker network.

3.8 Target Network Soft Update

To improve training stability and prevent divergence during learning, target networks
are updated using a soft update mechanism rather than direct parameter copying. The update
rule is given in equation (19).

0«10+ (1—-1)6’ (19)
where:
+ 0 denotes the parameters of the online actor or critic network,
« 0’ represents the corresponding target network parameters,
« T K 1lis a small smoothing factor (e.g., T = 1073).

In continuous control settings, the soft update parameter was set at T = 0.005 t=0.005,
which offers a consistent trade-off between training stability and learning speed. According to
empirical tuning, greater values (tr > 0.01 t>0.01) resulted in unstable value estimation and
oscillatory learning behavior, while smaller values (7 < 0.001 1<0.001) considerably retarded
convergence. The chosen value guaranteed steady convergence and efficient target network
updates in all assessed traffic situations.

4. Results and Discussion

Algorithm of RL-Based Adaptive Congestion Control for Distributed MQTT Broker
Network

Input:
Distributed MQTT brokers B = {b4, b,, ..., by }
Actor network u(s | 64)
Critic network Q(s,a | 89)
Replay buffer D
Output:
Optimal congestion control policy u*(s)
Initialize:
Initialize actor and critic networks with random weights 6, 0°
Initialize target networks o', 92" — gH 9@
Initialize replay buffer D
For each time step t = 1,2, ...do
1. State Observation (Environment — Agent)

Collect broker-level metrics:
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s¢ < {Qi(1), 4;(6), Ui (t), Mioaa (D H4
2. Action Selection (Actor Network)

Generate continuous control action:
az = u(se 1 6%)

a; = [a;(t), Bij (1), mq (V)]

3. Apply Congestion Control Actions (Agent — Environment)

where:

Update effective arrival rate:
Ai(8) = a;(t) - A:(t)
Perform traffic rerouting and QoS prioritization.
4. Queue Evolution (Broker Dynamics)
Qi(t +1) = max [Q;(t) + A;(t) — p:(1),0]
5. Environment Feedback

Compute:
o Message drop rate D;(t)
o End-to-end latency L;(t)
o Load imbalance A,,4(t)
6. Reward Computation

re=- <w1 DD +w, ) L)+ ngload(t)>

7. Store Transition
D « (St A4y Tty Ser1)
8. Critic Network Update

Sample mini-batch from D
Ve =7+ ¥Q (Str1, U (Se+1))

L =(Q(sa) — Yt)z

Minimize loss:
9. Actor Network Update

Apply deterministic policy gradient:
Vo] = E[V,Q(s, a)Vouu(s)]
10. Target Network Soft Update
0«10+ (1—-1)0'
End For

In order to avoid unstable and alternatively hazardous handling behavior during training
and use, a total of eight devices are included. To limit the practicality of using action nip,
throttle, redirection, and QoS precedence choices are discussed. Reward regularization
prevents oscillatory processes and punishes severe direct behavior. Target connections with
soft updates stabilize value estimates while slowly dissolving exploration noise to guarantee a
simple transition from examination to use. These safety measures continue to interact
continuously with knowledge and conclude hazardous congestion techniques at the time of
union.
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4.1 Learning Algorithm Configuration

A size of 1 x 10° transitions for the replay buffer was chosen to balance sample variation
and memory efficiency. It is shown that while larger buffers did not provide any noticeable
performance benefit, smaller buffers caused premature forgetfulness under bursty traffic.
Thanks to this capacity, a variety of congestion situations are covered without excessive storage
costs.

The DDPG algorithm is suitable for real-time continuous control in broker systems with
limited resources and has a comparatively low computational overhead. Although TD3 and
SAC are more stable than DDPG in high-dimensional environments, the proposed work
demonstrated the convergence behavior of DDPG on par with TD3 and a reduced inference
latency making DDPG a better installation choice for distributed MQTT brokers.

4.2 Training Stability and Exploration Strategy

To enhance exploration, Ornstein-Uhlenbeck noise that is temporally correlated is
applied to continuous actions during training. To facilitate early exploration and dependable
convergence later in the process, we fix the noise variance at 0.2 and let it decrease linearly to
0.02 throughout the training episodes.

4.3 Experimental Setup

For experimental evaluation, a dispersed group of MQTT agents was used in a
controlled emulation environment. To use the agent layer, Eclipse Mosquitto v2.x was set up
in a bridged manner. To operate the structure, we used Ubuntu 22.04 LTS devices with Intel
Xeon Silver processors (8 cores, 2.2 GHz) and 32 GB of RAM per node. Scalability
experiments were performed with agent configurations 5, 10, and 20. Mininet was used to
mimic grid rotational latency (5-20 ms) and capacity limitations (100 Mbps—1 Gbps). A unique
publisher/subscriber technique was developed in Python and implemented on the Paho MQTT
system to generate traffic considered. The three forms of traffic were: skew (70 % load directed
to 30% agents), burst (ON—OFF Pareto), and steady (Poisson).

4.4 Hyperparameter and Simulation Parameters

The grid search and empirical sensitivity analysis conducted hyperparameter tuning.
Deviations of £20% from the chosen values gave rise to performance changes of less than 5%,
as illustrated in Table 1.

Table 1. DDPG Hyperparameter Details

Parameter Value
Actor learning rate 1 x10™*
Critic learning rate 1x103
Discount factor (y) 0.99
Soft update coefficient (1) 0.005
Replay buffer size 1 X 10° transitions
Mini-batch size 128
Hidden layers (Actor) 256, 128 neurons (ReLU)
Hidden layers (Critic) 256, 128 neurons (ReLU)
Exploration noise Ornstein—Uhlenbeck process
Episodes to convergence ~420
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The traffic configuration, as shown in Table 2, ensures sufficient observation of steady-
state performance, congestion buildup, adaptation time, and recovery behavior under dynamic
workload conditions.

Table 2. Traffic Configuration and Simulation Parameters

Category Parameter Value

Message Configuration Default payload size 512 bytes
Validation payload sizes 256 bytes, 1 KB
MQTT header overhead ~20-25 bytes

Simulation Duration Experiment runtime (per scenario) 1,800 s (30 minutes)
Traffic disturbance time t=600s

Training Configuration Total training episodes 500
Decision steps per episode 2,000
Decision interval 100 ms

5. Results and Discussion

The proposed system is assessed based on important performance indicators such as
message throughput, end-to-end latency, message drop rate, broker usage, load imbalance, and
adaptation time. The experimental study is carried out under various traffic intensities and
network conditions to determine system efficiency, dependability, scalability, and adaptability.
Communication performance is measured using throughput and latency measurements,
whereas message drop rate assesses delivery dependability in the face of congestion. Broker
usage and load imbalance provide information on the efficacy of load distribution among
dispersed brokers. Finally, adaptation time evaluates the system's response to dynamic
disturbances and workload changes.

5.1 Message Throughput

Message throughput estimates the system's effective message transmission capability
over a certain observation period. Equation (20) calculates the number of successfully delivered
messages per unit of time.

Throughput = % (messages/sec) (20)

where T corresponds to the time interval and M is the total number of messages that
subscribers have successfully received.

5.2 End-to-End Latency

The average delay that communications encounter while traveling from publishers to
subscribers is measured by end-to-end latency. Equation (21) displays the mean difference
between the publish and receive timestamps for all properly delivered messages.

M
Latency = Miszk_l(t,te“’ —tP") (21)

where t?*and t}° stand for the k™ messages publish and receive timestamps,

respectively.
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5.3 Message Drop Rate

Message drop rate represents the proportion of published messages that fail to reach
their intended subscribers. It is expressed as a percentage is shown in equation (22).

M¢—Mg
My

Drop Rate (%) = x 100 (22)

where M, is the number of messages that were successfully delivered and is the total
number of messages broadcast.

5.4 Broker Utilization and Load Imbalance

By averaging CPU and memory consumption, the broker's utilization determines its
computational load:

CPU;+Mem;

Utilization; = >

(23)

Equation (24) illustrates load imbalance, which quantifies how equally the task is split
among N brokers.

1 @N o -
Load Imbalance = — >.._ (Utilization; — U)? (24)

where U is the average usage for all brokers. Higher imbalance values imply unequal
resource use that might result in bottlenecks or poor performance, whereas lower imbalance
values show efficient load balancing.

5.5 Adaptation Time

Adaptation time evaluates the responsiveness of the system to dynamic changes, such
as traffic surges or failures is shown in equation (25).

Adaptation Time = tsapie — taisturbance (25)

where tgisturpance denotes the time at which a workload disturbance occurs, and
tstapie 18 the time at which the system regains stability.

Table 3. Comparison of Performance Across Different Traffic Scenarios

Method Traffic Type Throughput (msg/s) Latency (ms) Message Drop
Rate (%)
Static Steady 5200 210 15.2
Bursty 4200 240 18.6
Skewed 3900 265 21.8
AIMD Steady 5800 185 11.8
Bursty 4950 210 14.3
Skewed 4600 230 17.0
RL-DDPG | Steady 7200 135 7.4
Bursty 6500 150 8.9
Skewed 6300 165 10.2

Table 3 shows that RL-DDPG has better performance compared to Static and AIMD.
This system has the highest throughput of 7200, 6500, and 6300 msg/s under steady, bursty,
and skewed traffic, respectively, with the lowest latency (135-165 ms) and message drop rate
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(7.4-10.2%). Performance degradation from steady to skewed traffic is low for RL-DDPG,
compared to other methods.

Table 4. Throughput Stability Under Bursty Traffic

Method Avg Throughput (msg/s) Throughput Variance
Static Rate Limiting 4,200 0.31
AIMD 4,950 0.24
Proposed RL-DDPG 6,500 0.11

As shown in Table 4, the RL-based method shows about an order of magnitude higher
throughput than the Poisson approach and an order of magnitude lower variance under bursty
traffic. Therefore the RL approach is able to anticipate congestion rather than merely control
it.

Table 5. QoS-Aware Message Delivery Ratio

Method QoS 0 (%) | QoS 1 (%) QoS 2 (%)
Static Rate Limiting 82.3 78.6 74.1
AIMD 86.5 83.2 79.8
Proposed RL-DDPG 94.7 92.1 89.4

As shown in Table 5, the proposed framework incorporating QoS prioritization in the
action space significantly improves the reliable delivery of messages for higher QoS levels.
This is particularly important for latency-sensitive and mission-critical IoT applications.

Table 6. Broker Queue Occupancy Statistics

Method Avg Queue Length Peak Queue Length
Static Rate Limiting 0.78 Qax 0.95 Quax
AIMD 0.64 Qnax 0.88 Qmax
Proposed RL-DDPG 0.42 Qpax 0.67 Quax

Table 6 shows the lower average and peak queue occupancy, which indicates the
willingness of the RL agent to alter arrival rates to prevent the buffer from overflowing, thereby
minimizing queuing delay.

Table 7. Scalability with an Increasing Number of Brokers
Number of Brokers | AIMD Latency (ms) | RL-DDPG Latency (ms)

5 190 145
10 230 155
20 310 170

As shown in Table 7, an increasing number of brokers causes RL—-DDPG to maintain
smaller latency values (145—170 ms) compared to the latency values of AIMD (190-310 ms).

Table 8. Training Convergence Characteristics

Metric Value
Episodes to Convergence ~420
Final Avg Reward +0.83
Reward Variance (Last 50 Episodes) 0.06

As demonstrated in Table 8, the DDPG agent converges in a reasonable number of
episodes and the rewards are stable, which proves that the reward formulation and training
work well. The weights wy, w,, and w; were individually modified by +20% around their
nominal values to assess the robustness of the reward formulation. The resulting performance
deterioration in terms of throughput, latency, and message drop rate was less than 5% for all
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traffic situations that were studied. This validates the robustness of the proposed reward system
and shows little sensitivity to exact weight choices.

Table 9. Converted Throughput Table (Gbps)

Method Steady Traffic | Bursty Traffic Skewed Traffic
Static Rate Limiting 0.068 0.054 0.051
AIMD 0.076 0.064 0.060
Proposed RL-DDPG 0.092 0.083 0.079

As seen in the updated Table 9, the throughput comparison in a high-bandwidth
environment indicates that the proposed RL-DDPG framework consistently outperforms Static
Rate Limiting and AIMD in all traffic scenarios. Under steady traffic conditions, our proposed
scheme achieves the highest throughput of 0.092 Gbps. It also performs best under bursty
(0.083 Gbps) and skewed (0.079 Gbps) workload condition. The AIMD throughput values are
found to range from 0.060 t00.076 Mbps while with Static Rate Limiting the throughput is
lower, with values ranging from 0.051 t00.068 Mbps. These revisions confirm the adaptability
of the RL-DDPG approach to changing traffic conditions.

The action space in the congestion-sense as well as the continuous state representation
of the proposed policy, shows a good ability to generalize. To assess the resilience of the trained
agent, we tested a wide range of arrival rates and temporal correlations, for bursty traffic
patterns. The degradation in performance we observed in all cases was less than 7% when
compared with the training distribution, indicating that the learned policy adapts well to
unobserved traffic dynamics.

7000 4 mmm Steady Traffic
I Bursty Traffic
mmm skewed Traffic
6000 1
@ 5000
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+— 4000 +
=
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=
=
= 3000 1
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1000 1
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Figure 9. Throughput Comparison Across Traffic Scenarios

According to Figure 9, the message throughput of the RL-DDPG is greater than that of
other approaches under all traffic cases. The throughput is around 7,200 msg/s under steady
traffic, 6,500 msg/s under bursty workloads, and 6,300 msg/s under skewed workloads. On the
other hand, static rate limiting and AIMD suffer substantial performance degradation under
non-uniform traffic. Thus, they are not very adaptable to workload variations.
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Figure 10. End-to-End Latency Across Traffic Scenarios

As shown in Figure 10, latency remains substantially lower for the RL-based method
across all scenarios. Even under skewed traffic, latency is bounded below 170 ms, compared
to 230-265 ms for AIMD and static methods. This reduction confirms the agent’s ability to
proactively regulate queue growth and distribute the load before congestion becomes critical.
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Figure 11. Message Drop Rate Across Traffic Scenarios

The message drop rate graph in Figure 11 shows that congestion is clearly lower on
RL-DDPG. The drop rates for each scenario are reduced to 7—10% while static control achieves
more than 20% with skewed traffic. The developed policy can throttle flows or reroute flows
at each switch without excessive packet loss. The proposed framework shows slight
degradation behavior in the case of broker failures or network partitions. When a broker fails,
the related rerouting coefficients will inevitably converge to zero, so traffic cannot be rerouted
to failing nodes. For active brokers, this flexibility ensures that the service can continue without
requiring any manual intervention or detection of failures. In the case of stagnant or slow
transport, the learned policy does not need to be retrained often. Complete retraining is only
needed when the traffic numbers exhibit major changes, usually taking a week or a month.
Lightweight online fine-tuning is sufficient to sustain performance for small perturbations in
traffic, thus reducing operational overhead in long-term deployments.
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As shown in the simulation results, the proposed RL—DDPG-based congestion control
framework achieves performance enhancement over static rate limiting and AIMD in several
performance metrics and traffic patterns. The framework achieves both proactive congestion
mitigation and dynamic load balancing in distributed MQTT networks by combining action-
space control and broker-level state observation. In the high-throughput environment with
steady traffic, the RL-DDPG sustain 0.087 Gbps and under bursty or skewed workloads, it
maintains 0.075-0.078 Gbps which is higher than AIMD and static which sustains a peak of
0.070 Gbps and 0.062 Gbps respectively. Moreover, it exhibits the lowest latency (135-170
ms) and message drop rate (7-10%) end-to-end across traffic conditions. It also incorporates
QoS-aware prioritization to ensure the delivery of high-priority messages. The broker load
imbalance diminished to 18% compared to 26-32% in traditional schemes. Moreover,
adaptation time after traffic bursts occurs significantly faster (= 4.8 s). Thus, the framework
can quickly stabilize after transient and non-stationary effects.

The RL-DDPG controller achieves superior throughput, latency, reliability, and load
balance compared to others across steady, bursty, and skewed traffic. It is robust to variations
in traffic characteristics, network size, and broker capacity. The outcome measured in Gbps
validates its suitability for high-bandwidth IoT deployments such as smart grids or self-driving
car systems. The framework combines efficient use of resources, low latency, less message
loss, even load distribution, and rapid adaptation, leading to a holistic enhancement in MQTT
broker network performance. Unlike heuristic approaches, the RL-DDPG agent continuously
learns optimal control policies from real-time feedback, providing a self-adaptive and scalable
solution for large-scale, highly dynamic IoT environments.

6. Conclusion

A congestion control solution for distributed MQTT broker networks will be designed
using the proposed deep deterministic policy gradient (DDPG) agent in the study. An agent of
the network will perform action message rate throttling and traffic routing based on QoS. The
proposed study shows that the RL-DDPG outperforms both AIMD and static rate limiting with
respect to all traffic scenarios and performance metrics used for evaluation. (The throughput
results of RL-DDPG for steady, bursty and skewed traffic are 7,200 msg/s, 6500 msg/s and
6300 msg/s respectively, which is 24-37% better than AIMD and 38-62% better than Static
control. End-to-end message delivery latency has decreased significantly, where the latency
ranges for AIMD and static control are between 185 and 265 ms and for RL-DDPG, the latency
ranges are between 135 and 165 ms. Similarly, the message drop rates have also been reduced
significantly, with the range for RL-DDPG between 7.4 and 10.2%, whereas the message drop
rates for the skewed traffic drop nearly by 50% for static control. The results show the viability
of the proposed RL-DDPG, which is able to handle congestion effectively while ensuring a
high quality of service (QoS) and efficient utilization of the network. Furthermore, it also
manages congestion in the broker network of MQTT.
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