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Abstract 

Remote access labs are an important tool for teaching engineering students’ hands-on 

skills that they may use in their future careers. To ensure that remote labs will deliver education 

effectively, they need to be evaluated systematically on many different operational factors. The 

Seven Lens Assessment Framework is a comprehensive assessment method that assesses 

remote access lab systems using seven different lenses or operational factors including 

Affordability, Portability, Scalability, Compatibility, Maintainability, Usability and 

Universality. Our LabVIEW-based implementation is one of the first demonstrations of how 

to apply this assessment framework in practice. The implementation reduced the Total Cost of 

Ownership (TCO) by 55.4%, simplified the deployment process by 89.2%, provided sub-2.5 

second latency for up to 70 concurrent users, made the system compatible with eight different 

platforms, increased the Mean Time Between Failures (MTBF) by 253%, improved the System 

Usability Scale (SUS) score by 31.4%, and achieved 95% browser universality. The proposed 

system utilises native Windows services along with secure Virtual Private Network (VPN) 

connections, Web Real-Time Communication (WebRTC) streaming, and Erlang-C queuing 

models to optimize the utilization of resources. Systematic assessments were performed against 

35 other reviewed remote access labs to evaluate the effectiveness of the Seven Lens 

Assessment Framework. The Seven Lens Index achieved 0.847 when compared to the baseline 

systems’ index of 0.472, which represents a 79.4% overall improvement. 

Keywords: Remote Access Laboratories, Seven-Lens Framework, VPN-Based Architecture, 

WebRTC Streaming, Performance Optimization, Multi-User Pipelining, LabVIEW 

Integration. 

1. Introduction 

Remote Access Laboratories (RALs) represent a revolutionary model for engineering 

education as they allow students to perform experiments from remote locations using an 

interface connected to the internet [1]. Although RALs have been rapidly adopted across the 

globe due to the COVID-19 pandemic, there are numerous obstacles to implementing RALs 

[2, 3]. The results of an analysis of 147 institutions utilising RALs indicate that 73% of these 

institutions are experiencing limitations on the number of users who can access their labs 
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simultaneously (i.e., greater than 30), 61% of the institutions surveyed indicated they were 

encountering cross- platform compatibility issues with their RALs, and 89% of all  the surveyed 

institutions did not have formalised protocols in place to ensure their RALs would be properly 

maintained [4, 5]. 

The primary research question relates to how different evaluation parameters can be 

synthesized into an empirical framework that facilitates systematic comparison of RALs and 

optimization thereof. Seven principal parameters were identified (portability, affordability, 

scalability, compatibility, usability, maintainability and universality) with each having its own 

inherent difficulties in terms of implementation [2]. Solutions currently available typically 

focus on improving one dimension while sacrificing another [8, 9]. This paper presents an 

integrated architectural design methodology that optimizes all seven parameters as a whole; 

provides objective assessment of these parameters through quantitative measurement; and 

demonstrates the practicality of the proposed approach through validated implementation [10, 

11]. 

2. Literature Survey 

The Seven Lens Evaluation Model is an evaluation model that can be used to evaluate 

the quality of RAL implementations on a variety of operational levels. This section of the paper 

will review all of the available literature published on RALs and how they were evaluated using 

each lens. Previous studies showed that early versions of RALs (i.e., the iLab at MIT) require 

large amounts of money ($200,000 or greater) to build out the infrastructure of each laboratory 

[12]. Studies showed that cloud based RALs can provide much lower costs to deploy. For 

example, WebLab-Deusto achieved a 40% cost savings through their use of multi-tenancy [13] 

and studies have shown that hybrid models of deployment can result in a 35% Total Cost of 

Ownership (TCO) savings [3]. No study has found a RAL implementation that meets the goal 

of providing a sub-$100 annual cost per user to support resource constrained institutions. 

Typical RAL platforms are configured as a whole system that is not easily transferred 

between locations due to their size and configuration needs. In order for this to be possible, 

VISIR has provided containerized deployments, which allow for an entire system to be 

deployed in less than four hours [14]; however, with the use of microservices, each service can 

be deployed separately and more rapidly, but it will depend on the services that are used from 

the cloud provider [15] t for deployment. Typically, he deployment of the entire system will 

take 111 hours of technical labour. Most typical RAL systems can handle at least 20–40 users 

simultaneously; after that, the performance will degrade [16]. To achieve higher user counts, 

Rodríguez-Gil et al. used load balancing to distribute users across many copies of the same 

system [4] and were able to achieve 50 simultaneous users using this method. Using Web Real-

Time Communication (WebRTC) to stream video to users provides the ability to stream to up 

to 60 users by adjusting the quality of the stream based on the available bandwidth [17]. 

However, there will always be trade-offs between how much capacity a system has, how 

faithful the reproduction of the original image/video is, and how responsive the system is to 

user input. 

Adoption of HyperText Markup Language version 5 (HTML5) has increased cross 

platform compatibility to an estimated 70–80% of browsers [18], however mobile 

compatibility still averages about 30% of all systems [19]. The average number of supported 

platforms by current implementations averages 3.8, which is less than the minimum 

requirement for universal accessibility. The average Mean Time Between Failures (MTBF) for 



Comprehensive Seven-Lens Evaluation Framework for Remote Access Laboratory Systems: Implementation and Performance Optimization 

 

 

ISSN: 2582-4104  370 

 

the implementations reviewed in this survey was approximately 612 hours. Manual 

intervention was needed for 78% of failures [11]. Only 15% of implementations utilize 

predictive maintenance [20]; therefore, the average annual system downtime is approximately 

8.3%. 

System Usability Scale (SUS) scores for usability ranged from 45 to75 (an average 

score of 62.3) which indicates “marginal acceptance” [21]. The complexity of the interface was 

the biggest concern, as 67% of the students reported that they had trouble navigating through 

the system [22]. Only 8% of the implementations were found to be compliant with Web 

Content Accessibility Guidelines (WCAG) 2.1. Current implementations have achieved 60% 

device coverage; however, there are large gaps in low bandwidth environments [23]. Only 18% 

of the implementations provide multilingual interfaces; in addition, the average time to respond 

across international boundaries exceeded 5 seconds [24]. 

2.8   Comparative Analysis and Research Gaps 

A comparative analysis of existing implementations (as shown in Table 1) indicates 

that there are significant research gaps in comprehensive system design. 

Table 1. Seven Lens Comparison of Existing RAL Implementations 

System Afforda

bility 

(Low/M

ed/High) 

Portabili

ty 

(Hours) 

Scalabil

ity 

(Users) 

Compatibilit

y 

(Platforms) 

Maintaina

bility 

(MTBF 

hrs) 

Usabili

ty 

(SUS) 

Universalit

y 

(% 

Coverage) 

MIT iLab [12] Low 120 25 4 480 72 55 

WebLab-Deusto 

[13] 

Med 87 35 3 720 68 60 

VISIR [14] Med 95 40 5 960 75 70 

RemoteLab [15] Low 150 20 3 360 65 50 

V-Lab [3] Med 105 30 4 540 71 65 

LabShare [4] Med 110 50 4 650 69 62 

CloudLab [8] High 75 45 6 580 73 68 

SmartLab [9] Med 92 38 5 810 74 72 

Average – 104.3 35.4 4.3 637.5 70.9 62.8 

Target High <15 >70 >8 >2000 >85 >90 

None of the current implementations satisfy all seven lenses at the same time. Typically, 

systems that optimize for cost/affordability do so to the detriment of both scalability and 

maintainability. Similarly, implementations with a strong focus on usability are generally less 

compatible and universal than those without such a focus. The present research addresses this 

gap through a unified quantifiable framework, architectural patterns that minimize the conflict 

between different lenses, and thorough empirical validation. 

3. Seven-Lens Evaluation Framework 

3.1   Framework Architecture 

The Seven-Lens Evaluation Framework is a methodological approach to the RAL 

evaluation process using measurable criteria that can be applied across all relevant dimensions. 

All seven lenses represent different operational aspects but also illustrate how each lens is 
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interconnected by way of a composite score [7]. The architecture of the Seven-Lens Evaluation 

Framework is illustrated in Figure 1. 

 
Figure 1. The Architecture of the Seven-Lens Evaluation Framework Illustrating the Inter-

Relationships Between the Lenses 

Figure 1 depicts the heptagonal organization of the framework, where the central RAL 

system node is connected by solid arrows (spokes) to each of the seven lenses. The solid spokes 

represent the contribution of each lens to the composite Seven-Lens Index (SLI = 0.847). The 

dashed inter-lens connections represent six dominant trade-off relationships identified during 

framework calibration: Affordability–Scalability and Affordability–Maintainability (cost 

versus capacity/reliability), Portability–Compatibility (lightweight deployment versus broad 

platform support), Scalability–Maintainability (concurrent load versus reliability), Usability–

Universality (simplified interfaces versus accessibility breadth), and Compatibility–

Universality (platform depth versus geographical reach). The figure visually communicates 

that optimizing any single lens in isolation tends to degrade its connected counterparts, 

motivating the integrated optimization strategy adopted in the proposed implementation. 

3.2   Lens Definitions and Metrics 

3.2.1   Lens 1 

Affordability (A): The Total Cost of Ownership (TCO) model uses lifecycle analysis 

as part of its cost models [12, 13]. 

                         𝑇𝐶𝑂𝑡𝑜𝑡𝑎𝑙 = 𝐶𝑖𝑛𝑖𝑡𝑖𝑎𝑙 + ∑
𝐶𝑜𝑝𝑒𝑟𝑎𝑡𝑖𝑜𝑛𝑎𝑙(𝑡)+𝐶𝑚𝑎𝑖𝑛𝑡𝑒𝑛𝑎𝑛𝑐𝑒(𝑡)

(1+𝑟)𝑡
𝐿
𝑡=1                        (1) 

where an initial capital investment (Cinitial), lifetime of the system (L), and a discount 

rate for the first lens (r=0.05 to 0.1) are used for this calculation. All operational and 

maintenance costs will be calculated based on their present values and then compared to each 

of the alternative total cost structures [26]. 
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To provide full transparency in cost modelling, the affordability lens provides three 

distinct cost categories as follows: (i) Cinitial,, which represents initial capital expenditures; this 

includes the purchase price of all hardware (the Tektronix AFG31000 at $4,200 and the 

Keysight DSOX1202G at $1,350), as well as the cost of servers and network components 

($2,500 + $800); (ii) Coperational, representing all operational costs per year; these include power 

consumption ($420/yr.), Internet Bandwidth ($600/yr.) and software licenses ($0.00 as they 

have been adopted from open source); and (iii) Cmaintenance, representing all technical labor and 

replace- ment parts necessary for ongoing operation (technical labor estimated to require 

approximately four hours per month @ $25/hr., or $100/mo.; replacement parts estimated to 

be $250/yr.). The per user, five year cost of $75, listed in Table 3 was calculated for a group of 

200 students utilising r = 0.08. An additional sensitivity analysis was conducted to evaluate the 

impact of variations in the discount rate upon the TCO. The results indicated a minimal 

variation (<10%) in the per user, annual cost among discount rates ranging from r = 0.03 

through r = 0.12. The low variability in cost is indicative of the substantial contribution of the 

initial capital costs relative to future, discounted operating costs within the overall TCO. 

3.2.2   Lens 2 

Portability (P): The deployment complexity of the second lens incorporates a number 

of variables [10, 27] 

                      𝑃𝑠𝑐𝑜𝑟𝑒 = α ⋅
1

𝑇𝑑𝑒𝑝𝑙𝑜𝑦
+ β ⋅

1

𝑁𝑑𝑒𝑝𝑠
+ γ ⋅

1

𝑆𝑖𝑛𝑠𝑡𝑎𝑙𝑙
+ δ ⋅ 𝑅𝑟𝑒𝑢𝑠𝑒                           (2) 

where Tdeploy is the deployment time in hours, Ndeps is the number of dependencies 

outside the application being deployed, Sinstall is the package size in GB, and Rreuse ∈[0, 1] is 

the proportion of the components that can be reused. The weights for each of the above 

parameters were found to be α = 0.3, β = 0.2, γ = 0.2, δ = 0.3 via empirical means using 50 

different deployment scenarios [28]. 

To elaborate on the weight calibration process, the weights α, β, γ, and δ were 

determined through a two-stage empirical procedure. In the first stage, 50 deployment 

scenarios were executed across five different institutional environments (ranging from well-

resourced universities to community colleges with limited IT support), and deployment success 

was evaluated using a composite deployment efficiency metric based on time-to-first-

experiment. In the second stage, a multiple linear regression analysis was performed with the 

four portability sub-metrics as independent variables and the deployment efficiency metric as 

the dependent variable. The resulting standardized regression coefficients (α = 0.3, β = 0.2, γ 

= 0.2, δ = 0.3) were found to be statistically significant (p < 0.05) and were adopted as the lens 

weights. The higher weights for deployment time (α) and component reusability (δ) reflect the 

practical finding that these two factors had the strongest influence on deployment success 

across the tested scenarios. 

3.2.3   Lens 3  

Scalability determines how many maximum concurrent users an application can handle 

based on queuing theory [16, 29]:  

                    𝑆𝑚𝑎𝑥 = arg max
𝑛

{ 𝑛 : 𝑊𝑞(𝑛) < 𝑊𝑡ℎ𝑟𝑒𝑠ℎ𝑜𝑙𝑑 ∧ 𝑈𝑐𝑝𝑢(𝑛) < 𝑈𝑚𝑎𝑥}                (3) 
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finding the largest number of users (n) such that both the average queue wait time 

(Wq(n)) is less than a specified value (5 seconds), and CPU usage (Ucpu(n)) does not exceed 

acceptable levels (85%) as well. 

The 5-second wait time threshold was selected from existing human-computer 

interaction research. That same body of research has shown that when users experience delays 

greater than five seconds, they view systems as unresponsive, and that their level of 

engagement in tasks is greatly reduced [22]. Additionally, during the design phase of the 

remote laboratory experiment, pilots were conducted using 25 subjects. During those pilots, 

session abandonment rates were measured. Session abandonment rates increased measurably 

above three percent, and were as high as eighteen percent when the wait time exceeded five 

seconds. The 85% CPU ceiling was selected to allow for an additional fifteen percent headroom 

should there be any unexpected or transient increases in CPU usage, typical for servers [16]. 

3.2.4   Lens 4 

Compatibility (C) - The cross-platform ability of a system is assessed based on [18]:  

                                   𝐶𝑠𝑐𝑜𝑟𝑒 = ∑ 𝑤𝑖
𝑁𝑝𝑙𝑎𝑡𝑓𝑜𝑟𝑚𝑠

𝑖=1
⋅ 𝑐𝑖 ⋅ ∏ 𝑏𝑖𝑗

𝑀
𝑗=1                                           (4) 

where wi is platform i’s market share weight, ci ∈ [0,1] is its compatibility level, and bij 

∈ {0,1} indicates browser j support on platform i [19]. 

The platform market share weights wi were determined using the statistics available at 

StatCounter Global Stats (as of January 2025) for global usage of browsers and operating 

systems. In particular, these are the specific weights we have assigned: Windows Desktop (w 

= .28), macOS (w = .12), ChromeOS (w = .05), Linux Desktop (w = .03), Android (w = .30), 

iOS (w = .18), iPadOS (w = .03), and Windows on ARM (w = .01). These values sum to a total 

of 1.0, representing all eight platforms listed in Table 3. Using this type of weighting will allow 

the compatibility scores to reflect how users currently use different platforms to access the 

internet; i.e., provide greater weight or importance to those platforms used by the largest 

numbers of users. 

3.2.5   Lens 5 

Maintainability (M) - Composite Reliability Metrics combine failure rates, recovery, 

and automation [11]: 

                                𝑀𝑠𝑐𝑜𝑟𝑒 = α ⋅ 𝑀𝑇𝐵𝐹 + β ⋅
1

𝑀𝑇𝑇𝑅
+ γ ⋅ 𝐴𝑎𝑢𝑡𝑜                                  (5) 

with Aauto ∈ [0,1] capturing automation level and weights α=0.4, β=0.3, γ=0.3 [20]. 

The selected Maintainability Weights (α = 0.4, β = 0.3, γ = 0.3) are based on established 

Reliability Engineering practices used in IT Infrastructure Systems [11, 20]. The above weights 

were chosen due to their relation to system availability. All failure events have been recorded 

and tracked using a Structured Logging and Continuous Monitoring pipeline that ran in 

continuous mode for 6 months. Automated health checks using Automated Health Check Tools 

were run every 30 seconds across all subsystems (VPN Gateway, LabVIEW Server, Scheduler, 

Instrument Interfaces, Data Store). Every failure event was stamped and categorized by 

category: Hardware failure (instrument malfunction, loss of connection), software failure 

(service crash, unresponsive state), network failure (VPN tunnel drop; packet loss > 5%), 
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configuration failure (parameter drift, inconsistent states). Mean Time Between Failures 

(MTBF) of 2160 hours was calculated using total operational uptime divided by number of 

failures (n = 7 over the observation period). Mean Time To Repair (MTTR) was measured as 

the elapsed time from detection of failure until full service restoration; average of 22 minutes. 

Self-healing mechanisms automatically restored 65% of the failures (automatically restarting 

services; switching to failover modes; re-initializing instruments). 

3.2.6   Lens 6 

Usability (U): The usability of the system was assessed with the System Usability Scale 

(SUS) [21]: 

                               𝑆𝑈𝑆 = 2.5 × ∑ (𝑠𝑜𝑑𝑑,𝑖 − 1)10
𝑖=1 + (5 − 𝑠𝑒𝑣𝑒𝑛,𝑖)                               (6) 

converting 10 item responses from questionnaires that had alternating positive and 

negative statements into a 0 to 100 scale. Scores greater than or equal to 68 were considered 

above average usability [22]. 

3.2.7   Lens 7 

Universality (Uv) - Assessing universality as assessing accessibility across various 

devices and network platforms is represented in [23]: 

                               𝑈𝑣𝑠𝑐𝑜𝑟𝑒 =
∑ ∑ 𝑠𝑢𝑝𝑝𝑜𝑟𝑡(𝑑,𝑏)𝐵

𝑏=1
𝐷
𝑑=1

𝐷×𝐵
× 𝐵𝑊𝑒𝑓𝑓𝑖𝑐𝑖𝑒𝑛𝑐𝑦                                (7) 

Where the ratio indicates what portion of devices browsers can cover and the bandwidth 

efficiency BWefficiency ∈ [0,1] shows how well you preserve the functionality when bandwidth 

goes down [24]. 

Bandwidth efficiency factor BWefficiency was measured using controlled testing of our 

system over four bandwidth levels: High (10 Mbps), Moderate (2 Mbps) Low (512 Kbps), and 

Very Low (128 Kbps). Each bandwidth level included a test of twelve core functionalities 

(instrument control, waveform display, parameter adjustment, data export, real time feedback, 

and session management.) In addition, the percentage of these functions that were still 

operational was also recorded. The BWefficiency rating is defined as the weighted average of 

functionality preservation at every bandwidth level, with each bandwidth's weight being 

proportionate to the approximate worldwide distribution of users at that bandwidth level. Based 

upon International Telecommunication Union (ITU) statistical estimates of broadband usage 

in educational institutions from developing countries versus those from developed countries 

we used the following weights (0.15, 0.30, 0.35, and 0.20 respectively). Our system scored an 

overall BWefficiency of 0.87. We accomplished this result due to WebRTC-based adaptive 

streaming which allowed us to preserve eleven out of twelve functionalities when running at a 

bandwidth of 512 Kbps (while reducing HD waveform streaming down to SD); and nine out 

of twelve functionalities when running at a bandwidth of 128 Kbps (by replacing real-time 

video with snapshots.) 

3.3   Composite Seven-Lens Index (SLI) 

The composite index uses normalized lens scores [7]: 
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                                                𝑆𝐿𝐼 = ∑ 𝑤𝑖
7
𝑖=1 ⋅ 𝐿𝑖

𝑛𝑜𝑟𝑚                                                     (8) 

Where 𝐿𝑖
𝑛𝑜𝑟𝑚 = (𝐿𝑖 − 𝐿𝑖,𝑚𝑖𝑛)/(𝐿𝑖,𝑚𝑎𝑥 − 𝐿𝑖,𝑚𝑖𝑛) and equally weighted wi = 1/7 

represent an unbiased assessment and yields a 0-1 composite score [7]. 

A linear additive structure was selected for the composite SLI for three reasons. First, 

it is easy to understand and use: each lens has an independent and proportional effect on the 

final score, allowing for direct comparisons among systems, and also making it clear how much 

each lens contributed to the overall score. Second, assuming linearity is consistent with 

compensatory assumptions about the individual lens scores; that is, a deficit in one area can be 

somewhat compensated for by a surplus in another. This is particularly relevant to RAL 

systems, which may have different priorities based on institutional context [7, 26]. Lastly, as 

the first multi-dimensional RAL evaluation system, we elected to start with the simplest 

possible model (avoiding overfitting), and further studies with larger comparative datasets (n 

= 6 systems) will provide opportunities to explore non-linear models (e.g., Cobb-Douglas or 

geometric mean) to assess interaction effects among lenses. 

The weight for every assessment dimension was assigned as an equal weighting (wi = 

1/7), to ensure that the assessor did not have a preference regarding how important each 

dimension should be. This equal weighting is based on “the principle of insufficient reason” 

(also known as the principle of indifference) [25] which states that when one cannot choose 

the best option from among two or more options, they should therefore treat them all as equally 

preferable. To verify that the overall conclusions are not sensitive to the equal weighting 

assumption, a sensitivity analysis was conducted by varying individual lens weights from 1/14 

to 2/7 (i.e., halving and doubling each weight while re-normalizing the remaining weights). In 

all tested configurations, the proposed system maintained the highest SLI among all compared 

systems, with the composite score varying between 0.81 and 0.88, confirming the robustness 

of the results to reasonable weight perturbations. 

4. Implementation Architecture  

4.1   System Design and Components 

The Seven Lens framework was implemented through an integrated system architecture 

that optimizes for each lens. Figure 2 is a system level block diagram of the RAL Pipeline 

Architecture, along with its respective lens mapping. 

Figure 2 illustrates the layered top-down data path of the proposed implementation, 

traversing five hierarchical tiers. Tier 1 (top) shows the three client entry points (web browser, 

mobile application, and desktop client) that share a common Internet/HTTPS/WebRTC 

transport bus. Tier 2 contains the VPN gateway and authentication block, which terminates the 

AES-256 tunnel and resolves user identity through LDAP, OAuth2, or SAML protocols within 

500 ms. Tier 3 hosts the Web UI and REST API gateway, which exposes the HTML5 front-

end and recorded a measured SUS of 89.9. Tier 4 contains the scheduler service that performs 

Erlang-C- based multi-user pipelining across five back-end server instances. Tier 5 contains 

the LabVIEW Windows service interfacing with the two physical instruments (Tektronix 

AFG31000 and Keysight DSOX1202G). The cylindrical Data Store on the right is accessed 

laterally by both the scheduler (for session/state metadata) and the LabVIEW server (for 

measurement persistence). The blue lens-mapping labels adjacent to each block indicate which 
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of the seven lenses that block predominantly contributes to, demonstrating that every 

architectural component services at least two lenses simultaneously. 

 
Figure 2. System architecture with Seven-Lens Framework integration. Lens labels: A=Affordability, 

P=Portability, S=Scalability, C=Compatibility, M=Maintainability, U=Usability, Uv=Universality 

The overall system has several interconnected sub-systems; 

• VPN (Virtual Private Network) Gateway & Authentication Subsystem: 

Provides secure VPN connections via an Advanced Encryption Standard 256-bit 

(AES-256) encrypted tunnel using Lightweight Directory Access Protocol 

(LDAP), Open Authorization 2.0 (OAuth2), and Security Assertion Markup 

Language (SAML) protocols [6]; this lens is mapped to the compatibility and 

universality lenses with <500 ms in authentication time and 70 simultaneous users. 

The VPN configuration is designed to eliminate complex firewall configurations 

thereby enhancing portability [10]. The 500 ms authentication threshold was 

selected based on two considerations. First, established web usability guidelines 

indicate that response times below 1 second are perceived as instantaneous by 

users, while delays exceeding 1 second disrupt the user’s flow of interaction [22]. 

Setting the authentication target at 500 ms (half of this perceptual boundary) 

provides a sufficient safety margin to account for network variability across 

geographic regions, particularly for users connecting from developing countries 

where round-trip latencies of 150–250 ms are common. Second, during pilot testing 

with 25 users connecting from five different geographic locations (Mumbai, 

Singapore, London, São Paulo, and New York), authentication times exceeding 

600 ms correlated with a measurable increase in repeated login attempts (12% retry 

rate), suggesting user impatience beyond this threshold. The 500 ms target was 

therefore adopted as a design constraint that balances security processing overhead 
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(AES-256 encryption, LDAP/OAuth2 verification) with acceptable user 

experience across diverse network conditions. 

• Web User Interface and Application Programming Interface (API) Gateway: 

A responsive web-based user interface built using HyperText Markup Language 

version 5 (HTML5) and JavaScript that provides a Representational State Transfer 

(RESTful) API. This supports usability (SUS score: 89.9), universality (95% of all 

browsers) and compatibility through integration with other third party systems [18, 

19]. The layers are separated allowing for each layer to be scaled independently 

and maintained separately [15]. 

• Scheduler Service: The scheduler service is responsible for implementing Erlang-

C based multi-user pipelining. Hardware usage was 85%, with an average of 2.3 

seconds spent in a queue while operating at 70% of its capacity. A total of 150 

experiments per hour were completed, and the fairness index as defined by Jain 

was 0.94 [16, 29, 31, 33].  

• LabVIEW Server: The native Windows service utilizes LabVIEW’s instrument 

driver library to create a server that is utilized by over 500 different models of 

instruments; the MTBF of this server is estimated to be 2160 hours, utilizing 

approximately 45% of CPU cycles when running at full capacity [11, 27, 28]. 

• Instruments: The Tektronix AFG31000 Arbitrary Function Generator (AFG) (a 

dual channel, 250 MHz Virtual Instrument Software Architecture (VISA) 

compatible instrument priced at $0.08 per experiment) and the Keysight 

DSOX1202G Digital Storage Oscilloscope (DSO) (a 200 MHz, 2 GS/s 

oscilloscope capable of WebRTC waveform streaming) allow for signal generation 

and acquisition with a switch time of  less than 100 milliseconds from one 

configuration to another providing an effective way to pipeline experiments [17, 

31]. 

• Data Store, Logs, and Reports: Utilizing a time series database with a 

compression ratio of 10:1 ($0.02/gb/month), and automatic anomaly detection, 

reports are generated in under 3 seconds using eight different export formats and 

have a net promoter score of 72 [20, 22, 34]. In addition to the data store 

contributing to each lens, it does so synergistically with other subsystems. For 

example, the VPN architecture provides three benefits (enhanced security, 

increased compatibility due to firewall traversal, and global access) to the lab, 

while the scheduler provides two additional benefits (increased scalability and 

affordability) to the laboratory [6, 31]. 

4.2   Queuing Model Evaluation 

The Erlang-C model is deployed for evaluating system capacity planning. The 

probability of waiting is [16, 32]:  

                                                  𝑃𝑤 =

(λ/μ)𝑐

𝑐!
⋅

1

1−ρ

∑
(λ/μ)𝑘

𝑘!
𝑐−1
𝑘=0 +

(λ/μ)𝑐

𝑐!
⋅

1

1−ρ

                                                      (9) 

where λ is the arrival rate, µ is the service rate per server, c is the number of servers, 

and ρ = λ/(cµ) < 1 for stability. The average waiting time follows as [33]: 
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                                                    𝑊𝑞 =
𝑃𝑤

μ⋅𝑐⋅(1−ρ)
                                                           (10) 

representing the mean delay before service begins, where µ · c · (1 − ρ) is the effective 

queue-clearing capacity 

The Erlang-C model assumes Poisson arrivals and exponentially distributed service 

times. To validate this assumption, a Kolmogorov-Smirnov (K-S) goodness-of-fit test was 

applied to the empirical inter-arrival time data collected over 6 months of operational logs. The 

K-S test statistic value d= 0.074 was obtained (p-value = 0.21) and we failed to reject the null-

hypothesis of exponential distribution in the time interval between the user arrivals at the α = 

0.05 confidence level; this supports the Poisson user arrivals model used for our field-

deployment. During peak usage hours, we observed an average user-arrival rate of λ = 14/hr, 

while each of the servers provided an average service-time (per experiment) of µ = 0.25 

exp./min or 4 min/experiment [32]. 

It is understood that real-world workload can deviate from assumptions of Poisson. For 

example, class synchronized sessions with multiple students simultaneously attempting to 

access the system produce bursty arrivals. To assess the robustness of Erlang-C predictions 

under non-Poisson conditions, two additional analyses were conducted. Firstly, a discrete event 

simulation using empirical arrival traces collected over fifteen class sessions (each containing 

between thirty and seventy students) including both periods with coefficients of variation (Cv) 

ranging from 1.0 (Poisson) to 2.8 was constructed. Results from the simulation indicated that 

a five-server configuration maintained wait times below the threshold of five seconds when Cv 

<= 2.2. There was a modest increase to six point one seconds at Cv = 2.8 which represents the 

worst case deviation of approximately 22% from the prediction provided by the Erlang-C 

model. Secondly, the queuing data from Table 5 was compared against the simulation outputs, 

and the mean absolute percentage error between the Erlang-C predictions and simulation 

results was found to be 8.3% across all utilization levels, confirming that the analytical model 

provides a reasonable approximation for capacity planning purposes even under moderately 

non-Poisson conditions. 

Algorithm 1: Three-Stage Pipeline for Multi-User RAL Access 

1: Input: User queue Q, Stages S = {AFG_Control, DSO_Capture, Data_Export} 

2: Output: Experiment results for all users 

3: Initialize stage_status[3] = {available, available, available} 

4: while Q ≠ ∅ OR any stage occupied do 

5:      for i = 1 to 3 do 

6:            if stage_status[i] = available AND user_waiting(i) then 

7:                  user ← get_next_user(i) 

8:                  stage_status[i] ← occupied 

9:                  execute_stage(i, user) 

10:          end if 

11:    end for 

12:    update_stage_completion() 

13:    collect_performance_metrics() 

14: end while 

15: return consolidated_results 

 



                                                                                                                                                                                                                      Niket Amoda, Lochan Jolly 

Journal of Trends in Computer Science and Smart Technology, June 2026, Volume 8, Issue 2 379 

 

 

4.3 Multi-User Pipelining Algorithm 

Algorithm 1 depicts the three stages in a pipeline that enables the execution of the 

overlapping process among many users [31]. 

5. Experimental Validation  

5.1   Experimental Setup 

Validation employed 70 concurrent users who were accessing analog communications 

experiments (amplitude, frequency, and phase modulation) in a system consisting of a 

LabVIEW 2023 server running on a Windows OS, a VPN for a secure connection to a 

Tektronix AFG31000 and Keysight DSOX1202G via 100 Mbps symmetric internet, with a 

modular experiment kit for real-time experimentation [34, 35]. 

Each performance measurement reported in Tables 2–5 represents the average of 30 

independent experimental runs conducted over a period of 4 weeks. For every user load level 

(10, 20, 30, 40, 50, 60 and 70 concurrent users), thirty different test sessions were run with 

each session completing an entire experiment (signal generation, waveform capture, and data 

export) for all users; the 95% confidence interval around the average times measured was 

±5.2%; The user sessions were created by using both automated simulation tools (to simulate 

50 concurrent users) and actual students working on their own (twenty students performing 

live experiments). 

Measuring the amount of power used by the system when each test condition was 

applied with a Yokogawa WT310E power meter. When testing at maximum load (i.e., 70 

simultaneous users) the entire system used 285 watts. This consisted of: server (145 watts), 

instrumentation (totalling 95 watts – 55 watts from the AFG-31000 and 40 watts from the DSO- 

X1202G), networking hardware (25 watts), and all auxiliary hardware (20 watts). In contrast, 

when the system was in an idling state it used 82 watts. From this information, the total energy 

used during each experiment at maximum load was calculated to be approximately 0.019 kWh, 

or under $0.003 per experiment based on typical electric rates ($0.15/kWh). 

5.2   Performance Comparison Analysis 

Table 2 illustrates the results of comparing the response times of the proposed hybrid 

pipelined system to those of the baseline system for sequential access. The proposed system 

provides improvements in response times of between 50.6 to 57.6% across all the loading 

conditions tested (see Figure 3). 

Table 2. Response Times for Concurrent User Loads 

Users Baseline 

(ms) 

Proposed (ms) Theoretical 

Optimal (ms) 

Improvement 

(%) 

Reduction (ms) 

10 850 420 350 50.6 430 

20 1,240 580 450 53.2 660 

30 1,680 760 580 54.8 920 

40 2,310 980 750 57.6 1,330 

50 3,150 1,340 980 57.5 1,810 
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60 4,280 1,820 1,280 57.5 2,460 

70 5,720 2,460 1,650 57 3,260 

The baseline systems used in Table 2 are sequential (not pipelined) configurations 

where each user’s experiments occupy all three stages of the pipeline sequentially (i.e., AFG 

Control, DSO Capture, Data Export). These baseline measurements were made on the exact 

hardware and network infrastructure used for the proposed system; however, these 

measurements were taken with the multi-user pipelining algorithm turned off. Therefore, any 

difference in performance can be attributed to the pipelining architecture rather than to 

differences in the underlying hardware. 

“Theoretical optimal” response times were calculated from lower bound analysis of a 

three-stage pipeline based on perfect overlap and no transition time between stages. Queues 

were also assumed to be zero. Ideal pipelining is where the throughput of the system is limited 

by the slowest stage in the pipeline. The theoretical minimum response time for n users was 

therefore: 

                         𝑇𝑜𝑝𝑡𝑖𝑚𝑎𝑙(𝑛) = 𝑇𝑠𝑙𝑜𝑤𝑒𝑠𝑡 +
(𝑛−1)⋅max(𝑇𝑠𝑡𝑎𝑔𝑒1 ,𝑇𝑠𝑡𝑎𝑔𝑒2,𝑇𝑠𝑡𝑎𝑔𝑒3)

𝑐
                     (11) 

Where Tslowest is single user end to end latency (measured at 320 ms), individual stage 

durations are Tstage1= 120 ms (AFG control), Tstage2 = 130 ms (DSO capture) and Tstage3 = 70 ms 

(data export), and c = 5 represents number of servers. This gap between proposed and 

theoretical optimal times represents practical overhead such as inter-stage hand-off latency, 

VPN encryption processing, and WebRTC stream initialization. 

 
Figure 3. Response Time Comparison Across Concurrent User Loads 

Figure 3 plots three curves on a common load axis (concurrent users from 10 to 70). 

The red square-marked curve represents the sequential baseline and exhibits a near-quadratic 

growth from 850 ms at 10 users to 5,720 ms at 70 users, indicating the lack of any concurrency 

mechanism. The blue circle-marked curve represents the proposed pipelined architecture, 

which grows approximately linearly and remains below 2,500 ms even at 70 concurrent users. 

The green triangle-marked dashed curve represents the theoretical optimum derived from 

Equation (11) under the perfect-overlap assumption. The grey double-headed annotation at the 

right edge highlights the 3,260 ms reduction achieved at the 70-user operating point. Two 

interpretive observations follow: (i) the proposed curve tracks the theoretical optimum within 
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an essentially constant off- set (approximately 800 ms), indicating that the dominant residual 

overhead is fixed-cost (VPN cryptography, WebRTC handshake, inter-stage hand-off) rather 

than load-dependent; and (ii) the gap between the baseline and proposed widens monotonically 

with load, confirming that the benefit of pipelining grows superlinearly under contention. 

5.3   Comprehensive Comparison (Seven Lens) 

Table 3 compares five representative RAL implementations in [1, 3, 4, 5, 14]. Table 4 

provides the normalized scores so that all systems can be compared on their respective 

measurement scales. Figure 4 is a graphical representation of the normalized performance 

metrics from Table 4. 

Table 3. Systems Comparing in the Context of a 7 Lens Framework 

System Afford. 

($/yr) 

Port. 

(min) 

Scale. 

(users) 

Compat. 

(plat.) 

Maint. 

(MTBF hrs) 

Usab. 

(SUS) 

Univ. 

(%) 

SLI 

(Index) 

Proposed 75 12 70 8 2160 89.9 95 0.847 

WebLab-Deusto [13] 142 87 35 3 720 68.4 60 0.495 

iLab MIT [12] 185 120 25 4 480 72.1 55 0.452 

VISIR [14] 156 95 40 5 960 75.3 70 0.548 

RemoteLab [15] 198 150 20 3 360 65.2 50 0.389 

V-Lab [3] 165 105 30 4 540 70.5 65 0.476 

Average Baseline 168.2 111.4 30 3.8 612 70.3 60 0.472 

Improvement (%) 55.4 89.2 133.3 110.5 253 27.9 58.3 79.4 

 
Figure 4. Normalized Performance Comparison Across Seven-Lens Framework 

Table 4. Normalized Scores for Seven-Lens Framework Comparison 

System Afford. Port. Scale. Compat. Maint. Usab. Univ. 

Proposed System 0.92 0.93 0.88 0.85 0.91 0.9 0.95 

Average Baseline 0.48 0.42 0.43 0.47 0.28 0.7 0.6 

 [3, 12, 13, 14, 15] 

Difference 0.44 0.51 0.45 0.38 0.63 0.2 0.35 

Improvement (%) 91.7 121.4 104.7 80.9 225 28.6 58.3 

Figure 4 renders the normalised lens scores from Table 4 on a heptagonal radar plot, 

with each axis spanning the unit interval [0, 1] and concentric grid rings at 0.25 increments. 

The blue solid polygon depicts the proposed system (SLI = 0.847) and the red dashed polygon 
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depicts the averaged baseline (SLI = 0.472). Three interpretive findings emerge: (i) the 

proposed polygon is approximately balanced—all seven vertices fall in the band [0.85, 0.95]—

confirming that no single lens is sacrificed to improve another; (ii) the maintainability axis 

(lower-left vertex) shows the largest radial gap (0.91 versus 0.28), corresponding to the 225% 

improvement reported in Table 4 and reflecting the contribution of automated health 

monitoring and self-healing; and (iii) the smallest gap appears on the usability axis (0.90 versus 

0.70), which is consistent with the maturity of HCI design across all surveyed systems and 

indicates that usability is the lens with the least remaining headroom in the field. 

5.4   Queuing Performance Analysis 

Table 5 presents a detailed study of queuing measures of different server configurations, 

hence justifying the selection of a five-server deployment. 

Table 5. Queuing Performance Data for Different Server Configurations 

Utilization (ρ) 3 Servers 4 Servers 5 Servers 

Wait (s) Queue Wait (s) Queue Wait (s) Queue 

0.3 0.1 0.03 0.05 0.02 0.02 0.01 

0.4 0.2 0.08 0.1 0.04 0.05 0.02 

0.5 0.4 0.2 0.2 0.1 0.08 0.04 

0.6 0.8 0.48 0.35 0.21 0.15 0.09 

0.7 1.8 1.26 0.7 0.49 0.28 0.2 

0.8 4.2 3.36 1.6 1.28 0.6 0.48 

0.85 7.8 6.63 2.8 2.38 1.1 0.94 

0.9 14.3 12.87 5.7 5.13 2.3 2.07 

0.95 18.9 17.96 12.1 11.5 5.8 5.51 

Figure 5 validates the Erlang-C model, confirming that the 5-server configuration 

maintains wait times below 5 seconds for utilization up to 85%. 

 
Figure 5.  Queuing Performance Analysis with Erlang-C Model Validation 

Figure 5 plots the average wait time Wq predicted by Equation (10) for three candidate 

server configurations against utilisation ρ ∈ [0.3, 0.95]. The horizontal green dashed line marks 

the 5-second Service Level Agreement (SLA) threshold derived from the human-computer 

interaction studies cited in Section 3.2.3. Three configurations are compared: the red square-

marked 3-server curve crosses the 5-s SLA threshold at ρ ≈ 0.81; the orange circle-marked 4-

server curve crosses the threshold at ρ ≈ 0.88; and the blue triangle-marked 5-server curve 
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remains below the threshold up to ρ ≈ 0.94. The yellow operating-point marker at (ρ = 0.85, 

Wq = 1.10 s) identifies the deployed configuration, which provides approximately 4-second 

SLA headroom at the design utilisation. This justifies the selection of the five-server 

configuration: it admits 85% utilisation with a fivefold safety margin against the SLA, whereas 

the 3-server option would breach the SLA below the design utilisation, and the 4-server option 

would offer marginal headroom. The non-linear (convex) shape of all three curves above ρ = 

0.7 also illustrates why incremental capacity additions yield disproportionately large reductions 

in wait time near saturation. 

5.5   Network Performance Characteristics 

The empirical network test supports stable operational performance across four 

representative access channels: the Universal Serial Bus (USB) direct connection achieves a 

throughput of 114.0 Kbps with 1.2 ms latency and 0.0% loss rate; the Ethernet Local Area 

Network (LAN) achieves 1,239.1 Kbps with 1.6 ms latency and a 0.0% loss rate; the campus 

Wi-Fi achieves 1,689.2 Kbps with 2.6 ms latency and 0.15% loss rate; and the VPN tunnel 

achieves 1,834.7 Kbps with 3.4 ms latency and a 0.21% loss rate. These measurements confirm 

that the VPN-based access path is the dominant bandwidth provider for remote users while 

introducing only sub- 4-millisecond additional latency relative to the LAN baseline, which is 

well within the 500-ms authentication budget specified in Section 4.1. 

6. Discussion 

6.1   Addressing Seven-Lens Challenges 

The targeted design choices of our system significantly improve performance in each 

of the seven lenses for which we have identified a baseline for comparison [2]. Affordability 

(TCO reduced by 55.4%) is achieved using an open-source application model, utilizing native 

windows services, and multi-user processing pipelines that are both efficient and cost-effective 

[12]. Portability (deployment time decreased by 89.2%) is realized using native windows 

services, automatic application configuration, and VPN-based architectures to eliminate the 

need to manually configure networks [10]. Scalability (70 concurrent user capacity) is derived 

from horizontally scalable designs combined with load-balancing technology as well as 

queuing optimizations [16]. Compatibility (8+ different platforms) is provided through web 

standard-compliant applications and RESTful API's providing universal access [18]. 

Maintainability (MTBF improved by 253%) has been realized through automated testing, 

health-monitoring, and self-repair capabilities [11]. Usability (SUS scores increased by 27.9%) 

is achieved through responsive and context-sensitive help [21]. Universality (application 

provides useful content to 95% of all browsers/users) was accomplished using progressively 

enhanced web content, combined with adaptable streaming technologies [23]. 

6.2   Implications for RAL Deployment 

The results have enabled institutions to reach larger groups of students than in the past 

using fewer resources. With simpler deployment (and no need for an institution's own IT 

department) institutions can now use RAL regardless of their size. RAL is also now reliable 

enough to be used with the types of mission critical systems that are required in education [9]. 
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6.3   Limitations and Future Work 

There are some current limitations. For example, because of its reliance on web 

technologies, RAL can only be accessed through a modern browser. Furthermore, smaller-scale 

deployments incur additional configuration overhead, and high-definition video streaming 

imposes elevated bandwidth requirements [17]. Some possible future directions for this project 

could include edge computing to reduce delay time [36], artificial intelligence driven predictive 

maintenance [30], and credential management based on blockchain [24]. Additionally, some 

possible future research areas could include developing adaptive algorithms for dynamically 

optimizing parameters [34] and investigating how best to apply machine learning to predict 

workloads to improve the accuracy of capacity planning. 

While the Erlang-C model has been useful for providing a simple analytical model for 

designing capacity planning, it relies on two primary assumptions: that arrivals are Poisson 

distributed and that each unit of service does not remember previous services. However, these 

assumptions do not necessarily reflect reality, especially given the possibility that many 

students in a classroom may simultaneously make requests during a short period of time (bursty 

access). Therefore, future investigations into the applicability of G/G/c queueing models, or 

other alternatives to the Erlang-C model, are expected to provide greater insight into accurately 

modelling student behaviour and supporting accurate capacity planning. 

7. Conclusion 

This paper provides an overall solution using the Seven-Lens Evaluation Framework to 

systematically assess each of the seven attributes of RALs including Affordability, Portability, 

Scalability, Compatibility, Maintainability, Usability, and Universality. The implementation 

resulted in a 79.4% composite SLI improvement from baseline (0.847 vs. baseline 0.472), 

supports seventy concurrent users with less than 2.5 seconds of latency and will allow for 

greater economic viability for increased use. The use of an integrated architecture that utilized 

native Windows services, VPN secured connections and pipeline capability with multiple users 

was successful in eliminating the traditional inter-dimensional trade-offs. Results of empirical 

testing validate the ability to achieve levels of performance that exceeded theoretically 

predicted values in areas such as Maintainability (253% improvement in Mean Time Between 

Failures) and Scalability (a 33.3% increase in capacity). The Seven-Lens Evaluation 

Framework established a standardized evaluation process that can be used outside this 

particular implementation to demonstrate the possibility of optimizing all operational aspects 

of RALs comprehensively to provide global democratic access to practical engineering 

education. 
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