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Abstract 

The vulnerability of wireless networks to misclassification and security oversight is 

increased by adversarial attacks using Deep Learning (DL)-based Intrusion Detection Systems 

(IDS). Because they are unable to distinguish small fluctuations in signal data and retain spatial 

hierarchy, traditional neural networks prefer Convolutional Neural Networks (CNNs) and 

Recurrent Neural Networks (RNNs), which are highly prone to adversarial perturbations. In 

this research, a Capsule Network (CapsNet)-based framework detecting adversarial attacks in 

wireless networks is proposed. The network uses RF-aware capsule representations and 

dynamic routing to improve hierarchical feature learning and robustness against adversarial 

perturbations. To successfully search for adversarial distortion, the proposed model extracts 

significant network traffic features, encodes spatial hierarchy via primary and digit capsules, 

and uses a reconstruction loss function. To improve the model's robustness against 

sophisticated attack tactics, an exploratory quantum-assisted CapsNet implementation for 

preliminary investigation is also included. Experimental evaluation on benchmark wireless 

intrusion datasets shows that CapsNets outperform conventional CNNs and Long Short-Term 

Memory (LSTM) models, achieving 98.3% accuracy under normal conditions and maintaining 

91.3% precision even under adversarial attack, compared to 87.5% and 72.4% for CNNs and 

90.2% and 78.6% for LSTMs, respectively. In addition, compared with traditional DL models, 

CapsNets show a 34% improvement in robustness metrics. The proposed CapsNet system 

achieved 98.3% detection accuracy and a reduced False Positive Rate across several adversarial 

attack scenarios. 

Keywords: Adversarial Attacks, Wireless Networks, Capsule Networks, Deep Learning, 

Dynamic Routing. 

1. Introduction 

The dynamic 5G/6G wireless environment is vulnerable to adversarial perturbations, 

which compromise the reliability of intruder detection. However, as their reliance on wireless 

networks increases, they have become a promising target for adversarial attacks [1]. The above 

attack exploits network weaknesses to interfere with support, steal confidential information, or 
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disrupt system performance. Although traditional safety measures such as authentication and 

encryption are often insufficient to prevent the complex, constantly evolving environment of 

adversarial attacks, they may still be somewhat effective [2]. Capsule Networks preserve part-

whole relationships through vector capsules and routing-by-agreement mechanisms. Wireless 

signals contain hierarchical spatial and spectral dependencies represented by RSS, CSI and 

traffic statistics. Dynamic routing enables capsules to capture these relationships more 

effectively than scalar CNN representations, thereby improving robustness against 

perturbations and feature distortions generated by adversarial attacks.  

To make wireless networks resilient to any kind of attack, studies are being conducted 

using different techniques, especially in ML, DL, and AI. Adversarial attacks on wireless 

networks can be of various types, which include jamming, spoofing, and eavesdropping. In a 

jamming attack, a highly intense signal is sent for the denial of service and blocking of 

legitimate communications. Recently, DL has proven itself to be quite effective in the detection 

and prevention of any type of malicious attack on wireless networks [3-7]. Such systems are 

ideal for detecting and preventing malicious actions in the wireless network environment. 

1.1   Major Contributions of the Proposed Work 

Innovation comes from the use of CapsNet technology to create a defense against 

adversarial attacks tailored to dynamic wireless networks. The approach differs from previous 

systems. While prior systems have concentrated mostly attack detection or on adversarial 

training, the new system incorporates routing-based hierarchical feature extraction, 

reconstruction loss-based anomaly detection, adaptive online learning, transfer learning, and 

resource optimization within the given architecture. In addition, the new system enables the 

detection of multiple types of attacks, such as evasion, poisoning, jamming, replay, and man-

in-the-middle attacks, in the context of 5G/6G wireless networks. 

The major contributions and technical advancements of the proposed work are as 

follows: 

1. Detection of an adversarial attack framework using CapsNet for wireless networks 

that can handle multiple types of adversarial attacks through its architecture. 

2. The incorporation of dynamic routing and reconstruction loss techniques for 

improved adversarial perturbation detection and hierarchical feature 

representation.  

3. Integration of adaptive online and transfer learning techniques to improve the 

model's generalization in dynamic wireless network environments. 

4. Resource optimization strategies, including pruning and quantification, to improve 

computational efficiency for real-time applications in resource-constrained 

environments. 

5. The introduction of an adaptive RF-aware lightweight CapsNet system with 

optimized dynamic routing for effective adversarial mitigation in real-time wireless 

network architectures. 

6. Preliminary investigation of hybrid Quantum Capsule Networks (QCapsNets) 

architectures as a potential future extension for improving feature representation 

and robustness in wireless IDS. 
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7. A wireless-specific mathematical formulation extending the original CapsNet 

through RF-aware feature representation, adaptive feature fusion, RF similarity-

guided dynamic routing, adversarial confidence estimation, and joint optimization 

for robust wireless adversarial attack detection. 

2. Literature Review 

In contrast to conventional CNNs, Capsule Networks (CapsNets) employ a vector, or 

capsule, to record both the presence and the spatial connection of a feature, unlike the scalar 

end product familiar in feature representation [6-9]. However, CapsNet's use in wireless 

network security is still in its early stages [10-14]. CapsNets have been used to improve the 

reliability of spoof detection systems by more accurately mimicking the connection between 

genuine and fake signals [15]. Such a study demonstrates CapsNet's ability to withstand 

adversarial attacks in wireless networks [16–18]. Bandwidth and computing power are 

frequently limited in wireless networks [19]. Similarly, CapsNets require a batch of labeled 

data for training, which is difficult to obtain in the presence of an adversarial attack, as attack 

data are usually rare [20]. Standard assessments, which prioritize accuracy, may not be 

adequate for measuring CapsNet performance under adversarial attacks [21]. Rather, it is 

recommended to use metrics such as adversarial accuracy and robustness to assess the model's 

resistance to adversarial perturbations [22]. The approach frequently struggles to adapt to the 

dynamic, evolving nature of adversarial attacks that exploit system weaknesses to interfere 

with or steal confidential information [23].  DL-based approaches [24], notably CNNs [25] and 

RNNs [9] have shown that adversarial attacks can learn complex patterns in associated 

congestion and signal data [26, 27]. Despite their success, traditional DL models are vulnerable 

to adversarial input signals, particularly those crafted to deceive them, raising concerns about 

their reliability in adversarial environments [28]. CapsNets use vector-based capsules to 

represent features, allowing them to manage variations in input data, such as changes in 

position, scale, and perspective [30, 31]. Parasuraman et al. [27] present a system for detecting 

jamming attacks using CapsNet, which provides enhanced accuracy and robustness compared 

to CNNs. Likewise, CapsNet-based systems outperform CNN-based ones due to their 

enhanced representation of relationships between valid signals and spoofed ones. 

However, several challenges still exist in applying CapsNets in wireless network 

security. First, the high computational complexity of CapsNet is a significant challenge, 

especially in wireless networks where bandwidth and resource are scarce. Consequently, given 

that attack data is scarce in the context of adversarial attacks, it will be difficult to obtain the 

large amount of labeled data needed for CapsNet training. Second, the interpretability of 

CapsNets depends on their dynamic routing process and vector-based representation, which 

makes it difficult to investigate and understand how the model reaches its decisions. Generative 

Adversarial Networks (GANs) have been studied as a defensive mechanism for adversarial 

training, enhancing the model's robustness against attack variations, but these models 

frequently suffer from training instability and mode collapse, making them unreliable for 

wireless security applications [33]. Moreover, adversarial attacks, such as graph perturbation 

attacks, can compromise Graph Neural Network (GNN)-based IDS models by modifying 

system configurations to evade detection [34]. Transformer-based models, such as BERT and 

Vision Transformers (ViTs) can capture long-range dependencies and are promising for 

wireless applications.  
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Existing CNN-, RNN-, GAN-, and Transformer-based IDS models mainly optimize 

classification accuracy but seldom investigate robustness against adversarial perturbations. 

Most studies focus on single attack categories and not explicitly model attack generation 

parameters. Moreover, existing architectures fail to preserve hierarchical RF feature 

relationships inherent in wireless communication signals. Therefore, there is a need for a robust 

feature representation framework capable of maintaining structural dependencies while 

improving adversarial resilience. 

3. Proposed System 

 
Figure 1. Proposed RF-aware capsule network architecture for adversarial attack detection in wireless networks 

A secure, adaptable security framework using Capsule Networks (CapsNet) is proposed 

to solve the problem of defending against adversarial attacks in wireless networks. From the 

figure below, the framework for detecting adversarial attacks in wireless networks using 

CapsNet includes many components that detect, analyse, and defend against adversarial 

attacks. Development of the adaptive RF-aware CapsNet framework for detecting adversarial 

attacks in wireless networks is the core technical contribution of the proposed framework. 

Unlike standard CapsNet-based intrusion detection approaches, the proposed method 

introduces RF-aware capsule attribute encoding to maintain the hierarchical spatial and spectral 

interfaces inherent in wireless communication signals. Moreover, an adaptive adversarial 

defense mechanism is integrated to dynamically improve robustness against increasing attack 

perturbations. 

3.1   Data Collection 

The experiment used a 6G wireless channel estimation and adversarial attack dataset 

derived from a simulated 5G/6G wireless communication environment.  As shown in Table 1, 

the dataset was generated using NS-3 and MATLAB 5G Toolbox simulations. Normal traffic 

samples consisted of legitimate wireless transmissions. Adversarial samples were generated by 

injecting perturbations corresponding to evasion, replay, jamming and man-in-the-middle 

attacks.  

Table 1. Dataset characteristics and input feature configuration [35-36] 

Parameter Value 
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Total Samples 52,000 

Normal Samples 26,000 

Adversarial Samples 26,000 

Number of Classes 6 

Attack Categories Evasion, Poisoning, Replay, Jamming, MITM 

Feature Dimension 128 × 1 

Feature Types RSS, SNR, CSI, Latency, Packet Statistics 

Dataset Environment Simulated 5G/6G Wireless Network 

Simulation Tools NS-3 + MATLAB 5G Toolbox 

Data Preprocessing Min-Max Normalization 

3.1.1   Adversarial Attack Modeling 

To evaluate the robustness of the proposed CapsNet framework, adversarial samples 

were generated using FGSM, PGD, BIM, CW, and DeepFool algorithms. The attacks were 

applied to normalized wireless feature vectors consisting of RSS, SNR, CSI, packet statistics, 

latency, and flow descriptors. For FGSM and BIM attacks, perturbation budgets ε = 0.01, 0.03, 

and 0.05 were used. PGD was implemented with 20 iterations and a step size α=0.005. 

DeepFool employed 50 maximum iterations, whereas the CW attack used confidence 

parameter κ=0 and a learning rate of 0.001. Poisoning attacks were simulated during the 

training phase by randomly corrupting class labels. Label corruption ratios of 5%, 10%, and 

15% were considered. The objective was to evaluate model degradation caused by manipulated 

training data rather than perturbations during inference. The attack success rate and adversarial 

accuracy were used to quantify robustness.  

3.2   Preprocessing 

The extracted input feature vector consists of RF signal features (RSS, SNR, CSI), 

network traffic statistics (packet rate, packet loss, rotational latency), and modulation-related 

parameters, which were normalized using Min-Max normalization prior to being fed into the 

CapsNet architecture. 

3.3   Attack Detection 

 

Figure 2. RF-aware capsule network-based adversarial attack detection framework 

Figure 2 shows a DL-based model for mitigating adversarial attacks in wireless 

networks using capsule connections. The wireless router, which connects several user devices 
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to the network, is located near the central part.  An attacker node attempts to inject adversarial 

traffic into the system by exploiting a vulnerability. The feature extraction module collects 

router information and identifies the most important network congestion structure. The 

CapsNet classifier, which uses an active path to identify adversarial manipulation more 

effectively than a typical DL model, then feeds the compiled features into the classifier. Further 

anomaly-detection modules monitor deviations in associated activities and warn of potential 

vulnerabilities. Thus, the defense mechanism reduces the attack surface and provides forward 

protection of the Cloud AI security system, continuously enhancing its real-time safety. This 

approach guarantees the existence of wireless networks that can protect themselves against 

increasing threats. The above-described architecture is applicable not only to wireless networks 

like IoT and 5G but also to future frameworks. 

 

3.4   Future Mitigation Extensions 

After an attack is detected, other forms of mitigation such as rerouting traffic, isolation 

of compromised devices, and frequency hopping can be implemented in the future. These 

mechanisms were not implemented in the current study. 

3.5   Adaptation and Learning 

The adaptation and learning phase ensure the framework’s longevity by continuously 

updating the model through online learning and transfer learning techniques. This enhances it’s 

ability to distinguish and respond to evolving malicious threats in real time by enabling it to 

adapt to new attack patterns and adjust its network configuration. 

3.6   Evaluation and Feedback 

A robustness approach similar to adversarial precision and FPR is used during the 

evaluation and feedback phase to assess the system's performance. The model's ability to detect 

and counter adversarial attacks in wireless networks can be improved by leveraging 

information from the assessment. 

3.7   Components of the Proposed System 

The proposed approach consists of several essential components that aim to enhance 

the detection of adversarial attacks in wireless networks using a Capsule Network-based 

methodology. It has a powerful detection engine that models aspect association and uses 

dynamic routing to detect slight suspicious perturbations. Adversarial training and data 

augmentation techniques are applied to increase resistance to adversarial attacks and ensure 

effective detection even in the presence of existing fraudulent threats. In addition, the 

compression methods improve computational efficiency, enabling the model to be used in 

wireless environments with limited resources. 

3.7.1   Capsule Network-Based Detection Engine 

    The Capsule Network-based Detection Engine uses a CapsNet architecture to process 

wireless system statistics, including robustness, traffic pattern, and spectral features, to detect 

adversarial networks. By using dynamic routing, CapsNets model feature associations, 
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allowing them to detect subtle adversarial perturbations that conventional CNNs would 

overlook. 

3.7.2   Adversarial Robustness Enhancement 

Using adversarial cases during training, adversarial training enhances CapsNet's 

capacity and ensures its structure is impervious to attack. Data augmentation is used to further 

enhance detection capacity by creating synthetic adversarial scenarios, handling limited labeled 

attack data, and improving the model's generalization across different adversarial contexts. 

3.7.3   Resource Optimization 

Pruning, quantization, and understanding distillation are among the model compaction 

techniques used to reduce CapsNet's computational complexity, thereby enabling it to function 

efficiently in a wireless scenariowith limited resources. Moreover, the edge deployment 

architecture requires processing neighborhood statistics to reduce latency and improve the 

ability of wireless networks to detect malicious threats in real time. 

3.7.4   Adaptive Learning Framework 

Transfer learning can be used with a pre-trained CapsNet model in a specific wireless 

network environment, thereby reducing reliance on extensive label statistics and speeding up 

model adaptation. The system also integrates online learning capabilities, which enhance its 

ability to recognize recent adversarial threats by enabling it to continuously adapt to evolving 

attack forms and active system environments for a longer period.  

3.7.5   Comprehensive Evaluation Framework 

It is intended to evaluate the capability and performance of the Capsule Network-based 

detection structure against malicious attempts on wireless networks. To quantify the system's 

robustness, the assessment procedure integrates several robustness metrics, including 

adversarial accuracy, robustness score, and FPR. Moreover, the system checks the model under 

different adversarial attack scenarios. The framework will undergo simulations in a dynamic 

wireless environment to test its ability to locate a hazard while maintaining minimal rotational 

motion and to confirm its versatility. 

3.7.6   Exploratory Quantum-Assisted CapsNet Implementation 

In addition to the classical CapsNet architecture, an exploratory hybrid Quantum-

Assisted CapsNet (QCapsNet) framework was investigated to examine the feasibility of 

integrating variational quantum circuits with capsule-based feature learning. The purpose of 

this extension is to explore the potential of quantum-assisted feature representations rather than 

to establish a new state-of-the-art architecture for adversarial attack detection in wireless 

networks. The quantum module employs a four-qubit variational circuit implemented using the 

Qiskit Aer simulator. The number of qubits was selected to maintain computational feasibility 

and demonstrate proof-of-concept integration with the capsule network architecture. Since the 

experiments were conducted entirely in a simulated environment, no implementation on 

physical quantum hardware was performed. Quantum circuits proceed through an angle 

embedding layer, followed by parameterized rotational gates and entanglement operations. The 

quantum state of transformation is represented as shown in equation (1). 
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                                              ∣ 𝜓⟩ = 𝑈(𝜃)𝐻⊗𝑛 ∣ 0⟩⊗𝑛                    (1) 

where 𝑈(𝜃)represents the trainable parameterized quantum circuit and 𝐻 denotes the 

Hadamard transformation applied to initialize quantum superposition states. 

Table 2. Quantum-assisted CapsNet configuration 

Parameter Value 

Quantum Framework PennyLane + Qiskit 

Quantum Simulator Qiskit Aer Simulator 

Number of Qubits 4 

Variational Layers 3 

Quantum Embedding Angle Embedding 

Entanglement Type CNOT 

Quantum-Classical Model Hybrid QCapsNet 

The experiment was conducted using the IBM Qiskit Aer Simulator with 4 qubits and 

3 quantum layers. The model was trained using the Adam optimizer with a learning rate of 

0.001, a batch size of 32, and 50 epochs. To ensure consistency and enable fair comparison, 

the same wireless adversarial attack dataset employed in the classical CapsNet experiment was 

used. In the hybrid Quantum-Assisted CapsNet framework, the classical training configuration 

remained unchanged, whereas the additional quantum simulation parameters are reported 

separately in Table 2. Preliminary simulation results indicated a modest improvement in 

classification performance compared with the classical CapsNet model. This quantum-

enhanced method is for the purposes of proof-of-concept. The application of the four-qubit 

variational circuit and simulator model limits the generalizability of the findings. There is a 

need for further research to be conducted using more complex quantum circuits, quantum 

computing hardware, and full benchmarks to make conclusions about the practical benefits of 

QCapsNet. 

3.8   Mathematical Model for Implementation 

Different from the traditional Capsule Network, which was initially designed for image 

recognition, the mathematical formulation introduced in this research has been modified to 

accommodate the requirements of detecting RF-aware adversarial attacks in wireless 

communications. The mathematical innovations included in the introduced mathematical 

formulation are the incorporation of wireless signal features, RF feature fusion, feature weight 

by attention, RF similarity-based dynamic routing, adversarial confidence calculation, and joint 

optimization for robust wireless intrusion detection. 

3.8.1   RF-Aware Feature Representation 

Wireless communication networks generate heterogeneous physical-layer and network-

layer measurements that reflect the operational state of the network. Unlike conventional 

Capsule Networks, which process image pixels, the proposed framework utilizes RF-aware 

communication features for adversarial attack detection. Each wireless communication sample 

is represented as a multidimensional feature vector composed of signal quality indicators and 

network traffic characteristics. The input feature vector is defined as shown in equation (2). 
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                                                   x𝑖 =

[
 
 
 
 
𝑅𝑆𝑆𝑖

𝑆𝑁𝑅𝑖

𝐶𝑆𝐼𝑖
𝐿𝑖

𝑃𝑖 ]
 
 
 
 

                             (2) 

where: 

• x𝑖  denotes the RF-aware feature vector corresponding to the 𝑖𝑡ℎwireless 

communication sample.  

• 𝑅𝑆𝑆𝑖 represents the Received Signal Strength, which indicates the received power 

level of the wireless signal.  

• 𝑆𝑁𝑅𝑖  denotes the Signal-to-Noise Ratio, representing the quality of signal 

reception.  

• 𝐶𝑆𝐼𝑖 represents the Channel State Information describing channel propagation 

characteristics.  

• 𝐿𝑖 denotes the communication latency measured during packet transmission.  

• 𝑃𝑖  represents packet-level statistical information such as packet loss rate, packet 

arrival interval, retransmission count, and throughput.  

In contrast to conventional CapsNet that directly processes image pixels, the proposed 

model represents each communication instance using heterogeneous RF descriptors extracted 

from the wireless physical and network layers. This representation enables the capsule network 

to preserve wireless-specific characteristics required for adversarial attack detection. 

3.8.2   RF Feature Normalization 

Given that the wireless attributes obtained have different physical units and ranges,this 

can bias the learning towards those wireless attributes having bigger values. In order to allow 

each wireless attribute to contribute equally during learning, Min-Max Normalization is used. 

The formula for normalizing wireless attributes is illustrated in equation (3). 

                                                    𝑥̂𝑖𝑗 =
𝑥𝑖𝑗−𝑥𝑗

min

𝑥𝑗
max−𝑥𝑗

min       (3) 

where: 

• 𝑥𝑖𝑗 denotes the original value of the 𝑗𝑡ℎfeature in the 𝑖𝑡ℎsample.  

• 𝑥̂𝑖𝑗 represents the normalized feature value.  

• 𝑥𝑗
min denotes the minimum observed value of feature 𝑗.  

• 𝑥𝑗
max denotes the maximum observed value of feature 𝑗.  

All the features have been scaled within the range of [0,1] through this normalization, 

which ensures the stability of the numerical algorithm and avoids any dominance of wireless 

features due to their magnitude. 
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3.8.3   RF Feature Fusion 

After normalization, the individual RF features are fused to derive a combined 

representation of the wireless signal's communication attributes.   The equal importance of all 

features has not been considered; rather, a trainable weight mechanism has been introduced to 

make the learning process adaptive. The fused representation of the feature can be derived 

using equation (4). 

                    𝐹𝑖 = 𝑊𝑟𝑅𝑆𝑆𝑖 + 𝑊𝑠𝑆𝑁𝑅𝑖 + 𝑊𝑐𝐶𝑆𝐼𝑖 + 𝑊𝑙𝐿𝑖 + 𝑊𝑝𝑃𝑖 + 𝑏    (4) 

where: 

• 𝐹𝑖 denotes the fused RF feature representation.  

• 𝑊𝑟 is the learnable weight corresponding to Received Signal Strength.  

• 𝑊𝑠 is the learnable weight corresponding to Signal-to-Noise Ratio.  

• 𝑊𝑐 denotes the weight associated with Channel State Information.  

• 𝑊𝑙  represents the weight assigned to latency.  

• 𝑊𝑝 denotes the weight corresponding to packet statistics.  

• 𝑏 is the bias parameter.  

The adaptive feature fusion method is not present in the original CapsNet model. It 

helps in assigning automatic weights to the RF data based on its usefulness under different 

types of wireless attacks. 

3.8.4   RF Feature Attention 

Wireless features have different significance levels for each type of attack. For that 

reason, an attention method has been introduced to assign dynamic weights to the fused feature 

vector. The attention factor can be calculated using the Softmax function, as stated below. 

                                                 𝛼𝑖 =
exp (𝐹𝑖)

∑ exp (
𝑁

𝑘=1
𝐹𝑘)

                   (5) 

where: 

• 𝛼𝑖  denotes the attention weight assigned to the 𝑖𝑡ℎ feature representation.  

• 𝐹𝑖  is the fused RF feature score.  

• 𝑁 denotes the total number of feature vectors.  

The Softmax operation converts feature scores into normalized probabilities whose sum 

equals one. Consequently, features carrying more discriminative information receive larger 

attention weights, while less informative features are suppressed. This adaptive weighting 

improves the robustness of feature learning under different adversarial attack conditions. 

Unlike conventional CapsNet, the proposed attention mechanism selectively amplifies RF 

features that exhibit higher discriminative capability for wireless adversarial attack detection. 
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3.8.5   Capsule Feature Encoding 

The weighted RF features are encoded into capsule vectors prior to higher-level 

representation learning. The capsule input is defined as shown in equation (6). 

                                                      𝑢𝑖 = 𝛼𝑖𝐹𝑖                   (6) 

where: 

• 𝑢𝑖  denotes the capsule input vector.  

• 𝛼𝑖  represents the attention coefficient.  

• 𝐹𝑖  denotes the fused RF feature representation.  

This operation amplifies informative wireless characteristics while reducing the 

influence of noisy or redundant features. Consequently, the capsule layer receives a compact 

yet discriminative representation of the wireless communication environment. 

3.8.6   RF-Aware Capsule Transformation 

Each capsule input vector is transformed into a higher-level feature space through a 

trainable transformation matrix. The prediction vector is obtained as shown in equation (7). 

                                                 𝑢̂𝑗|𝑖 = 𝑊𝑖𝑗
𝑅𝐹𝑢𝑖       (7) 

where: 

• 𝑢̂𝑗∣𝑖 denotes the prediction vector generated by capsule 𝑖for higher-level capsule 𝑗.  

• 𝑊𝑖𝑗
𝑅𝐹 represents the RF-aware transformation matrix.  

• 𝑢𝑖 denotes the capsule input vector.  

The transformation matrix learns complex relationships among wireless 

communication features and projects low-level RF representations into higher-level semantic 

representations suitable for attack identification. 

3.8.7   RF Similarity-Guided Dynamic Routing 

Dynamic routing establishes communication between lower-level and higher-level 

capsules based on feature agreement. In the proposed framework, routing additionally 

incorporates RF similarity to strengthen feature consistency. The routing coefficient is 

calculated as shown in equation (8). 

                                              𝑐𝑖𝑗 =
exp (𝑏𝑖𝑗+𝛾𝑆𝑖𝑗)

∑ exp (
𝑘

𝑏𝑖𝑘+𝛾𝑆𝑖𝑘)
                             (8) 

where: 

• 𝑐𝑖𝑗  denotes the routing coefficient.  

• 𝑏𝑖𝑗 is the routing logit.  
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• 𝛾 is the RF similarity weighting parameter.  

• 𝑆𝑖𝑗  denotes the cosine similarity between capsule vectors.  

The RF similarity is computed as shown in equation (9). 

                                                    𝑆𝑖𝑗 =
𝑢𝑖

𝑇𝑣𝑗

∥𝑢𝑖∥∥𝑣𝑗∥
          (9) 

where: 

• 𝑢𝑖  represents the lower-level capsule vector.  

• 𝑣𝑗  denotes the higher-level capsule vector.  

• ∥⋅∥ represents the Euclidean norm.  

The original CapsNet performs routing exclusively based on agreement between 

prediction vectors. The proposed routing algorithm additionally incorporates RF similarity 

computed from wireless communication features. Consequently, capsules exhibiting similar 

RF behavior receive higher routing coefficients, allowing the model to preserve hierarchical 

wireless feature relationships and improve robustness against adversarial perturbations. 

3.8.8   Adversarial Attack Detection 

The final capsule output is computed using the routing coefficients. 

                                       𝑣𝑗 = 𝑆𝑞𝑢𝑎𝑠ℎ (∑ 𝑐𝑖𝑗
𝑖

𝑢̂𝑗∣𝑖)                           (10) 

where: 

• 𝑣𝑗  denotes the output vector of capsule 𝑗.  

• 𝑐𝑖𝑗  is the routing coefficient.  

• 𝑢̂𝑗∣𝑖 is the prediction vector.  

The squash activation ensures that capsule vector lengths remain within the interval 

[0,1], where larger vector lengths correspond to higher confidence. The adversarial confidence 

score is calculated as shown in equation (11). 

                                                   𝐴𝑖 = max 
𝑗

∥ 𝑣𝑗 ∥                (11) 

where: 

• 𝐴𝑖  denotes the confidence score for the detected attack.  

• ∥ 𝑣𝑗 ∥ denotes the Euclidean norm of capsule 𝑗.  

The adversarial confidence score represents a wireless-specific decision criterion 

introduced in this work. Unlike the original CapsNet, which uses capsule length solely for class 

prediction, the proposed framework interprets capsule confidence as an adversarial attack score 
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that is subsequently compared with a detection threshold. The attack decision is then obtained 

using equation (12). 

                                            𝐷𝑖 = {
𝐴𝑡𝑡𝑎𝑐𝑘, 𝐴𝑖 > 𝜏
𝑁𝑜𝑟𝑚𝑎𝑙, 𝐴𝑖 ≤ 𝜏

               (12) 

where: 

• 𝐷𝑖  denotes the final detection result.  

• 𝜏 represents the predefined detection threshold.  

If the confidence score exceeds the threshold, the sample is classified as an adversarial 

attack; otherwise, it is considered legitimate wireless communication. The proposed attack 

detection mechanism consists of two sequential stages. First, RF similarity-guided dynamic 

routing generates discriminative capsule representations by aggregating hierarchical wireless 

communication features. Second, the length of the output capsule is interpreted as an 

adversarial confidence score and compared with a predefined detection threshold to classify 

the sample as legitimate or adversarial. Therefore, dynamic routing contributes indirectly by 

improving feature representation, while the confidence-based decision module performs 

explicit attack detection. 

3.8.9   Model Optimization 

The network is optimized by jointly minimizing the classification loss and adversarial 

detection loss. 

                                                 𝐿 = 𝐿𝑐𝑙𝑠 + 𝜆𝐿𝑎𝑑𝑣                (13) 

where: 

• 𝐿 denotes the total optimization loss.  

• 𝐿𝑐𝑙𝑠 is the classification loss.  

• 𝐿𝑎𝑑𝑣  represents the adversarial detection loss.  

• 𝜆 controls the contribution of the adversarial detection objective.  

The proposed optimization objective extends the conventional CapsNet loss by jointly 

minimizing classification loss and adversarial detection loss, thereby improving robustness 

under adversarial wireless communication scenarios. The adversarial detection loss is 

computed as shown in equation (14). 

                                         𝐿𝑎𝑑𝑣 = −
1

𝑁
∑ 𝑦𝑖

𝑁
𝑖=1 log (𝑦̂𝑖)               (14) 

where: 

• 𝑁 is the number of training samples.  

• 𝑦𝑖  denotes the ground-truth label.  

• 𝑦̂𝑖  represents the predicted probability.  

The combined objective function simultaneously improves classification accuracy and 

enhances the robustness of the proposed framework against adversarial attacks in wireless 

communication networks. 
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3.9   Algorithm of Proposed RF-Aware Capsule Network for Adversarial Attack 

Detection and Mitigation 

Input: Wireless Packet Stream: P = {Pi}i=1
N  

Initialization:  

• Initialize network parameters: Θ = {W, b} 
• Initialize routing iterations: r 

• Initialize learning rate: η 

• Initialize detection threshold: τ 

• Initialize security event log: L ← ∅ 

Step 1: RF Feature Extraction 

Extract RF-aware feature vector: xi = [RSSi
,   SNRi

,   CSIi,   Rp,i
,   Li

,   PLRi
,   Mi

,   Tf,i]
T

∈ ℝd 

Step 2: Feature Normalization 

Normalize every feature using Min-Max normalization: x̄i =
xi−xmin

xmax−xmin
 

Step 3: RF Feature Fusion 

Generate fused feature representation: Fi = Wfx̄i + bf, where: Wf ∈ ℝm×d 

Step 4: RF Attention Computation 

Compute attention weights: αi =
exp (Fi)

∑ exp (
N

k=1
Fk)

 

Step 5: Capsule Feature Encoding 

Generate capsule input vectors: ui = αi ⊙ Fi 

Step 6: RF-Aware Capsule Transformation 

Transform the capsule vectors: ûj∣i = Wij
RFui 

Step 7: Initialize Routing 

Initialize routing logits: bij = 0 

Step 8: RF Similarity-Guided Feature Aggregation using Dynamic Routing 

For t = 1,2, … , r 

Compute:  

Routing coefficients: cij =
exp (bij+γSij)

∑ exp (
k

bik+γSik)
 

RF similarity: Sij =
ui

Tvj

∥ui∥2∥vj∥2
 

Capsule input: sj = ∑ cij
i

ûj∣i 

Capsule output: vj = squash (sj) 

Update routing logits: bij ← bij + ûj∣i
T vj 

Repeat for r routing iterations. 

Step 9: Compute Capsule Confidence Score 

Compute: Ai = max 
j

(∥ vj ∥2) 

Step 10: Threshold-Based Adversarial Attack Detection 

If Ai > τ then 

ŷi = arg max 
j

∥ vj ∥2 

Else ŷi = Normal 

Step 11: Attack Mitigation 

If ŷi = Normal then 

            ai = Allow_Transmission() 
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Else 

ai = Mitigation(ŷi) 

Record the security event: L ← L ∪ {Pi, ŷi, ai, t} 
Generate administrator alert. 

Step 12: Model Optimization 

Compute overall loss: L = Lcls + λLadv 

Update network parameters using learning rate: η 

End 

Output: 

• Predicted attack class: ŷi ∈ Y 

• Mitigation action: ai 

4. Results and Discussions 

To evaluate the effectiveness of the proposed Capsule Network defense mechanism, it 

is necessary to measure the performance of adversarial attack detection in wireless networks. 

By reducing misclassification, this approach enhances the system's ability to distinguish and 

classify adversary attacks.  

4.1   Experimental Setup 

The proposed CapsNet-based adversarial attack detection system was implemented 

using Python, TensorFlow, and PyTorch. The experiment was performed on a computer 

equipped with an Intel Core i9 processor, NVIDIA RTX 4090 GPU, 24 GB of RAM, and an 

Ubuntu 22.04 operating system. To improve training effectiveness, CUDA acceleration is 

necessary. The experimental evaluation was conducted using the dataset described in Section 

3.1. Table 3 presents the hyperparameter settings used to train the CapsNet model for 

adversarial attack detection in wireless networks. To identify overfitting and improve 

generalization, a dropout rate of 0.3 was used. The dynamic routing mechanism uses three 

iterations to provide a robust feature representation within the capsule layer. 

Table 3. Hyperparameter settings used for CapsNet training 

Parameter Value 

Optimizer Adam 

Learning Rate 0.001 

Batch Size 64 

Epochs 100 

Dropout Rate 0.3 

Routing Iterations 3 

Training Split 70% 

Validation Split 15% 

Testing Split 15% 

Poisoning Ratio 5%,10%,15% 

Label Corruption Random 

Corrupted Samples Training set only 

4.2   Performance Analysis 

Table 4 presents the correlation between the performance of the CapsNet model and 

conventional CNN and RNN approaches for adversarial attack detection in wireless networks. 

The CapsNet model achieved 98.3% accuracy, exceeding CNN and RNN models. It also shows 
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high accuracy (97.8%), recall (98.2%), and F1-score (98.2%), demonstrating its ability to 

accurately identify adversarial attacks and minimize classification error. In addition, CapsNet 

had the lowest computational time of 32.4 ms, compared to CNN (41.2 ms) and RNN (45.6 

ms), demonstrating its suitability for real-time wireless security functions.  

Table 4. Performance comparison 

Metric CapsNet Model CNN-Based Model [25] RNN-Based Model [9] 

Accuracy (%) 98.3 94.5 92.8 

Precision (%) 97.8 92.6 91.3 

Recall (%) 98.2 95.7 93.9 

F1-Score (%) 98.0 94.1 92.6 

False Positive Rate (FPR) 0.024 0.056 0.072 

False Negative Rate (FNR) 0.018 0.043 0.061 

Detection Rate (%) 97.9 93.8 91.7 

AUC 0.99 0.93 0.89 

Computational Time (ms) 32.4 41.2 45.6 

Table 5. Experimental comparison of classical CapsNet and quantum-assisted CapsNet 

Metric CapsNet QCapsNet 

Accuracy (%) 98.3 98.9 

Precision (%) 97.8 98.5 

Recall (%) 98.2 98.7 

F1-Score (%) 98.0 98.6 

FPR 0.024 0.017 

FNR 0.018 0.013 

Detection Rate (%) 97.9 98.8 

Inference Time (ms) 32.4 35.1 

As shown in Table 5, the experimental evaluation of the Quantum-Assisted Capsule 

Network (QCapsNet) shows improved performance compared to the classical CapsNet. 

QCapsNet achieves a 98.9% accuracy rate, surpassing the classical CapsNet’s accuracy of 

98.3%. The model also improves the capability to detect adversarial attacks by reducing the 

FPR from 0.024 to 0.017 and the FNR from 0.018 to 0.013. Moreover, the detection rate was 

increased to 98.8%, demonstrating improved robustness against a wireless network attack. 

Table 6. Performance before and after adversarial attacks 

Metric Clean Data Under Adversarial Attack 

Accuracy (%) 98.3 91.3 

Precision (%) 97.8 91.3 

Recall (%) 98.2 90.7 

F1-score (%) 98.0 91.0 

FPR 0.024 0.083 

Detection Rate (%) 97.9 91.2 

Table 6 compares the performance of the proposed CapsNet under clean and adversarial 

conditions. Under clean traffic, the model achieved an accuracy of 98.3%. When evaluated 

using adversarial examples generated by FGSM, PGD, BIM, DeepFool, and CW attacks, the 

accuracy decreased to 91.3%, while maintaining high robustness compared with conventional 

CNN and RNN models. These results demonstrate that the proposed RF-aware CapsNet 

preserves strong detection capability even in the presence of adversarial perturbations. 
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Figure 3. ROC curve comparison for adversarial attack detection in wireless networks using CapsNet, 

CNN [25], and RNN [9] 

For the CapsNet, CNN, and RNN models, the ROC curves in Figure 3 show the trade-

off between the TPR and the FPR. The proposed CapsNet achieved a high AUC of 0.99, 

demonstrating excellent discriminative ability for adversarial attack detection. Furthermore, 

the ROC evaluation remains unchanged, along with the quantitative results reported in Table 

5, where CapsNet achieved an FPR of 0.024, compared to CNN (FPR = 0.056) and RNN (FPR 

= 0.072). The low FPR indicates that the proposed system adequately minimizes false alarms 

while maintaining higher detection efficiency. The robustness of CapsNet against adversarial 

and malicious network congestion is substantiated by the higher AUC and lower FPR. 

4.2.1   Adversarial Attack Configuration 

The adversarial attack configurations described in Section 3.1.1 were used for 

experimental evaluation, and the corresponding attack success rates are presented in Table 7. 

These settings provide a reproducible experimental configuration for evaluating adversarial 

robustness. 

Table 7. Experimental settings and attack success rates for FGSM, BIM, PGD, DeepFool, and CW attacks 

Attack Method Perturbation Budget (ε) Iterations Step Size (α) Attack Success Rate (%) 

FGSM 0.01, 0.03, 0.05 1 - 86.4 

BIM 0.03 10 0.005 82.1 

PGD 0.03 20 0.005 79.8 

DeepFool - 50 Adaptive 76.3 

CW κ=0 100 Learning 

rate=0.001 

74.9 

 

Figure 4 represents the number of correctly detected adversarial samples for five 

different types of attacks:FGSM, PGD, DeepFool, CW, and BIM. In each case, 500 adversarial 

samples were created according to the parameters in Table 7. This comparison reflects the 

robustness of the CapsNet compared to CNN and RNN baselines against standard adversarial 

attacks. 

According to Table 8, CapsNet effectively resists adversarial attacks, with enhanced 

detection efficiency and reduced FPR. Evasion (91.8%) and jamming (94.3%) are the most 

robust adversarial attacks; mitigation performance metrics reflect the capability of detecting 
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potential risks. Adversarial training also enhances the robustness of the model by decreasing 

the probability of success of adversarial attacks. 

Figure 4. Comparison of adversarial attacks and identified cases by CapsNet, CNN [25], and RNN [9] 

Table 8. Performance Evaluation of Adversarial Attack Detection in Wireless Networks Using Capsule 

Networks 

Attack Type Detection 

Accuracy (%) 

False Positive 

Rate (FPR) (%) 

Mitigation 

Effectiveness (%) 

Evasion Attack 94.5 5.2 91.8 

Poisoning Attack 92.3 6.5 89.7 

Jamming Attack 96.1 3.8 94.3 

Replay Attack 95.4 4.1 92.5 

Man-in-the-Middle (MITM) 93.8 5.7 90.6 

 
Figure 5. Training loss vs. epochs 

Figure 5 summarizes the variation in training and validation loss over the CapsNet 

model. The graphs show a steady decrease in both the training and validation loss as the number 

of epochs increases, indicating stable training and efficient parameter optimization. The curve 

converges after the 75th epoch, demonstrating that the model achieves stable training without 

significant overfitting. 
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Figure 6. Validation accuracy vs. epochs 

Figure 6 shows the accuracy of the CapsNet model during training and validation over 

several epochs. Precision continuously improves over epochs, reaching convergence at the 75th 

epoch and achieving a validation accuracy of 95%.  

 

 
Figure 7. Confusion matrix for multi-class adversarial attack detection 

For Evasion, Poisoning, Jamming, Replay, and MITM attacks, Figure 7 provides a 

specific confusion matrix. The CapsNet model achieves high categorization performance by 

combining all attack groupings with Jamming and Replay attacks for high detection accuracy. 

The reduced FNR and FPR demonstrate the robustness of the proposed framework in 

accurately characterizing adversarial attacks from normal network traffic. 
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4.2.2   Statistical Validation 

To determine whether the observed improvements are statistically significant, paired t-

tests were performed between the proposed CapsNet and the baseline CNN and RNN models 

using the results obtained from five repeated trials. As shown in Table 9, the resulting p-values 

were below 0.05, indicating that the performance improvements achieved by the proposed 

framework are statistically significant at the 95% confidence level. 

Table 9. Statistical significance analysis using paired t-Test 

Comparison t-value p-value 

CapsNet vs CNN 8.72 <0.05 

CapsNet vs RNN 10.35 <0.05 

4.2.3   Ablation Study Analysis 

The results of the ablation study indicate that all components of the CapsNet 

architecture are important for adversarial attack prevention, as shown in Table 10Disabling 

iterative routing reduced the average classification accuracy from 98.3% to 93.6%, 

demonstrating that dynamic routing contributes to improved feature representation and 

enhanced robustness under adversarial perturbations. Therefore, the role of dynamic routing 

should be interpreted as strengthening representation learning and robustness rather than 

serving as an explicit attack detection mechanism. Removing adversarial training and 

reconstruction loss resulted in noticeable performance degradation. The relatively small 

standard deviations observed across repeated trials indicate that the ablation results are stable 

and reproducible. 

Table 10. Ablation study of proposed CapsNet framework 

Model Configuration Accuracy (%) Mean ± SD 

Full CapsNet Framework 98.3 98.3 ± 0.42 

Without Dynamic Routing 93.6 93.6 ± 0.58 

Without Adversarial Training 92.8 92.8 ± 0.63 

Without Reconstruction Loss 94.1 94.1 ± 0.54 

Without Adaptive Learning 95.2 95.2 ± 0.49 

4.2.4   k-Fold Cross Validation 

Table 11. 5-Fold cross-validation results of the proposed CapsNet framework 

Fold Accuracy (%) Precision (%) Recall (%) F1-Score (%) 

Fold 1 98.0 97.5 96.4 96.9 

Fold 2 98.2 97.7 96.8 97.2 

Fold 3 98.4 98.0 97.1 97.5 

Fold 4 97.9 97.3 96.2 96.7 

Fold 5 98.1 97.6 96.6 97.0 

Average 98.1 97.6 96.6 97.1 

As shown in Table 11, the data were partitioned into five identical subsets, where four 

subsets were used for training and one subset for testing at each iteration. The average precision 

achieved across all folds was 98.1%, demonstrating the robustness and uniformity of the 

CapsNet under different data distributions. 
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4.2.5   Real-Time Deployment Considerations 

The real-time deployment of the proposed lightweight CapsNet structure in 5G/6G 

wireless environments requires simplified edge processing, low inference latency, energy 

efficiency, and support for IoT resource constraints. The intended model reduces the parameter 

count to 6.2M, memory usage to 645 MB, and inference runtime latency to 32.4 ms by 

restricting the iteration rate to 3 and integrating pruning and quantization. The framework also 

achieved 194 watts of energy consumption and processed 5280 packets per second, which is 

suitable for 5G base stations and IoT gateways. Moreover, the lightweight architecture has 

improved its ability to exploit resources in dynamic wireless flow situations, ensuring 98.3% 

detection accuracy and reducing the FPR. 

5. Conclusion 

This research introduces a robust adversarial attack detection framework for wireless 

networks using Capsule Networks (CapsNets), addressing a fundamental vulnerability in DL-

based intrusion detection structures. The CapsNet-based method, intended to be used against 

evasion, poisoning, jamming, and replay attacks, has been well adapted to resist them by 

exploiting active routing, hierarchical feature encoding, and a reconstruction loss function. The 

experimental results show that CapsNets outperform CNNs and LSTMs in terms of both 

detection accuracy and robustness, even under adversarial attack conditions. In addition, the 

proposed model optimizes resource allocation and enhances the adaptability of wireless 

network security through transfer learning and an online learning mechanism. Future research 

will focus on optimizing computational efficiency, investigating hybrid models combining 

CapsNets with Reinforcement Learning (RL) methods, and evaluating performance in large-

scale infrastructure environments.  
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