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Abstract 

Currently, blockchain technology is becoming the potential innovation within a 

healthcare sector. This systematic review studies the literature regarding blockchain and 

blockchain adoption in healthcare with an emphasis on hospital Electronic Health Record 

(EHR) management. This study presents two objectives - identifying gaps in the current 

research pipeline and suggesting future research recommendations. The first task as part of the 

study is to analyze the opportunities and challenges associated with applying blockchain 

technology in the healthcare sector. To accomplish these objectives and assess the position of 

blockchain technology in the field, a systematic literature review was performed using credible 

scientific databases and conference papers. Some of the terms from the study glossary that were 

used as literature search terms included "Blockchain," "implementation," Of the relevant 

articles originally selected, 32 articles were deemed relevant of which 26 articles contained the 

elements necessary to conduct factor analysis. The authors of the selected articles presented 

the analysis of a framework for EHR management in 22 of these articles, that included 

classification, implementation forms and research gaps. This review shows that there are 

potential advantages to using blockchain technology in healthcare notable benefits include 

better data security, improved interoperability, and enhanced patient privacy. A transaction in 

Blockchain (Ethereum) cost 8 US cents. The evaluation of performance included a designed 

assessment and metrics that includes, 18.29 s execution time, throughput with 100 to 500 users 

for a period of 10 to 35, and a latency of 14ms. Among the very important contributions of this 

review was identifying existing research gaps and providing an exploratory analysis to inform 

future research efforts. By identifying these gaps, researchers can continue to investigate 

innovative blockchain applications in healthcare and apply its implementation across a range 

of clinical scenarios. As part of using blockchain technology to implement EHR management; 

this systematic review adds to existing scholarship on implementing blockchain technology in 

healthcare.  

Keywords: Blockchain, Literature Analysis, Healthcare, EHR, Articles, Health Record 

Management. 
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1. Introduction 

The popularity of blockchain technology has rapidly increased since Bitcoin launched 

in late 2009. A blockchain architecture does not require centralized authority but utilizes a 

distributed ledger [8], which adds a layer of security to the system. Blockchain has been 

proposed for use in several industries in the past decade, such as agriculture, e-currency, cyber 

security, banking, etc. Despite this, only a few healthcare papers discuss Electronic Health 

Record management, which is crucial for patients, hospitals, and insurance companies. The 

literature search was carried out using several academic library databases, including EBSCO, 

ProQuest Central, and Omren Masader. A complete empirical basis was used for the referenced 

and studied articles. The following factors were considered merit when selecting articles: the 

complete text, the article structure and direction, the impact, criticism and evaluation, and the 

conclusions [17]. The advantages and disadvantages of blockchain were compared to 

determine whether blockchain can be implemented in healthcare. The EHR strategy was 

reviewed, and performance factors were incorporated into its design and implementation. An 

in-depth literature review was conducted to determine the limitations, complex issues, and 

interventions in-hospital monitoring and management [9] reviews are either generic (Efendi et 

al. [11], Casino et al. [12]) or domain-limited; this paper uniquely classifies open-source 

blockchain EHR tools and evaluates them. 

2. Literature Review  

Healthcare is one of the industries with a high potential for using blockchain technology 

to manage safe medical data.  This technology employs a decentralized approach to provide 

access control and clinical trials in a patient-centered manner.  In terms of the literature 

collected, the author's comparison of the research identifies the obstacles and issues associated 

with blockchain privacy, as well as data security in the many application areas within 

distributed networks [18]. The studies that have been published tilt toward blockchain 

technology, and 80% of the study articles focus on electronic health record management 

applications with technological platforms for implementation, with the goal of increasing the 

impact of peer-to-peer devices [10]. 

 

Figure 1. Open Source Blockchain Tools Classification 
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Furthermore, open-source blockchain tools can be broadly categorized into three 

categories, as shown in Figure 1. As a result, blockchain architecture emphasizes permissioned 

systems where only a small subset of participants can access and validate transactions. The 

taxonomy of open source blockchain tools can be classified into three categories: blockchain 

architecture, consensus mechanisms, and healthcare integration. Under blockchain 

architecture, permissioned systems are emphasized, where only authorized participants can 

access and validate transactions, ensuring security and controlled participation. In this respect, 

permissions assign roles and rights for participants and smart contracts; it is important to 

explain permissions in more detail. Importantly, smart contracts are self-executing protocols 

that automate rules and processes on the blockchain. Consensus mechanisms comprise the 

second category and are the means of achieving agreement on the validity of transactions on 

the blockchain between nodes on the network. There are a few consensus mechanisms 

associated with blockchains, such as, Proof of Work (PoW) which incentivizes nodes based on 

computational power and consumes a significant amount of energy, Proof of Stake (PoS) which 

incentivizes a validator who owns tokens in the network and consumes a fraction of the energy 

of PoW, and Proof of Authority (PoA) in which trusted authorities validate, creating speed but 

also limiting decentralization capabilities. The third category includes healthcare integrations 

where blockchain serves as a method to manage sensitive health data. This includes Electronic 

Health Record (EHR) which allows secured sharing and access to records for patients and 

organizations, and Privacy, Fairness, and Transparency (PFT) which ensures the 

confidentiality, ethical use and transparent treatment of healthcare data. These categories 

demonstrate how open-source blockchain tools can be organized around design, validation, and 

application to work from both technical and domain perspectives. 

The first counterfeit involves the storage of medical data, which is more sensitive.  The 

attacks and failure of medical data raise various problems regarding Wirst and Gervais' decision 

model [1].  The factors at play are data storage and access by several parties.  Blockchain 

should be used in both public and private permissionless contexts to promote mutual trust and 

shared access.  The literature review found that the blockchain order has evolved, and 

blockchain technology has substantial applications in healthcare [5]. 

 

Figure 2. Blockchain Security (Source: www.engineerbabu.com) 

Currently, blockchain has more relevance in the field, as the importance of blockchain 

has been infiltrating various sectors. The blockchain has an operational infrastructure relative 

to several healthcare startups. The care startup, Gem Health has great collaboration on 

promoting integrity, security, and easy transferral. Similarly, Cyph, MedRec, and Guardtime 

are delivering secure medical records using digital identities and management [2]. This 

technology also helps to lessen risk of security breaches in the healthcare industry, and provides 

http://www.engineerbabu.com/
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a reliable way for trustworthy digital protection [7]. Figure 3. shows the Medical 

Organizational Structure. 

 

Figure 3. Medical Organizational Structure 

According to William J. Gordon et al., [3] blockchain technology involves five different 

mechanisms, digital access, liquidity, patient identification, identity, and immutability of data 

[19]. Healthcare organizations should position themselves to become interoperable in order to 

provide an incentive for institutions and patients. This operability has a historical need, and 

organizations justify integration to preserve the medical data [6].  

Some of the challenges examined in the existing work are: 

1. Evolvability anywhere in the system packing of health support 

2. Incompetent data access online [20]  

3. Some apprehensions like privacy, data transparency, and applicable data 

recording events. 

3. Research Methodology 

Between January 2017 and July 2020, a literature search was conducted for journal 

articles and conferences.  Scientific databases such as Scopus, Ebsco, PubMed, IEEE 

Transactions, IEEE Conferences, and Periodicals were used as master search criteria.  The 

search terms included blockchain, electronic health record management [21], healthcare, and 

informatics [11].  Grey literature or unpublished work was not included in the review; only full 

publications with relevant titles were assessed for relevance.  

Evaluation and Selection: We used distinct criteria for inclusion, taking into account 

language, area/theme, keyword, full article, year, respected publications, and download 

restrictions.  The exclusion criteria included abstracts, unfinished articles, unpublished work, 

and articles with no relevance. Likewise, if any article did not belong in the group due to 

inappropriate detail, it was also subject to exclusion criteria.  
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Synthesis: The articles reviewed were analyzed appropriately to match the most recent 

trends and themes and were double-checked using qualitative analysis software 

(MAXQDA11). The authors reviewed and independently agreed on the content analysis by 

synthesizing the themes and sub-themes as well. 

 

Figure 4. The Distribution of Publications Over Time for the Literature Review Performed 

Subjective and Descriptive analysis: We analyzed 226 articles published from 2017 to 

2020 and excluded gray literature to narrow the scope of this analysis. This analysis aims to 

provide insights and trends regarding current links with blockchain technology and how 

software connected to the blockchain is used as an implementation tool. The second purpose 

of this analysis was to establish the methods used in multidisciplinary applications. The final 

aspect of this analysis consisted of highlighting issues such as privacy, security, and 

interoperability for users of records. Every paper in this study is considered worthwhile in terms 

of quality literature over time.  

The illustrations of the selected papers and the underlying blockchain have shown 

preferable solutions with structuring to provide governance for IoT, data management, and 

healthcare applications. Thus, this literature review has been conducted to devise and 

implement a novel mechanism for Electronic Health Records (EHRs) management using 

blockchain technology in hospitals in Oman. Blockchain applications are primarily focused on 

overall efficiencies and scalability. The literature studied focuses on single characteristics, 

scenarios, and datasets that align well with industry applications. 

The methodology adopted in the literature review is articulated in the following steps: 

1. Investigation strategy: The topics and questions related to the chosen technology. 

2. Searching: Initially, renowned libraries are selected and explored to outline the 

findings. 

3. Selection of articles: Criteria and topics as per the planned research study. 

4. Study and distribution: Chronological order followed by suitable mapping. 

5. Extraction of data: Medical record data storage and privacy with quality assessment. 
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4. Results and Discussion 

The literature review aims to build on existing research and contribute to the growing 

interests in blockchain and electronic health record management in hospitals [24]. Electronic 

Medical Records Management provides security for human health records using a controlled, 

private blockchain system known as Hyperledger fabric [23] and provides patients complete 

control over their medical information management. In earlier research, blockchain platforms 

were created and experimented with to display medical data or control access [14]. In medical 

chain management, the blocks are differentiated as patient, doctor, hospital and insurance 

providers. Patients have the maximum access since they can appoint a doctor in any hospital 

[25]. 

Table 1. Summary of Literature 

Authors Publis

her & 

year 

Objectives Design methods Limitations 

and 

strengths 

Type of 

researc

h 

Improve

ments 

Evaluation 

and 

performanc

e 

Parameters 

Lanxian

g Chen 

et al. [1] 

 

Elsevi

er & 

2019 

The EHRs 

are 

encrypted to 

perform 

symmetric 

encryption 

and store in 

cloud 

server.  

Data Owner uses 

complex Boolean 

expression to 

construct Index. The 

Index and the smart 

contracts will be 

stored in blockchain 

(Ethereum). The 

Proposed Scheme is 

Setup, Build Index, 

Enc, Trapdoor, 

Search) 

The users 

(can be new 

hospital); this 

needs the 

index to 

obtain the 

EHRs for a 

patient.  

 

Qualitat

ive 

The 

experime

nts are 

performe

d on a 

computin

g system; 

impleme

ntation of 

codes 

was in 

Python 

2.7.  

EHRs from 

the cloud 

provides a 

token, 

responsible 

person can 

access smart 

contracts. 

Liehuan

g Zhu et 

al. [2] 

Elsevi

er & 

2018 

The 

proposed 

work is 

controllable 

blockchain 

data 

managemen

t (CBDM) 

model.  

 

Bilinear Pairing and 

Threat Model  

1. System 

initialization: System 

Setup (providing 

public key and private 

key)  

2. Document 

Modification phase: 

(Request (Users), 

Verification (BS), 

Vote (TA), Count 

(TA))  

Introduce

d Trusted 

Authority 

(TA) as it is 

designed to 

prevent 

attacks and 

any 

modification 

in documents 

3 phases in 

this proposed 

system. Here 

the EHRs are 

stored.  

Qualitat

ive 

Trust 

Authorit

y (TA), 

Cloud 

Server 

(CV), 

Blockcha

in 

System 

(BS)  

 

The 

proposed 

model is 

effective and 

correct in 

terms of 

cost.  
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Sheng 

Cao et 

al. [3] 

Elsevi

er & 

2019 

A secure 

cloud-

assisted 

eHealth 

system 

called TP-

EHR is 

proposed. 

Consists of 

simply 

(Cloud 

Storage, and 

Block chain) 

Setup: Creation of an 

account in Ethereum  

Appointment: Key 

Store: Hash value, C 

Language used for 

coding and MIRACL 

Library used for 

implementation 

1. Secured 

against 

modification 

attacks 

2. Blockchain 

itself 

warranty the 

integrity 

secured 

against 

forgery 

3. Secured 

against 

impersonatio

n attacks 

(password 

guessing) 

Qualitat

ive 

Investiga

tion to 

enhance 

eHealth 

Systems 

using 

blockcha

in, 

especiall

y to 

improve 

the 

Quality 

of 

service 

(QoS).  

A 

transaction 

in 

Blockchain 

(Ethereum) 

that costed 8 

US cents, 

which 

Authors 

claimed to 

be 

acceptable. 

Kristen 

N. 

Griggs 

et al. [4] 

Spring

er & 

2018 

To 

implement 

Hyper 

ledger 

instead of 

Ethereum. 

To improve 

privacy by 

introducing 

anonymizer

s. 

 Private 

blockchain.  

Raw data (EHRs) sent 

to Smart devices 

(phone/tablet) 

Smart Contracts 

receive the data and 

alert the patient and 

the hospital. 

The data will be 

forwarded to storage 

database, using EHRs 

and APIs. 

 

1. 

Maintaining 

the security to 

every node.  

2. Usage of 

any additional 

ciphering 

techniques. 

 

Quantit

ive 

Ethereu

m 

protocol-

based 

smart 

contracts 

are used 

to 

provide 

security 

and 

manage 

access 

for the 

healthcar

e data 

records. 

Performance 

evaluation is 

done in High 

level of 

availability 

as all 

records are 

duplicated.  

Xiao 

Yue et 

al. [5] 

Spring

er & 

2016 

The 

proposed 

work is an 

Application 

of 

Healthcare 

Data 

Gateway 

based on 

Blockchain 

to enable 

patient to 

own, control 

and share 

Data Organization 

Model: Indicator-

Centric Schema (ICS) 

is a unified data 

schema. ICS stores 

the data in a table 

format to make it easy 

to gather the data 

under certain 

categories/type. There 

are 3 layers: Storage 

Layer: To keep data 

secure. Data 

Management Layer: 

Blockchain 

used as 

storage 

system. 

Simple ICS 

model. MPC 

is used for 

securing the 

raw data, as 

the user is 

asked to 

process the 

Qualitat

ive 

No 3rd 

party 

involvem

ents  

*Two 

types of 

Access; 

Raw 

Purpose, 

Process 

Purpose 

 

No 

evaluation is 

done for the 

model.  
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their own 

data.  

 

This Layer has 

firewall.  Data Usage 

Layer: This Layer 

consist of the users.  

data in 

Blockchain. 

 

 

Peng 

Zhang et 

al. [6] 

Elsevi

er & 

2018 

An 

architecture 

"FHIR 

Chain" is 

presented.  

 

1. Model--> Block 

chain  

2. Controller--> 

Server to facilitates 

the interaction 

between the User 

Interface and 

Blockchain  

 

**Increased 

modularity 

Each 

component is 

independent 

in FHIR 

system. 

Scalable data 

integrity 

**Access 

control 

Enhanced 

trust.  

Qualitat

ive 

Mentione

d about 

the 

experime

nts and 

which 

software 

was used.  

Simulation 

to evaluate 

the model 

performance

. 

** 

Comparison 

between 

different 

number of 

blockchain 

configuratio

ns 

 

Abdulla

h Al 

Omar et 

al. [7] 

Elsevi

er & 

2018 

Graphical 

User 

Interface 

(GUI) 

designed 

with 

Blockchain 

and 

Cryptograph

ic functions. 

** Entities: 

*Data sender (Patient) 

*Data receiver: Look 

for the data, and the 

data is provided after 

authentication. 

 

**Set of 

privacy and 

security 

requirements  

Qualitat

ive 

Interoper

ability 

between 

different 

entities 

handling 

key 

theft/lost 

and key 

distributi

on 

techniqu

es 

**Security 

and privacy 

evaluation 

(theoreticall

y) 

Pseudonymi

ty, Privacy, 

Integrity, 

Accountabil

ity, Security 

 

Rui Guo 

et al. [8] 

IEEE 

Acces

s & 

2018 

Multiple 

Authorities- 

Attribute-

Based 

Signature 

(MA-ABS) 

scheme  

1. EHRs server (cloud 

storage) 

2. N authorities are 

the organizations that 

are involved in 

medical data 

exchange 

MA-ABS 

model 

provides 

anonymity 

and 

immutability 

of the EHRs. 

The security 

protocol 

under CBDH  

Qualitat

ive 

Supporti

ng 

general 

non-

monoton

e 

Predicate

s in 

blockcha

in 

The 

proposed 

(MA-ABS) 

model 

shows better 

performance 

in term of 

cost and  
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Goce 

Gavrilo

v et al. 

[9] 

Intern

ational 

Centre 

for 

Slavic 

Educa

tion & 

2019 

Entities: 

*Users: 

patients, 

doctors, 

pharmacists. 

 

1. Users interact with 

Database and 

Authentication centre 

by application layer  

  

Focused on 

authentication 

and 

authorization 

part. 

Qualitat

ive 

Practicali

ty of the 

applicati

on 

No 

Evaluation 

is done 

Tiago 

Quaini 

et al. 

[10] 

IADIS 

Intern

ational 

Journa

l & 

2018 

UniRec 

(Unified 

Medical 

Records)  

1. Contract Layer: 

Smart contracts 

written for the 

Ethereum Blockchain 

using Solidity  

2. Model Layer: 

Adds/remove/query 

EHRs in P2P network 

using "IPFS 

JavaScript API”. 

3. Control Layer: For 

users to be able to 

interact with the 

application (using 

REST services) 

The 

implementati

on of the 

model and 

study was 

carried out in 

7 test cases; 

they were 

tested as a 

model; 

effectiveness 

is observed. 

The study 

case was 

limited to one 

organization 

and one 

patient.  

Quantit

ative 

Adding 

cost 

Using 

UniRec 

model 

with 

"Hyper 

ledger" 

Blockcha

in 

platform, 

as in this 

study 

they used 

"Ethereu

m" 

The 

response 

time of new 

data queries 

 

Syahril 

Efendi 

et al. 

[11] 

MICo

MS 

2017 

Review 

Paper on 

Concept 

Designs, to 

secure 

Healthcare 

records 

using 

Blockchain. 

 

1. The data should be 

encrypted before 

connecting 

Blockchain (to keep 

the data confidential) 

2. The data is 

collected.  

3. The data is then 

submitted to 

Blockchain. 

* Easy to 

understand 

the concept 

* Simple and 

very brief 

Review 

Review In 

Blockcha

in, to 

secure 

data 

delivery 

between 

nodes, 

encryptio

n "SHA-

256" is 

used. 

No 

Evaluation. 

Finally, 

Healthcare 

records can 

be viewed as 

analytical 

materials by 

the user’s 

patient, 

hospital, etc. 

Fran 

Casino 

et al. 

[12] 

Elsevi

er & 

2018 

To know the 

characteristi

cs which can 

revolutioniz

e the present 

trend of 

business 

practices.  

 

 

The approach towards 

literature review is 

systematic, 

transparent, and 

scientific. However, 

the PRISMA 

statement is used to 

establish features in 

the process. This 

The work has 

revealed the 

results of 

blockchain 

technology as 

scalable, 

efficient, and 

durable. The 

review 

mechanisms 

Review It is 

observed 

that big 

data and 

AI can be 

added to 

blockcha

in-based 

applicati

ons to 

No 

Evaluation. 

The 

blockchain 

concepts are 

selected 

from diverse 

sectors to 

match the 

emerging 
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work includes the 

below steps. 

1. Identify, 

Importance and 

review of the protocol 

2. Quality assessment 

and data extraction 

3. Data synthesis and 

report results. 

and features 

are addressed 

for different 

applications 

and diverse 

themes.  

augment 

the 

technolo

gies for 

transpare

ncy, 

scalabilit

y, and 

efficienc

y. 

key themes 

in business, 

healthcare 

and IoT. 

AYESH

A 

SHAHN

AZ et al. 

[13] 

IEEE 

Acces

s & 

2019 

Use block 

chain 

technology 

in Electronic 

Health 

Record 

(EHR) 

managemen

t. Secure 

storage of 

health 

records 

framework.  

Consensus Algorithm 

and a block was 

designed to explain 

the architecture steps 

of transaction process 

of user over 

blockchain network. 

Similarly, the design 

framework was 

proposed as user 

layer, blockchain 

layer, and system 

implementation as 

smart contracts.  

Scalability, 

off-chain 

storage and 

Health record 

management, 

decentralizati

on, data 

transparency, 

security, and 

privacy. The 

major 

strength 

through this 

work is 

security 

measures.  

Qualitat

ive 

Blockcha

in 

decentral

ized 

system 

by 

complyin

g with 

certain 

rules, 

principle

s, and 

policies 

in 

healthcar

e sectors. 

 

The 

performance 

is evaluated 

with a 

designed 

setup and 

metrics 

which 

include 

18.29 s 

execution 

time, 

throughput 

with 100 to 

500 users for 

a period of 

10 to 35 and 

latency is 

14ms. 

David 

N. 

Taylor 

et al. 

[14] 

Nation

al 

Unive

rsity 

of 

Health 

scienc

es & 

2017 

The work is 

intended to 

review the 

latest trends 

and 

challenges 

of 

Electronic 

Health 

Records 

(EHR).  

Review paper to 

discuss barriers and 

challenges in 

Electronic Health 

Record management. 

The literature covered 

various sources, such 

as pubmed, 

chiropractic literature, 

and allied health 

databases 

from 2005 to 2015.  

 

Barriers, 

benefits, 

challenges, 

and possible 

directions in 

chiropractic 

profession 

were studied 

within the 

scope. The 

relevant 

review was 

performed 

with one 

person and 

interpretation. 

 

Qua

litative 

The 

major 

findings 

and 

challenge

s in 

impleme

ntation 

with 

EHR in 

chiroprac

tic 

practice 

were 

considere

d.  

45 papers 

were 

considered 

for literature 

paper. All 

the 

government

al policies, 

past 

experiences, 

studies, 

insurance 

commentari

es, financial 

burdens, 

software 

implementat

ion 
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Jiang 

Duan et 

al. [15] 

MDPI 

& 

2020 

The major 

aim of this 

work is to 

analyze the 

literature 

content and 

implementat

ion of food 

supply chain 

managemen

t.  

The literature review 

suggested that 57 

papers of literature 

were reviewed for 

food supply chain 

management. The 

approach defined six 

stage refinement 

process, such as 

databases, synthesis, 

findings, criteria, 

reports, and literature 

related. All the papers 

chosen were from 

conference and peer 

reviewed papers.   

The 

blockchain 

technology in 

food chain 

has 

eliminated 

risks and 

tested with 

positive 

benefits by 

considering 

its focus 

mostly on 

food supply 

chain and 

collected 

related papers 

from 2008 to 

2019.  

Review Use of 

IoT & 

RFID 

technolo

gy with 

current 

state of 

Food 

chain 

manage

ment 

does 

improve 

the 

efficienc

y and 

traceabili

ty.  

 

No 

Evaluation. 

The food 

chain 

management 

was 

discussed 

with four 

benefits, 

such as 

traceability, 

transparency

, efficiency  

Recent Contributions 

Blockchain is considered an efficient solution for the secure management of Electronic 

Health Records (EHRs). Authors in [28] presented a review on the role of blockchain in EHR 

systems, highlighting the role of decentralized networks, encryption, and smart contracts in 

enhancing privacy, security, and efficiency in the healthcare sector. Certain researchers [29] 

evaluated the use of blockchain in data security, suggesting a prototype smart contract to 

increase the reliability, security, and interoperability of EHRs. Safeguarding patient 

information and adherence to privacy legislation were prioritized the most within this research. 

In [30], a systematic review was performed to examine the state of the art in managing EHRs. 

This research examined global interoperability standards and suggested an end-to-end secure 

blockchain-based architecture with an integration of various healthcare systems. Husnain et al. 

[30] suggested HealthChain, which is a blockchain-based EHR architecture with strong 

encryption and consent management. The research yields 30% less data access time, 40% 

improved interoperability, 50% less data breach, and a 35% increase in patient satisfaction, 

highlighting the potential of blockchain in the real world. The authors in [31] enhanced the 

research by using a blockchain-based framework for healthcare on Ethereum. The analysis 

proved that decentralization was a viable, real-world solution that effectively solved problems 

with cost and performance while also improving security and privacy. Furthermore, Mole and 

Shaji (2024) suggested an Ethereum blockchain model to automatically and anonymously 

transfer medical data using smart contracts and the InterPlanetary File System (IPFS). Their 

investigation demonstrated that blockchain technology can exchange EHRs safely and rapidly 

with a minimum latency of 14 ms [32]. 

Summary 

This review shows that blockchain technology enables better data security and 

interoperability in relation to healthcare. In order to guide future research, [26] also identified 

a number of gaps in the literature, some of which are related to scalability and regulatory issues.  

The researchers, practitioners, and policymakers who wish to comprehend or apply blockchain 
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technology in the healthcare industry will find this systematic review to be a valuable resource.  

[27]. 

Ethereum has a transaction cost of about eight cents and additional time overhead when 

used in secure data frameworks, according to [1] and [3]. Although this overhead might not 

seem like much in isolated circumstances, it becomes more noticeable in large-scale scenarios 

involving frequent transactions, like continuous health monitoring or clinical data sharing. 

Ethereum's consensus system, which makes sure that every transaction is verified and safely 

recorded across several nodes, is the cause of the delay. In situations were having access to 

medical data in real time is critical, this invariably slows down the system and causes anxiety. 

However, the significant advantages that blockchain offers in terms of transparency, security, 

and data integrity must be weighed against this latency and cost. Ethereum increases trust and 

regulatory compliance in sensitive sectors like healthcare by reducing the risk of illegal access, 

interference, and data breaches through immutable and verifiable transactions. Therefore, the 

trade-off can be seen as one of efficiency versus reliability: blockchain increases accountability 

and resistance to security breaches by introducing latency. In the long run, improved 

transparency and data protection may make the marginal cost of longer transaction times and 

higher transaction costs worthwhile in the majority of medical applications. Abdullah Al Omar 

et al. [7] highlight that the smallest of imperfections can prove to be a doorway for malicious 

users, and the reliability of using immutable code in such a critical field is thus questioned. 

Over and above these security issues, Ethereum's scalability issues are a serious bottleneck as 

well. Kristen Griggs et al. [4] mention that the transaction rate of the system is limited, leading 

to  delays and higher fees incurred during heavy usage. In the healthcare sector, where timely 

access to patient information can be the difference between life and death, such latency can 

have direct implications for patient outcomes. Additionally, the dependence on energy-hungry 

consensus protocols and volatile transaction fees introduces unpredictability to mass-scale 

adoption. Combining these risks highlights the necessity of extensive testing, hybrid 

implementations, and models of governance prior to the successful deployment of Ethereum 

for managing healthcare data. 

A simple PRISMA flow diagram for all these recent studies is shown in Figure 5. 

 

Figure 5. PRISMA Flow Diagram 



 A Comprehensive Review of Blockchain-Enabled Open-Source Tools for Managing Electronic Health Records (EHR) in Hospitals 

ISSN: 2582-4104  510 

 

5. Simulation Results 

Table 2. Key Contributions and Result Parameters 

S.No Reference 

(Year) 

Framework / 

Method 

Key Contributions Result Parameters / Values 

1 Sahu et al. 

(2024) 

Blockchain-

based review 

for EHR 

Comprehensive review 

of decentralized 

blockchain framework 

for EHR 

Enhanced privacy, security, 

and efficiency (qualitative) 

2 Hamela et al. 

(2024) 

Smart contract 

prototype for 

EHR 

Improved data 

confidentiality, 

security, and 

interoperability 

Improved reliability and 

compliance (qualitative) 

3 Journal of 

Angiotherapy 

(2024) 

Interoperable 

Blockchain-

based EHR 

framework 

Analysis of global EHR 

standards and 

interoperability 

Proposed secure, 

interoperable blockchain 

framework (qualitative) 

4 Husnain et al. 

(2024) – 

HealthChain 

Blockchain with 

encryption & 

consent system 

Secure and 

interoperable 

blockchain EHR 

framework 

30% reduction in access 

times, 40% higher 

interoperability, 50% fewer 

breaches, 35% ↑ patient 

satisfaction 

5 Tahir et al. 

(2024) 

Ethereum-based 

blockchain 

framework 

Secure and private 

EHR system with cost-

performance evaluation 

Reasonable cost & 

performance feasibility 

(quantitative feasibility 

study) 

6 Mole & Shaji 

(2024) 

Ethereum + 

IPFS with smart 

contracts 

Automated and 

anonymous secure 

medical record transfer 

Minimum latency: 14 ms 

Challenges 

1. Latency in Real-Time Access – Ethereum-based frameworks (Chen et al. [1], Cao 

et al. [3]) show added time overhead due to consensus mechanisms, which limits 

usability in emergency or real-time healthcare scenarios. 
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2. Transaction Costs – Blockchain operations (e.g., ~8 cents per transaction) can 

accumulate significantly in large-scale hospital deployments, making cost-

efficiency a challenge. 

3. Scalability Bottlenecks – Ethereum’s limited throughput causes delays and higher 

fees during peak usage (Griggs et al. [4]), restricting its use in large hospital 

networks. 

4. Private Key Vulnerabilities – Loss or theft of private keys (Al Omar et al. [7]) 

compromises entire EHR datasets, posing catastrophic risks to healthcare security. 

5. Immutability of Errors – Bugs in smart contracts cannot be reversed, raising 

safety concerns when managing sensitive and frequently updated medical data. 

6. Regulatory & Ethical Compliance – Studies highlight difficulties aligning 

blockchain models with HIPAA, GDPR, and other privacy frameworks, slowing 

adoption. 

7. Energy and Resource Costs – Energy-intensive consensus algorithms (e.g., 

Proof-of-Work) are unsustainable in large healthcare ecosystems. 

8. Lack of Standardization – The absence of unified interoperability standards 

across frameworks hinders seamless exchange of EHRs among hospitals (Journal 

of Angiotherapy, 2024). 

9. Fault Tolerance in Node Failures – Few studies have tested resilience when 

hospital nodes go offline, raising concerns for continuity of access. 

10. Limited Real-World Testing – Many reviewed works present prototypes without 

long-term clinical deployment data, leaving uncertainty about real-world 

feasibility. 

Opportunities 

1. Enhanced Data Privacy – Blockchain ensures immutable and encrypted storage, 

protecting sensitive patient records from unauthorized access. 

2. Improved Security Against Attacks – Mechanisms like Attribute-Based 

Signatures (Guo et al. [8]) and multi-authority systems strengthen authentication. 

3. Interoperability Gains – Blockchain improves cross-platform data sharing (40% 

improvement reported by Husnain et al. [31]), critical for integrated hospital 

networks. 

4. Patient Empowerment – Frameworks like Yue et al. [5] enable patients to own 

and control their records, increasing trust and transparency. 

5. Higher Resilience – Decentralization ensures availability even when some nodes 

fail, improving the reliability of hospital IT systems. 

6. Cost Reduction in Data Breaches – Studies (HealthChain [31]) report up to 50% 

fewer breaches, lowering compliance and recovery costs. 
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7. Real-Time Efficiency Improvements – Ethereum + IPFS (Mole & Shaji [32]) 

achieved latency as low as 14 ms, showing blockchain’s potential for rapid secure 

data exchange. 

8. Integration with Emerging Tech – Coupling blockchain with IoT and AI can 

enhance predictive healthcare, automated monitoring, and smart hospital 

management. 

9. Policy and Governance Potential – Blockchain frameworks can embed 

compliance rules directly into smart contracts, aiding administrators in regulatory 

adherence. 

10. Scalable Future Architectures – Modular systems like FHIR-Chain (Peng Zhang 

et al. [6]) provide pathways to scale blockchain in healthcare while maintaining 

trust and transparency. 

Recommendations for Future Research Directions 

Future studies can extend this work by validating MCUS-Net across larger, more 

diverse, and multi-institutional datasets to confirm its generalizability across populations with 

varying demographics and imaging protocols. Investigating the integration of multimodal data 

such as combining CT scans with genetic, histopathological, or clinical records may further 

enhance diagnostic accuracy and support personalized treatment planning. Additionally, 

explainable AI (XAI) techniques should be incorporated to improve interpretability for 

clinicians, fostering trust and transparency in decision-making. Future research may also 

explore lightweight and optimized versions of the model suitable for deployment in resource-

constrained settings, including rural clinics and low-income countries. Finally, longitudinal 

studies assessing the impact of AI-assisted early detection on patient outcomes, cost-

effectiveness, and overall healthcare system efficiency would provide critical evidence for 

policy-level adoption.  

Implications for Policymakers, Administrators, and IT Managers 

The findings of this research carry significant implications for multiple stakeholders in 

healthcare. Policymakers can leverage such AI-driven diagnostic frameworks to strengthen 

early detection programs for lung cancer, which may substantially reduce mortality and 

improve survival rates. 

Scalability limitations 

Another important challenge is storage overhead. High-resolution CT scans generate 

massive amounts of data, which not only require extensive storage capacity but also increase 

the burden of maintaining data security and compliance with regulatory standards. As datasets 

grow larger for both training and real-time use, hospitals face rising costs for cloud storage, 

data transfer, and secure backup systems, making large-scale deployment financially and 

logistically demanding. 

6. Conclusion 

The review has found that blockchain platforms based on hyper ledger and the 

Ethereum blockchain framework can serve as a suitable base for constructing an open-source 
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platform for the healthcare industry. The benefits of the open-source software technology 

platform outlined will support the ongoing efficiencies of healthcare industry services to both 

save time, and even more importantly, lives. The study's primary milestone is determining the 

suitable software and blockchain technologies to achieve ambitious goals and revolutionize the 

way healthcare functions.  Hyper Ledger is an open-source project that works to develop 

blockchain technology for various businesses.  The Hyper Ledger Project is part of the Linux 

Foundation's Distributed Ledger Technology initiative.  The Hyper Ledger project includes 

five frameworks (burrow, fabric, INDY, IROHA, and SAWTOOTH) as well as five tools 

(caliper, CELLO, COMPOSER, Explorer, and QUILT).  Hyper Ledger Fabric-based 

applications can be used to create a business blockchain application. This project is an excellent 

fit for Hyper Ledger Fabric due to its four key features: permissioned network, secret 

transactions, no cryptocurrency, and programmability.  In a permissioned network, participants' 

identities are known, and members have role-based access.  Transactions are confidential and 

not accessible to all members, and any member can transact discreetly.  Because of a lack of 

incentives and a scarcity of crypto tokens, cryptocurrency is no longer necessary.  The chain 

code includes business logic and smart contracts for work execution.  Each blockchain 

technology employs nodes, which link to form a network.  A Hyperledger fabric member is a 

separate legal entity that transacts on the blockchain network. Many distributed ledgers are 

used by members. Each member hosts nodes. Throughout the organization, these nodes provide 

transactions and state information. The blockchain nodes are also called communication 

entities, and each node represents the identity of a certificate; even users in an ecosystem based 

on Hyperledger fabric receive certificates. A ledger manages the state of assets in a 

Hyperledger Fabric network. They represent anything from bonds to loans, to titles, to houses, 

and to anything that can be digitally represented.  
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